Virtual Private Networking (VPN) FAQ

The acronym VPN stands for Virtual Private Network and describes a technology whereby private date conversations can be created across public networks.  VPN makes use of the Internet, maintaining privacy through the use of a tunneling protocol and security procedures that reduce the cost of network installation and management.

 

What are the benefits of VPN?

The benefit of a VPN is in the access to traditionally private data over a lower cost public infrastructure.  The VPN connection can eliminate the need for expensive leased circuits connecting two networks together.  VPN’s allow selected users or networks to connect to the GSA infrastructure as if they were in an office directly connected with total security and privacy.  

 

What is GSA’s VPN solution?

GSA integrates the encryption and host security solutions of Checkpoint's VPN-1 with access authorization of Cisco's Cisco Secure Radius servers, backed by Active Directory for password and HSPD12 authentication. 

Does the user need to install software on their PC for VPN to function?

Currently GSA Security Policy prohibits direct connection of personally owned computers from using VPN to connect to the GSA network.  However every GSA owned laptop has VPN software already installed on it.  You must request a VPN user account from the IT Service Desk in order to use the VPN functionality when teleworking however.  
 

What systems and resources can I access through the VPN?

Most internal GSA websites, applications and data should be accessible.

 

How long does my VPN authentication last?

After authentication has taken place, the user session will last 24 hours.  After that, the user will need to reauthenticate for an additional 24 hours.  A connection that sits idle for more than 30 minutes may require the user to re-connect, as GSA has instituted OMB mandated guidelines for idle workstation connections. Idle is basically defined as 'No GSA application traffic'.

 

Does the VPN impact the performance of my PC?

Yes, there will be a small delay introduced in authentication, and encryption procedures.  In most cases, the delay will not be noticeable.  The end result will still be many times the performance rate of unencrypted dial-up facilities.

 

Who do I contact for VPN related problems?

Contact the IT Service Desk at ITServiceDesk@gsa.gov or at 866-450-5250 for assistance.
When the VPN is operating, can I still connect to the Internet?

Yes. The method we are using routes ALL traffic through the GSA network including Internet traffic.  While connected to the GSA VPN all traffic is encrypted and sent through the VPN to GSA and all other destination networks.  Be advised that ALL web surfing and other activity is subject to standard GSA security monitoring just as if you were on the GSA network in your office.  
 

Does Citrix work though the VPN?

Yes, it does work, however if all that you desire to work on is available via Citrix, then you only need to point your browser to https://gsa-apps.gsa.gov.  However, if you are connecting to the VPN for other purposes, you will ALSO be able to get to the National Citrix Farm as well. 
Can I still use my old VPN client?

Client versions older that SecureClient NGX version R60 are no longer supported at GSA.   If you have not been contacted with upgrade information, please contact the IT Service Desk for assistance in getting your client upgraded.  
