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[bookmark: Overview]Overview
Citrix Xenapps (previously called Presentation Server) is the preferred method for accessing many GSA applications, internal websites and other files remotely.  Citrix enables members of the GSA user community to access a variety of common Windows applications through a Web browser from any location with an internet connection.  With Citrix, GSA users can even access Windows based applications from a Mac, or Linux computer.

The purpose of this document is to provide users the basic information they need to connect to and use the Citrix farm successfully, and how to obtain help when needed.  This document is also intended to set user expectations for the Citrix farm by outlining what is and is not supported within the Citrix environment by the Citrix administrators, application maintainers, and Local Support Staff.
[bookmark: Requirements] Requirements
To access the GSA National Citrix farm, you must meet the following requirements:
· Supported Operating System 
Your computer must be running one of the following supported operating systems:
· Windows XP 
· Windows Vista 
· Windows 7 
· Mac OS X (support limited to Citrix client installation only) 
Citrix administrators will not support accessing the Citrix farm from any other operating system.
· Supported Web Browser 
Your computer must have one of the following supported Web browsers installed:
· Internet Explorer 6 or above
Other browsers may work with Citrix, however Citrix administrators cannot support accessing the Citrix farm from any other Web browser.


· Citrix Client 
Your computer must have a supported Citrix client installed to access the Citrix farm.
· Windows client download: 
http://www.citrix.com/English/ss/downloads/results.asp?productID=186&c1=sot2755
· Mac OS X client download: 
http://www.citrix.com/English/ss/downloads/results.asp?productID=186&c1=sot2755
 
Alternatively, you can go to www.citrix.com, click on downloads at the top of the page and look for Citrix XenApp Clients.
· Accounts 
You must know your GSA network username (generally FirstNameMiddleInitialLastname NOT case senstive) and password (which IS case sensitive) to access the Citrix farm.  
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The following sections provide an overview of the steps involved in accessing the Citrix farm.
· Installing and Configuring the Citrix Client 
The Citrix client must be installed and properly configured to access the Citrix Farm.
· Windows
Client installation instructions
No configuration of the Windows client is needed.
   
· Mac
Client installation and configuration instructions 
 
· Logging In to the Web Portal
The URL for the Citrix Web Portal is https://gsa-apps.gsa.gov

· Accessing Citrix through the Web Portal is the supported method for Windows and Mac clients.  

· The Citrix Web Portal looks like this:


·  [image: ] 
Click on your region, and then enter your Network user name and password and click ‘Log In’ to log in to the Citrix Web Portal.
  
  
· Launching a Windows Desktop or Application
Once you have connected to the Citrix farm through the Web Portal you will be presented with a list of applications that you may use.  
  



· [bookmark: Client_File_Security]Client File Security
Citrix automatically makes your local hard drives available from within applications and Windows Desktops.  The first time you attempt to open a file on or save a file to one of your local hard drive(s), the Client File Security dialog will appear:
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The available options are: 
· No Access (default) – You will not be able to access your local hard drive(s).
  
· Read Access – You will only be able to read files on your local hard drive(s); you will not be able to save files to your local hard drive(s).
  
· Full Access (recommended) – You can read and write to your local hard drive(s).
  
· Always ask me (default) – You will be prompted every time you connect to Citrix.
  
· Never ask me again for this site – Your selection will be saved and you will not be prompted again for this Citrix farm.
  
· Never ask me again (recommended) – Your selection will be saved and you will not be prompted again for any Citrix farm. 
To ensure full functionality within Citrix, it is recommended that you select the Full Access and Never ask me again options.  For the highest level of security select No Access and Never ask me again. 
· Logging Off
When you are done with an application, simply close it normally.  When you are done with all of the applications, close each of them, then close your browser, which will log out of the network.  
  
· Requesting Applications
If you have an application that you would like to be made available on the Citrix farm, the procedure for doing so is described in New Application Requests for the Citrix Farm.  There are a number of requirements that an application must meet for it to be compatible with Citrix.  Because of this, not all applications can be made available on the Citrix farm.
  
· Application Help
If you need help with an application in Citrix, please contact the IT Service Desk.  If they are unable to solve the problem or determine that it is a Citrix issue, they will contact the Citrix administrators for further assistance.
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· Network Drives
The standard Windows network drives (H and I) are mapped automatically when you launch an application in Citrix.  If you belong to an organization that has additional network drives, those will also be mapped automatically.

Citrix users are encouraged to save their files to the network drives, since these are backed up regularly.
 
· Local Drives 
· Windows clients
Local drives on Windows clients are automatically mapped by Citrix.  The Client File Security dialog will appear the first time you attempt to access any local drives.
  
· Mac OS X clients
Local drives on Windows clients are automatically mapped by Citrix.  The Client File Security dialog will appear the first time you attempt to access any local drives.
  
· Saving Files
Citrix users are encouraged to save their files to the network drives, since these are backed up regularly.  In Citrix, the ‘My Documents’ folder is mapped to the user’s home (H:) drive, so these are also recommended locations.

In most applications, you save files by selecting ‘Save’ or ‘Save As…’ from the ‘File’ menu.  When saving files, the default location to save them may not be the ‘My Documents’ folder or a network drive, so users should always be mindful of where their files are being saved to.

 


· How to Avoid Losing Files or Data
The following guidelines will help minimize the chances of losing files or other data when using Citrix:
  
· Always save files to a network drive, the ‘My Documents’ folder – This location is backed up regularly, unlike most local drives.
  
· Save files you are working on frequently – This will minimize the amount of work you might lose should your Citrix session be dropped for some reason.
  
· Save files in all open applications before you end your Citrix session
  
· Save files before leaving a Citrix session unattended – Your Citrix session could be dropped while you are away or terminated if you leave it idle for too long, resulting in lost data.  
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· Locally Defined Printers
Any printers you have defined on your local system are automatically mapped to your Citrix session.  This includes printers directly connected to your local system and network printers you have defined on your local system.  If you do not have any local printers defined, you can add a printer from within your Citrix session by connecting to one of the printers on the Citrix print server.  See the next section for more information.
  
· Printing Help
If your local printers do not appear in your Citrix session, or if you receive an error attempting to connect to a network printer on the Citrix print server from within your Citrix session, please e-mail ITServiceDesk@gsa.gov or call 866-450-5250 for assistance.
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Best Practices
The following recommendations constitute best practices for using Citrix:
· Always save files to a network drive, the ‘My Documents’ folder, or the desktop
These locations are backed up regularly, unlike most local drives.
  
· Save files you are working on frequently
This will minimize the amount of work you might lose should your Citrix session be dropped for some reason.
  
· Save files in all open applications before you end your Citrix session
  
· Save files before leaving a Citrix session unattended
Your Citrix session could be dropped while you are away or terminated if you leave it idle for too long, resulting in lost data.
  
· Reconnect to disconnected sessions to continue working
If your session is dropped or you disconnect from your session, you can reconnect within 15 minutes without losing your session or data.
  
· Client File Security dialog: Select the ‘Full Access’ and ‘Never ask me again’ options
Selecting these options will give you read and write access to your local drives and save you from being prompted every time you use Citrix.
  
· Avoid customizing settings
Settings in Windows, Microsoft Office, and other applications may not carry over to future Citrix sessions, so avoid customizing settings when possible.
  
· Don’t forget about session timeouts
The timeout for disconnected sessions is 15 minutes.  The timeout for idle sessions is 3 hours (180 minutes).  Sessions that timeout will be terminated and any unsaved data will be lost
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· [bookmark: Session_Timeouts]Session Timeouts 
· Disconnected Sessions
There is a 15 minute timeout for disconnected sessions.  Disconnected sessions occur when your network connection to Citrix is interrupted.

· If you reconnect to Citrix before the 15 minute timeout is reached, you will be able to resume your disconnected application. 

If you do not or cannot reconnect to Citrix before the 15 minute timeout is reached, your session will be terminated and any unsaved data will be lost.
  
· Idle Sessions
There is a 180 minute (3 hour) timeout for idle sessions.  Citrix sessions that are left idle for 180 minutes will be terminated and any unsaved data will be lost.
  
· Restricted Access 
· Application Settings and Features
In order to maintain the availability and stability of the Citrix farm, certain application features and settings may be unavailable to users.

Inquiries regarding application features or setting that are unavailable to users should be sent to the maintainer of the application, or by contacting the IT Service Desk at ITServiceDesk@gsa.gov or at 866-450-5250. 
  
· No User Installs 
· No User-Installed Applications or Drivers
In order to maintain the availability and stability of the Citrix farm, users cannot install applications or drivers on the Citrix farm.  Only Citrix Administrators can install or update drivers and applications on the Citrix farm.
  
· Requesting Applications
If you have an application that you would like to be made available on the Citrix farm, the procedure for doing so is described in New Application Requests for the Citrix Farm.  There are a number of requirements that an application must meet for it to be compatible with Citrix.  Because of this, not all applications can be made available on the Citrix farm.



· Unsupported Features
The following features are not supported by the Citrix administrators:
  
· ActiveX controls and Browser Plugins
Users cannot install applications on the Citrix farm, including ActiveX controls or web browser plugins.
  
· Microsoft Office Settings 
· Migration of Office Settings Not Supported by the Save My Settings Wizard
The ability to migrate Microsoft Office settings is limited to those that are supported by the Microsoft Office 2007 Save My Settings Wizard.
  
· Persistence of Office Settings across sessions
Microsoft Office settings in one Citrix session may not be carried over in future Citrix sessions.  Because of this, users are discouraged from customizing Microsoft Office settings in Citrix.
  
· Files and Data Not Saved to Network Drives
Files and data that are not saved to a network drive cannot be recovered if lost or accidentally deleted.
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· Client Installation
If you need help installing the Citrix client on your computer, please contact the IT Service Desk at ITServiceDesk@gsa.gov or at 866-450-5250 or refer to the following installation instructions for your platform: 
· Windows client installation instructions 
· Mac OS X client installation instructions 
  
· Accessing the Citrix Farm
Windows and Mac OS X clients should access the Citrix farm using the Citrix Web Portal, https://gsa-apps.gsa.gov/.

· Frozen Sessions / Unable to Log Off
If your session freezes and you cannot properly log off, please contact the IT Service Desk at ITServiceDesk@gsa.gov or at 866-450-5250 so that a Citrix administrator can log you off or terminate your session properly.
  
· Application Support
If you need help with an application in Citrix, please contact the IT Service Desk at ITServiceDesk@gsa.gov or at 866-450-5250 or the maintainer of the application.  If they are unable to solve the problem or determine that it is a Citrix issue, they will contact the Citrix administrators for further assistance.
  
· Printing Support
If your local printers do not appear in your Citrix session, or if you receive an error attempting to add a printer from the Citrix print server from within your Citrix session, please contact the IT Service Desk at ITServiceDesk@gsa.gov or at 866-450-5250.
  
· Still Need Help?
If ever in doubt, contact the IT Service Desk at ITServiceDesk@gsa.gov or at 866-450-5250  for help if you cannot find the answer to your Citrix questions or problems in the sections above. 
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