



     INTERCONNECTION SECURITY AGREEMENT


Between the {ETS Contractor},
GSA-Federal Acquisition Service E-Gov Travel Program Management Office, and
{Agency}








(Seal/Logo goes here if desired)























{Include Date here}


{ETS Contractor}                                                                   {Agency}




   INTERCONNECTION SECURITY AGREEMENT


SECTION 1 – INTERCONNECTION STATEMENT OF REQUIREMENTS.

The requirements for interconnection between {ETS Contractor} and {Agency} is for the express purpose of passing data to and/or from {ETS System}, owned by {ETS Contractor}, with the E-Gov Travel Program Management Office, as the Federal Government Executive Agent, to {Agency System} owned by the {Agency}.  The purpose of this agreement is to document the interconnection requirements between {ETS Contractor} and {Agency}.  The expected benefit is to {state or bullet benefits}.

The interconnection between {ETS System} and {Agency System} is a {specify type of interconnection}. The servers involved with this data transfer are {ETS server name and functionality} located at {street, city, state, zip} and {Agency server name and functionality} located at {street, city, state, zip}. 


SECTION 2 – SYSTEM SECURITY CONSIDERATIONS.  

a. General Information/Data Description.  This agreement specifies the production interconnections between {ETS System} and {Agency} and {Agency System}.  The organizations involved in all aspects of the life-cycle of this interconnection are {ETS Contractor} , the GSA-FAS E-Gov Travel PMO, and the {Agency}. The interconnection between {ETS System} and {Agency System} is a {fill in whether a one way path or two way path}.  The purpose of the interconnection is to {state purpose, e.g. “facilitate near-real-time financial transactions related to official travel, etc.”}.

b. Services Offered.  No user services are offered. This connection only passes data between {ETS System} and {Agency System} via a {specify type of connection}.  The services offered by this interconnection are limited to {specify}.  These data transfers transpire {stipulate how, e.g. “from {ETS System} to {Agency System} without human intervention and on an automatic, scheduled basis”, etc.}. 

c. Data Sensitivity.  The sensitivity of the data transmitted over the connection is Controlled Unclassified Information (CUI).  {Specify the sensitivity level of the information that will be handled through the interconnection, including the highest level of sensitivity involved and the most restrictive protection measures required.}{E.g. Data being transferred contains personal information protected by the Privacy Act of 1974 and sensitive financial information. etc. Include which encryption is being used including the mode of operation, and the package name where applicable.}

d. User Community. All {ETS Contractor} personnel with access to the data received from {Agency} are eligible for clearance with a valid and current GSA approved background investigation. All {Agency} personnel with access to the data received from {ETS Contractor} are eligible for clearance with a valid and current {Agency}  approved background investigation. All personnel with access to the system are required to review and sign the {ETS Contractor’s} System Rules of Behavior prior to being granted access to the system.


e. Information Exchange Security.  The security of the information being passed on this connection {specify; e.g. one-way} is protected through the use of {method/protocol}, {encryption methodology,} which is a FIPS 140-2, or later, approved encryption mechanism. {Encryption methodology} using the FIPS 140-2, or later, {actual mode of operation} mode of operation is provided through the {give the FIPS compliant (validated) package ; if you are using a package that is not validated but uses a FIPS compliant encryption module, state so giving the package name}. The connections at each end are located within controlled access facilities, guarded 24 hours a day.  Individual users will not have access to the data except through their systems security software inherent to the operating system.  Once the data has been stored on the {ETS System} all access is controlled by authentication methods to validate the approved users.  Detailed security controls are specified within the {ETS Contractor} and {Agency} systems and provided in the individual system security plans. {Give document references here.} {Give what is being exchanged somewhere in this paragraph}

f. Trusted Behavior Expectations.  The {ETS System} and {ETS Contractor} personnel are expected to protect {Agency System}; and {Agency System} and {Agency} personnel are expected to protect the {ETS System} in accordance with the Privacy Act and Trade Secrets Act (18 U.S. Code 1905), and the Unauthorized Access Act (18 U.S. Code 2701 and 2710).  {Put in additional material that is expected (not guaranteed) by each system to further enhance the security posture.} {Talk about protecting the confidentiality, integrity and availability of the data.} {E.g. The appropriate Rules of Behavior are described in each of the security plans, and must be reviewed and acknowledged by uses prior to access being granted to the system.} 
g.  Formal Security Policy.  The formal security policy(ies) that govern the protection of each system are the {ETS Contractor} {Security Policy } dated {date of latest version} or later, in accordance with the GSA Security Policy, and the {Agency or governing agency } {Security Policy} dated {date of latest version} or later.  Furthermore, both {ETS Contractor} and the {Agency} agree to comply with the E-Gov Travel {these are the ETS System ROB that have been approved by the PMO }“Rules of Behavior”.

Incident Reporting.  Security incidents are immediately addressed, so as to contain the incident, establish countermeasures to mitigate the impact of the incident, and recover from the incident. 
The party discovering the incident in accordance with their procedures will report security incidents.  In the case of {ETS Contractor}, a Computer Security Incident Response Capability (CSIRC) will be established for detecting, reporting, and responding to security incidents.  In addition, any security incident will be reported immediately to the E-Gov Travel Information System Security Officer (ISSO), the {Agency} ISSO, and {state who/what other organization(s) this will be reported to, can bullet if desired.  See MOU for example}.The {ETS Contractor} will complete and submit the specified GSA security incident reporting form to the E-Gov Travel ISSO within 24 hrs; however, if Personally Identifiable Information (PII), is involved, it will be submitted within one hour.  The E-Gov Travel ISSO will notify the GSA Information System Security Manager (ISSM) of the incident and will submit security incident reports to the Office of the Senior Agency Information Security Official (OSAISO), for all security incidents, within 24 hrs; however, if Personally Identifiable Information (PII), is involved, it will be submitted within one hour.  The GSA Senior Agency Information Security Official (SAISO) shall determine which security incidents should be reported to U.S. Computer Emergency Readiness Team (US-CERT), Office of the Inspector General or external law enforcement.”
In the case of the {Agency}, the {Agency} will immediately notify {ETS Contractor’s} ISSO when a security incident(s) is detected, so {ETS Contractor} may take steps to determine whether its system has been compromised, and to take appropriate security precautions.  The {Agency} will prepare and submit a security incident reporting form to {ETS Contractor}. In addition, any security incident will be reported to the E-Gov Travel PMO and {state who/what other organization(s) this will be reported to}.  If the security incident is determined significant, the {Agency’s} Office of the Senior Agency Information Security Official (OSAISO) will report incidents to the US-CERT, office within the Department of Homeland Security, and the CERT Coordination Center. Policy governing the reporting of Security Incidents is {list each policy name and number}.  
[bookmark: _GoBack]The incident response team will hold a “lessons learned” meeting with all involved parties after an incident, to address the reason(s) for the incident, improving security measures, and the incident handling process.  These “lessons learned” will be documented and any appropriate “plans of action” addressed.  The NIST SP 800-61. Computer Security Incident Handling Guide is followed.
i. Audit Trail Responsibilities.  Both parties are responsible for auditing application processes and user activities involving this interconnection.  Audit logs will be accessed only by the following personnel, {give position titles, e.g. System Administrator, ISSO, etc.}, and will be “read only” (i.e. the user cannot modify the audit data after it is recorded by the system).  Activities that will be recorded include event type, date and time of the event, user identification, attributes associated with the event (e.g., success or failure of access attempts), program or command used to initiate the event {if possible}, and security actions taken by system administrators or security officers.  Audit data will be collected, reviewed, and retained in accordance with local security policies as documented in the system security documentation for each system. In the event of differences between the two policies, the more stringent set of requirements shall apply.  At a minimum, audit logs will be retained for one (1) year.

j. Security Parameters.  {Specify the security parameters exchanged between systems to authenticate that the requesting system is the legitimate system and that the class(es) of service requested is approved by the ISA.  For example, at the system level, if a new service such as e-mail is requested without prior coordination, it should be detected, refused, and documented as a possible intrusion until the interconnected service is authorized.  Also, additional security parameters may be required (e.g., personal accountability) to allow the respondent system to determine whether a requestor is authorized to receive the information and/or services requested and whether all details of the transaction fall with the scope of user services authorized by the ISA.  Give the server names/directories and their full location. Examples to include are: encryption being used during transport; whether the data (including passwords) is encrypted in storage; type of connection (e.g. single VPN connection); etc.}

{You may list security parameters instead of putting in a paragraph, if desired.  Security Parameters may also be included in specific areas; e.g. Information Exchange Security, Audit Trail Responsibilities, etc.}

k. Operational Security Mode.  {If both parties use the concept of Protection Levels and Levels-of-Concern for Confidentiality, Integrity, and Availability based on their implementation common criteria, enter the values for each as documented for both systems.  Optionally, the security mode of operations could be documented for both systems.}

l. Training and Awareness.  {Enter the details of any new or additional security training and awareness requirements, {if not required state so}, and the assignment of responsibility for conducting training and awareness throughout the life cycle of the interconnection.}  In general, a security awareness, training and education program shall be established to ensure all GSA, other agency, and contractor support staff involved in the design, development, operation, and use of the IT systems are aware of their responsibilities for safeguarding GSA systems and information.  In addition, all users shall read and acknowledge by signing {ETS Contractor’s} Rules of Behavior, prior to being granted access to any system.  Any training required by the users for utilizing the capabilities of this interconnection, shall be provided by {specify ETS Contractor or Agency name}.

m. Dialup and Broadband Connectivity. {If applicable, describe any special considerations for dialup and broadband connections to any system in the proposed interconnection, including security risks and safeguards used to mitigate those risks.  See National Institute of Standards and Technology (NIST) Special Publication 800-46, Security Guide for Telecommuting and Broadband Communications, for more information.}

n. Security Documentation.  {ETS Contractor} and {Agency} agree to update their system security plans and related documents (e.g. Risk Assessment, Continuity of Operations (COOP) Plan, and Contingency Plan (CP)) to reflect the changed security environment in which their respective systems operate, maintain a valid and current Authority to Operate (ATO), and attach the signature page (ATO letter) from the accreditation of the system to this agreement.  {Enter the title, version and general details of each organization’s system security plan, including the assignment of responsibilities for developing and accepting the plan, as well as any other relevant documentation.}

{ETS Contractor} will update these documents (when interconnections have been made), and submit them to the E-Gov Travel PMO for review and acceptance quarterly. This fulfills the Contractor’s contractual obligation to submit system changes to the PMO for compliance with the Federal Information Security Management Act (FISMA), the Plans of Action and Milestones (POA&M), and NIST Special Publication 800-47, Security Guide for Interconnecting Information Technology Systems. At a minimum, the {Agency} shall update their security plan and related documents annually.  
· 



SECTION 3 – TOPOLOGICAL DRAWING. 


{Include a Topological Drawing here; include where encryption and decryption occurs.}






The ISA will not be approved without this information





SECTION 4 – SIGNATORY AUTHORITY.  This ISA is valid for {specify timeframe, i.e. 3 years after the last dated signature of the ETS vendor official or agency official provided below}.  At that time it will be updated, reviewed, and revalidated.  Either {ETS Contractor} or the {Agency} may terminate this agreement upon 30 days advance notice in writing or in the event of a security exception that would necessitate an immediate response.  


APPROVED: {Note: Another signature line, if necessary, should be added for cross-service agencies.}


	{ETS Contractor  senior official}
	
	{Agency senior official}

	

	
	

	(signature)
	(date)
	
	(signature)			(date)
	(date)

	
	
	

	(printed name)
	
	(printed name)

	
	
	

	(title)
	
	(title)

	E-Gov Travel PMO Senior Official
	
	
Reviewed and Approved by GSA Authorizing Official (AO)
	

	

	
	


	(signature)
	(date)
	
	(signature)                    
	(date)

	

	
	


	
Director, Center for Travel Management
	
	GSA/FAS CIO, E-Gov Travel AO
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