MEMORANDUM OF UNDERSTANDING 

Between the {ETS Contractor},
GSA-Federal Acquisition Service E-Gov Travel Program Management Office, and

{Agency}
(Seal/Logo goes here if desired)

(Include Date here)

{ETS Contractor}





{Agency}
FOR OFFICIAL USE ONLY

MEMORANDUM OF UNDERSTANDING

BETWEEN

{ETS CONTRACTOR}

AND

{AGENCY}

{ETS Contractor} and the {Agency} hereby agree to the following Memorandum of Understanding (MOU).

If this document supersedes another, indicate the document that is superseded.

INTRODUCTION
The purpose of this memorandum is to establish a management agreement between {Agency} and {ETS Contractor}, with the E-Gov Travel Program Management Office, as the Federal Government Executive Agent, regarding the development, management, operation, and security of a connection between {Agency System} owned by {Agency}, and {ETS System} owned by {ETS Contractor}.  This agreement will govern the relationship between {Agency} and {ETS Contractor}, including designated managerial and technical staff, in the absence of a common management authority.

AUTHORITY
The authority for this agreement is based on Task Order {Task Order number} issued by the {Agency} on {date}.

OBJECTIVES

The objective of both parties to this MOU is to {specify the objective(s) – may list if desired}, which will assist each organization in fulfilling its respective roles and responsibilities. Under this MOU, {ETS Contractor} and {Agency} will facilitate the {specify, i.e. “exchange of financial information relating to the commitment and payment of travel related funds for {Agency} employees”} to achieve this objective.  {ETS Contractor} and {Agency} will jointly design, develop, and test the mechanisms, methods, and procedures to carry out the required functions. In particular, they shall exchange {specify, e.g. financial information} in the following areas:

1. Example:  To facilitate a 2-way interface between {ETS} and {Agency} for the purpose of ……

2.   {etc.}

This will be accomplished by transferring data between {ETS system} and {Agency system} {supply details, e.g. CONUS/OCONUS, region, data center where system(s) are located, etc. Describe process on both the Agency and ETS Contractor side.}
Each of the IT systems associated with this MOU is described below:

· {ETS System Name}
· {Function}
· {Location: describe CONUS/OCONUS, region, data center where system(s) are located }
· {Description of data, including sensitivity or classification level} Example: Data maintained in {system name} includes all personal, organizational and travel related data required to create … This includes sensitive personal info protected by the Privacy Act of 1974 as well as sensitive financial data.
· {Agency System Name}
· {Function}
· {Location: describe CONUS/OCONUS, region, data center where system(s) are located }
· {Description of data, including sensitivity or classification level}
RESPONSIBILITIES
{ETS Contractor} and {Agency} intend to undertake the following common activities pursuant to this MOU:

· Reference the current versions of the GSA IT Security Policy, GSA Incident Handling Guide, and NIST SP 800-61, Computer Security Incident Handling Guide for guidance on incident reporting responsibilities {include “or later” with each}.
· {List additional responsibilities which are common to both parties.}  

{Note:  In the ETS Contractor and Agency individual responsibilities, be sure to designate which party is responsible for each:
· The data once it reaches the initial destination (e.g.  The {ETS contractor} assumes the responsibility for files placed on the sFTP server (Name) until the Agency retrieves the file to their {system type, e.g. financial} system, (Agency System); or The (Agency) assumes the responsibility for the electronic transfer file from the time it is placed on the sFTP server until the (ETS contractor) retrieves the file to (ETS System)

· The file if it is accidentally deleted before being retrieved by the appropriate system

· Maintenance on the interconnection {e.g. the sFTP server (name) if appropriate} 
· Notifying the other party of any security incidents {elaborate, see below}
· Etc.} 

· {ETS Contractor} will be responsible for:

1. Maintaining an Authority to Operate (ATO) for the {ETS system} system and if requested, furnishing a copy of the signed letter designating ATO.  
2. Developing and testing the interconnection {elaborate here}
3. Monitoring and maintenance for their respective side of the interface {specify time, e.g. “24 hours a day”}.
4. Encrypting data when transmitted using FIPS 140-2, or later, validated encryption modules and configurations. Reporting all security incidents immediately to the E-Gov Travel PMO ISSO.  Complete and submit the GSA Security Incident Reporting Form to the ISSO within 24 hrs; however, if Personally Identifiable Information (PII), is involved, it will be submitted within one hour.  The ISSO will notify the Information System Security Manager (ISSM) of the incident and will submit security incident reports to the Office of the Senior Agency Information Security Official (OSAISO) for all security incidents within 24 hrs; however, if Personally Identifiable Information (PII), is involved, it will be submitted within one hour.
5. Addressing security incidents immediately, so as to contain the incident, establish countermeasures to mitigate the impact of the incident, and recover from the incident. 

6. Conducting a “lessons learned” meeting with all involved parties after an incident, to address the reason(s) for the incident, improving security measures, and the incident handling process.  These “lessons learned” will be documented and any appropriate “points of action” addressed.  {See NIST 800-61. Computer Security Incident Handling Guide, for questions to be answered in the lessons learned.}  {ETS Contractor} will provide the E-Gov Travel PMO a copy of the documentation and current status of the “points of action”.
7. {etc.}

· The {Agency} will be responsible for:

1. Maintaining an Authority to Operate (ATO) for the {Agency system} system and if requested, furnish a copy of the signed letter designating ATO.  
2. Operating the {Agency system} system and the {point of interface e.g. sFTP server (if belongs to agency)} and their interface to the {ETS Contractor} system in accordance with the requirements specified in the {Agency} and {ETS system} Interconnection Security Agreement (ISA).  Specifically {Agency}  will: {a. and b. are examples only}
a. {Support (specify e.g. batch transfers of …) } Support batch transfers of financial data from the {Contractor’s system} system using …Add additional information here.
b. {Establish an account on the {Agency} sFTP server ({Agency server} for the purpose of {specify} and for use by {ETS System} … } Talk about passwords used to authenticate used to access account – to include frequency changed, regulations they comply with (e.g. GSA, agency procedural documents), etc.  
3. Monitoring and maintenance for their respective side of the interface {specify time, e.g. “24 hours a day”}

4. Encrypting data when transmitted using FIPS 140-2, or later, validated encryption modules and configurations..

5. Notifying {ETS Contractor} ISSO immediately when a security incident(s) is detected, so {ETS Contractor} may take steps to determine whether its system has been compromised and to take appropriate security precautions.  The {Agency} will prepare and submit a security incident reporting form to {ETS Contractor}.
6. Addressing security incidents immediately, so as to contain the incident, establish countermeasures to mitigate the impact of the incident, and recover from the incident. 

7. Conducting a “lessons learned” meeting with all involved parties after an incident, to address the reason(s) for the incident, improving security measures, and the incident handling process.  These “lessons learned” will be documented and any appropriate “points of action” addressed.  {See NIST SP 800-61. Computer Security Incident Handling Guide, for questions to be answered in the lessons learned.}
8. Following the {Agency’s} reporting requirements for computer incidents, as designated in {Agency publication}. (Do not put actual names here.)  These include the:

· {CIO
· Information Security Head (may be the ISSM, if so state)
· ISSO

· Specify any other incident response teams within the organization

· System owner

· Human Resources/Public Affairs (for incidents that may generate publicity)

· Legal department (for incidents with potential legal ramifications)
· etc.}

COMMUNICATIONS
Frequent formal communications are essential to ensure the successful management and operation of the interconnection. The parties agree to maintain open lines of communication between designated staff at both the managerial and technical levels. All communications described herein must be conducted in writing unless otherwise noted. 

{ETS Contractor} and {Agency} agree to designate and provide contact information for technical leads for their respective system, and to facilitate direct contacts between technical leads to support the management and operation of the interconnection. To safeguard the confidentiality, integrity, and availability of the connected systems and the data they store, process, and transmit, the parties agree to provide notice of specific events within the time frames indicated below: 

· Security Incidents: Technical staff will immediately notify their designated counterparts by telephone or e-mail when a security incident(s) is detected, so the other party may take steps to determine whether its system has been compromised and to take appropriate security precautions.  {ETS Contractor} agrees to notify the E-Gov Travel ISSO immediately of any security incidents when detected.  {ETS vendor} personnel will complete the US-CERT Cyber Incident Reporting Form as designated in the GSA CIO P 2100.1D, and will submit it to the GSA ETS ISSO within 24 hours; however, if Personally Identifiable Information (PII), is involved, it will be submitted within one hour. Per the GSA IT Security Policy, the E-Gov Travel “ISSO shall submit security incident reports through their ISSM to the CIO Security Division for all security incidents within 24 hrs; however, if Personally Identifiable Information (PII), is involved, it will be submitted within one hour.  The Senior Agency Information Security Official (SAISO) shall determine which security incidents should be reported to U.S. Computer Emergency Readiness Team (US-CERT), Office of the Inspector General or external law enforcement.”  The {ETS Contractor} will begin the reporting process by contacting the E-Gov Travel ISSO, and by providing an IT Incident Reporting Form regarding this incident to the E-Gov Travel ISSO.  The GSA IT Security Policy and the GSA Incident Handling Guide contain the procedures for reporting security incidents and individual responsibilities.  A copy of the GSA Security Incident Reporting Form is found in the GSA Incident Handling Guide.  The system owner will receive formal notification (other than the “Computer Security Incident Report”) in writing within five (5) business days after detection of the incident(s). 

· Disasters and Other Contingencies: Technical staff will immediately notify their designated counterparts by telephone or e-mail in the event of a disaster or other contingency that disrupts the normal operation of one or both of the connected systems.

· Material Changes to System Configuration: Planned changes (i.e. changes not associated with routine maintenance) to the system architecture that impact or have the potential to impact services will be reported to technical staff before such changes are implemented.  Such changes must be agreed upon by both parties, and documented.  {ETS Contractor} must notify the E-Gov Travel PMO of such changes.  These changes must be reviewed by the E-Gov Travel PMO ISSO.  Changes that are deemed to require a risk assessment or re-authorization of the system must be approved by the GSA AO before being implemented.  Appropriate documents must be updated when applicable, including but not limited to, Configuration Management Plan, System Security Plan, Risk Assessment, and the Continuity of Operations Plan.  The system must maintain a valid and current Authority to Operate (ATO) prior to establishing a connection and through the duration of this agreement.
· Personnel Changes: {ETS Contractor} and {Agency} agree to provide notification of the separation or long-term absence of their respective system owner or technical lead. In addition, both parties will provide notification of any changes in “point of contact” information. Both {ETS Contractor} and {Agency} will provide notification of changes to user profiles, including users who resign or change job responsibilities.
INTERCONNECTION SECURITY AGREEMENT (ISA)
The technical details of the interconnection will be documented in an Interconnection Security Agreement (ISA). The parties agree to work together to develop the ISA, which must be signed by {ETS Contractor}, {Agency (ies)}, an E-Gov Travel PMO Senior Official, and the GSA AO.  Any proposed changes to either system or the interconnecting medium will be reviewed and evaluated to determine the potential impact on the interconnection. The ISA will be renegotiated before changes are implemented. At a minimum, signatories to the ISA shall be a senior company official for {ETS Contractor}, the AO or other senior official for {Agency (ies)}, and the GSA AO. 

INTEGRATION AGREEMENT (IA)

The functional and technical details of application interoperability will be documented in an Integration Agreement (IA).  {ETS Contractor} and the {Agency} agree to work together to develop the IA.  Proposed changes to application interoperability will be reviewed and the IA renegotiated before changes are developed or implemented.  Signatories to the IA shall be the appropriate designated authorities of {ETS Contractor} and {Agency}.  {ETS Contractor} is responsible for providing a copy of the IA and the Implementation Report to the E-Gov Travel PMO per the Master Contract.
SECURITY 

{ETS Contractor} (with the E-Gov Travel Program Management Office, as the Federal Government Executive Agent),  and {Agency} agree to work together to ensure the joint security of the connected systems and the data they store, process, and transmit, as specified in the ISA. Each party certifies that its respective system is designed, managed, operated, and authorized in compliance with all relevant federal laws, regulations, and policies. 

COST CONSIDERATIONS 

{ETS Contractor} and {Agency} each agree to bear its own costs of the interconnecting mechanism and/or media, negotiated under the Supplemental Security Services Contract Line Items (CLINs 0011, 0028, 0048 or 0068). Modifications to either system that are necessary to support the interconnection are the responsibility of the respective system owners’ organization. 

TIMELINE 

This agreement will remain in effect for {specify agreed to time, {e.g. put a date in here”}. After {designate when as explained in previous sentence; e.g.” the end of the base contract, or the data”}, this agreement will expire without further action. If the parties wish to extend this agreement, they may do so by reviewing, updating, and reauthorizing this agreement. The newly signed agreement should explicitly supersede this agreement, which should be referenced by title and date. Either {ETS Contractor} or the {Agency} may terminate this agreement prematurely upon 30 days' advanced written notice or in the event of a security incident that necessitates an immediate response. 

SIGNATORY AUTHORITY: {Note: Another signature line, if necessary, should be added for cross-service agencies.}
	{ETS Contractor  senior official}
	
	{Agency senior official}

	
	
	

	(signature)
	(date)
	
	(signature)


(date)
	(date)

	
	
	

	(printed name)
	
	(printed name)

	
	
	

	(title)
	
	(title)

	E-Gov Travel PMO Senior Official
	
	GSA Authorizing Official (AO)
	

	
	
	

	(signature)
	(date)
	
	(signature)


(date)
	(date)

	
	
	

	(printed name)
	
	(printed name)

	
	
	

	(title)
	
	(title)


