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Risk Management Tool Guide

Template Fields 
· Risk Description/Identification
· Probability of Realization
· Impact of Risk
· Risk Assessment
· Tracking Risk
· Mitigation Plan

Risk Description
· The description of the risk factor must be measured and detailed in scope 
· Well written: If the traveler profile setup data is not delivered to ETS2 Vendor by X (date), then configuration of the system will be delayed by Y (timeframe)
· Poorly written: If agencies do not provide setup data then there is a risk to the overall deployment of ETS2
· Remember who, what, when, where, and how (as applicable)

Risk Identification
· Define risk categories
· Risks could have associated one, or more than one category


	Category (risk to…) 
	Definition 

	Schedule 
	Would cause delay in deployment schedule (integration or transition) 

	Cost 
	Would cause increase in cost 

	Business 
	Would cause issues with customer satisfaction, adherence to agency policy, or other agency programs 

	Security 
	Would cause issues with agency/government security 



Probability of Realization
· Estimate the possibility of a risk being realized
· Determine the risk probability using 3 pt scale

	Chances it will happen 
	Risk Probability Scale 

	≥ 71% 
	3 

	41%-70% 
	2 

	≤ 40% 
	1 



Impact of Risk
· Consequence or impact the risk will have on program/agency if realized
· Determine impact of risk using 3 pt scale

	Risk Impact Scale 
	How will it affect program/agency? 

	3 (Unacceptable) 
	Business/Security: unacceptable  (show stopper)
Schedule: critical path impacted or unable to achieve major milestone(s)
Cost: >10% 

	2 (Moderate) 
	Business/Security:  moderate (alternatives available)
Schedule: minor schedule slip (but not to critical path or major milestone(s)
Cost: >5% 

	1 (Minor if any) 
	Business/Security: minor to no impact
Schedule: additional resources needed, but not schedule slip
Cost: <5% 



Calculating Risk Assessment
· Multiply risk probability by risk impact = risk assessment
· Example: If the traveler profile setup data is not delivered to ETS2 Vendor by X (date), then configuration of the system will be delayed by Y (timeframe)
· Chances of happening are 60% = risk probability of 2
· Consequence of risk is moderate = risk impact of 2
· 2 x 2 = Risk Assessment of 4
EX: 2 (Chances of happening) x 2(Consequence of risk) = 4 (Risk Assessment)-Moderate**






	 (
Impact
) (
Probability
)
	3 
	2 
	1 

	3 
	
	
	

	2 
	
	** 
	

	1 
	
	
	



· High (6-9)
· Moderate (3-4)
· Low (1-2)

Risk Tracking
· Track status of all risks
· Recommend Mitigation Plan be done for all High items





	ID 
	Title 
	Description 
	Risk Probability 
	Impact 
	Assessment 
	Mitigation Plan 

	Ex: 1 
	Setup Data 
	If the traveler profile setup data is not delivered to ETS2 Vendor by X (date), then configuration of the system will be delayed by Y (timeframe) 
	2 
	2 
	4 
	Not required 




Mitigation Plan
· Elements of mitigation plan should include:
· Risk information (from tracking sheet)
· Assignee(s)
· Start date of plan
· Actions & associated due dates to mitigate risk
· Date mitigation plan should be completed to prevent risk from being realized or minimize impact of risk
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