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Source: http://makingsecuritymeasurable.mitre.org/ and DHS Software Assurance Program 
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Over 47,000 common vulnerabilities 
are documented and identified as a 
CVE 

Adapted from Richard Struse, DHS Software Assurance Program 
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Rich Feature Set

Convenience & Ease of Use

Software conforms to Requirements
& Industry Standards

Ease of Integration & Configuration

Software free from security
vulnerabilities and malicious code

Reliabile software that functions as
promised

Percent
https://www.cioexecutivecouncil.com October 11, 2006 Press Release 

What CIOs want 



https://buildsecurityin.us-cert.gov/swa/proself_assm.html 

Development 
 Project 

Resiliency 
Management 
Model (RMM) 

Process  
Reference 
Model For 
Assurance 



Enterprise Assurance 
Support 

 

 
ES 2 Establish and maintain the 

ability to support 
continued delivery of 
assurance capabilities 

ES 3 Monitor and improve 
enterprise support to IT 
assets 

Development Engineering  
 
DE 1 Establish assurance 

requirements 
DE 2 Create IT solutions with 

integrated business 
objectives and  assurance 

DE 3 Verify and Validate an 
implementation for 
assurance 

Development Organization  
 
DO 1 Establish the assurance 

resources to achieve key 
business objectives 

DO 2 Establish the environment to 
sustain the assurance 
program within the 
organization 

 

 
DP 1 Identify and manage risks 

due to vulnerabilities 
throughout the product and 
system lifecycle 

DP 2 Establish and maintain 
assurance support from the 
project 

DP 3 Protect project and 
organizational assets 

Acquisition and Supplier  
Management 

 
AM 1 Select, manage, and use 

effective suppliers and 
third party applications 
based upon their 
assurance capabilities. 



protect sustain 

Enable Resilient Technology 

Define Business Goals 

Sustained environment to achieve 
business goals through technology 

Prioritize funds and manage 
risks 

Development Engineering  
Development Project 

Enterprise Assurance Support  

Development  Organization  

Business Processes 

Assets in Production 
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Courtesy of  September 2010 SwA Panel SwA Practices – Getting to Effectiveness in Implementation  
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