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FOR WORKSHOPS AND OVERVIEW DISCUSSIONS

Action Required to Address
Material Weakness in Software

SOFTWARE ASSURANCE INITIATIVE PROVIDES:

e Proactive transformation of processes
to mitigate risks attributable to software

« Sustainable capability to counter
threats to software-enabled DoD

systems and networks Dramatic

Increase
in
=¥ Mission
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FOR WORKSHOPS AND OVERVIEW DISCUSSIONS

Software Assurance Forum

SW Assurance is managed as part of: the DoD Information Assurance
(IA) Strategy and the DHS National Cyber Security Strategy

— WGL1 - Security Process Capability (improvement & evaluation),
— WG2 - Software Product Evaluation (product focused),

— WGS3 - Counter Intelligence (Cl) Threat Assessment Support

— WG4 - Acquisition/Procurement and Industrial Security, and

— WGS5 - User Identification & Prioritization of Protected Assets

— WG6 - Workforce Education and Training

FOR WORKSHOPS AND OVERVIEW DISCUSSIONS



PITAC* Findings Relative to Needs for Secure
Software Engineering & Software Assurance

» Commercial software engineering today lacks the REPORT TO THE PRESIDENT
scientific underpinnings and rigorous controls needed to - s G
produce high-quality, secure products at acceptable cost. Cyber Security:

A Crisis of

» Commonly used software engineering practices permit . Prioritization
dangerous errors, such as improper handling of buffer ’ '
overflows, which enable hundreds of attack programs to
compromise millions of computers every year.

» In the future, the Nation may face even more challenging
problems as adversaries — both foreign and domestic —
become increasingly sophisticated in their ability to insert

malicious code into critical software.

» Recommendations for increasing investment in 'I’":S“"f":’s HEE
cyber security provided to NITRD Interagency OB i conttcs
Working Group for Cyber Security & Information
Assurance R&D

* President’s Information Technology Advisory Committee (PITAC) Report to the President,
“Cyber Security: A Crisis of Prioritization,” February 2005 identified top 10 areas in need of
increased support, including: ‘secure software engineering and software assurance’ and

‘metrics, benchmarks, and best practices’ [Note: PITAC is now a part of PCAST]




Software Assurance Addresses Exploitable Software:
Outcomes of non-secure practices and/or malicious intent

Exploitation potential of vulnerability is independent of “intent”

Defects

Malware

EXPLOITABLE SOFTWARE

Unintentional Intentional
Vulnerabilities Vulnerabilities

D0 $~=00(

‘High quality’ can
reduce security
flaws attributable to
defects; yet
traditional S/IW
quality assurance
does not address
intentional
malicious behavior
in software

*Intentional
vulnerabilities:
spyware & malicious
logic deliberately
imbedded (might not
be considered
defects)

Software Assurance (SwA) is the level of confidence that software functions as
intended and is free of vulnerabilities, either intentionally or unintentionally designed

or inserted as part of the software throughout the life cycle.*

From CNSS Instruction 4009 “National Information Assurance Glossary” (26APR2010)



DHS Software Assurance Program Overview

» Program established in response to the National Strategy to
Secure Cyberspace - Action/Recommendation 2-14:

. . . . S SECURE
DHS will facilitate a national public-private effort to promulgate best e

practices and methodologies that promote integrity, security, and
reliability in software code development, including processes and
procedures that diminish the possibilities of erroneous code, malicious
code, or trap doors that could be introduced during development.”

» DHS Program goals promote the security and resilience of software
across the development, acquisition, and operational life cycle

» DHS Software Assurance (SwA) program is scoped to address:

= Trustworthiness - No exploitable vulnerabilities or malicious logic exist in
the software, either intentionally or unintentionally inserted,

= Dependability (Correct and Predictable Execution) - Justifiable
confidence that software, when executed, functions as intended,

= Survivability - If compromised, damage to the software will be minimized,
and it will recover quickly to an acceptable level of operating capacity;

= Conformance — Planned, systematic set of multi-disciplinary activities that
ensure processes/products conform to requirements, standards/procedures.

See Wikipedia.org for “Software Assurance” - CNSS Instruction No. 4009, "National Information
gﬁvh RTM &4% n . . . n .

RO Homeland Assuranc_e Glossary, Rewsec! _2_006, _defln(_as Software Assgrance_: as. "the level of conflc!ence that
%@5, S . ¢ software is free from vulnerabilities, either intentionally designed into the software or accidentally
e ccuri Y inserted at anytime during its lifecycle, and that the software functions in the intended manner".




Disciplines Contributing to Software Assurance*

Information Systems

Assurance Project Mgt Engineering
Software Softwar Software
AcquisitionSsuranc Engineering

Safety &
*Test & Security *Info Systems
Evaluation Security Eng

In Education and Training, Software Assurance could be addressed as:
« A “knowledge area” extension within each of the contributing disciplines;
» A stand-alone CBK drawing upon contributing disciplines;
A set of functional roles, drawing upon a common body of knowledge; allowing more
in-depth coverage dependent upon the specific roles.
Intent is to provide framework for curriculum development and evolution of contributing BOKs

i}@% HO eland * See ‘Notes Page’ view for contributing BOK URLs and relevant links

5 2 m

E@: . The intent is not to create a new profession of Software Assurance; rather, to provide a common body of knowledge: (1)

%{ s Securlty from which to provide input for developing curriculum in related fields of study and (2) for evolving the contributing g
D 5% disciplines to better address the needs of software security, safety, dependability, reliability and integrity.



Assurance relative to Trust

Managing Effects of

Unintentional Defects in Managing Consequences
Component or System of Unintentional Defects
Integrity

Quality Safety
TRUST

Security

Managing Consequences of Attempted/Intentional Actions
Targeting Exploitable Constructs, Processes & Behaviors



“Supply chain introduces risks to American society
that relies on Federal Government for essential
information and services.”

30 Sep 2005 changes to Federal Acquisition
Regulation (FAR) focus on IT Security

Focuses on the role of contractors in security as
Federal agencies outsource various IT functions.

i “Scope of Supplier Expansion and Foreign Involvement” graphic in DACS www.softwaretechnews.com Secure
agﬁa Home]_and Software Engineering, July 2005 article “Software Development Security: A Risk Management Perspective” synopsis

; ) . of May 2004 GAO-04-678 report “Defense Acquisition: Knowledge of Software Suppliers Needed to Manage Risks”
& Security 10


http://www.softwaretechnews.com/

Risk Management (Enterprise <=> Project):
Shared Processes & Practices // Different Focuses

» Enterprise-Level:
= Regulatory compliance

Purchasing
Organization

= Changing threat environment Pomeris

= Business Case / Devalop
» Program/Project-Level: L 2

= Cost pom— Vg KT o A

= Schedule e

= Performance

Devalop
In-house

Software Supply Chain Risk Management -
traverses enterprise and program/project interests

@ Homeland

“7 Security 1



Software Assurance “End State” Objectives...

» Government, in collaboration with industry / academia, raised expectations
for product assurance with requisite levels of integrity and security:

= Helped advance more comprehensive software assurance diagnostic capabilities to mitigate
risks stemming from exploitable vulnerabilities and weaknesses;
= Collaboratively advanced use of software security measurement & benchmarking schemes

* Promoted use of methodologies and tools that enabled security to be part of normal business.

» Acquisition managers & users factored risks posed by the software supply
chain as part of the trade-space in risk mitigation efforts:
» Information on suppliers’ process capabilities (business practices) would be used to

determine security risks posed by the suppliers’ products and services to the acquisition
project and to the operations enabled by the software.

= Information about evaluated products would be available, along with responsive provisions for
discovering exploitable vulnerabilities, and products would be securely configured in use.

» Suppliers delivered quality products with requisite integrity and made
assurance claims about the IT/software safety, security and dependability:
» Relevant standards would be used from which to base business practices & make claims;
= Qualified tools used in software lifecycle enabled developers/testers to mitigate security risks;
» Standards and qualified tools would be used to certify software by independent third parties;
= |T/software workforce had requisite knowledge/skills for developing secure, quality products.

@/, Homeland : i
@ Security ...Enabling Software Supply Chain Transparency



DHS NCSD Software Assurance (SwA) Program

Through public-private collaboration promotes security and resilience of software
throughout the lifecycle; focused on reducing exploitable software weaknesses and
addressing means to improve capabilities that routinely develop, acquire, and deploy

resilient software products. Collaboratively advancing software-relevant rating schemes

« Serves as afocal point for interagency public-private collaboration to
enhance development and acquisition processes and capability

benchmarking to address software security needs.

— Hosts interagency Software Assurance Forums, Working Groups and training to provide public-private
collaboration in advancing software security and providing publicly available resources.

— Provides collaboratively developed, peer-reviewed information resources on Software Assurance, via
journals, guides & on-line resources suitable for use in education, training, and process improvement.

— Provides input and criteria for leveraging international standards and maturity models used for process
improvement and capability benchmarking of software suppliers and acquisition organizations.

 Enables software security automation and measurement capabilities through
use of common indexing and reporting capabilities for malware, exploitable

software weaknesses, and common attacks which target software.

— Collaborates with the National Institute of Standards and Technology, international standards
organizations, and tool vendors to create standards, metrics and certification mechanisms from which
tools can be qualified for software security verification.

— Manages programs to facilitate the adoption of Malware Attribute Enumeration Classification (MAEC),
Common Weakness Enumeration (CWE), and Common Attack Pattern Enumeration and
Classification (CAPEC).

Homeland Cybersecurity and Communications

Security




Challenges in Mitigating Risks Attributable to
Exploitable ICT/Software & Supply Chains

Several needs arise:

= Need internationally recognized standards to support
security automation and processes to provide transparency
for informed decision-making in mitigating enterprise risks.

= Need comprehensive diagnostic capabilities to provide
sufficient evidence that “code behavior” can be understood
to not possess exploitable or malicious constructs.

= Need ‘Assurance’ to be explicitly addressed in standards &
capability benchmarking models for organizations involved
with security/safety-critical applications.

= Need rating schemes for ICT/software products and
supplier capabilities.



Mitigating Risks Attributable to Exploitable
Software and Supply Chains

Enterprises seek comprehensive capabilities to:
» Avoid accepting software with MALWARE pre-installed. MAEC

» Determine that no publicly reported VULNERABILITIES CVE
remain in code prior to operational acceptance, and that
future discoveries of common vulnerabilities and exposures
can be quickly patched.

» Determine that exploitable software WEAKNESSES that C\WE
put the users most at risk are mitigated prior to operational
acceptance or after put into use.



BUILDING SECURITY IN

DHS Software Assurance Program Structure *

» As part of the DHS risk mitigation effort, the SwA Program seeks to
reduce software vulnerabilities, minimize exploitation, and address
ways to improve the routine development of trustworthy software
products and tools to analyze systems for hidden vulnerabilities.

» The SwA framework encourages the production, evaluation and
acquisition of better quality and more secure software; leverages
resources to target the following four areas:

= People — education and training for developers and users

= Processes — sound practices, standards, and practical
guidelines for the development of secure software

= Technology — diagnostic tools, cyber security R&D and
measurement

= Acquisition — due-diligence guestionnaires, contract templates
and guidelines for acquisition management and outsourcing

ST * July 28, 2006 statement of George Foresman, DHS UnderSecretary for Preparedness, before
D@m Homqland the U.S. Senate Committee on Homeland Security and Governmental Affairs, Subcommittee on
%«%:@05 Securlty Federal Financial Management, Government Information, and International Security 16



BUILDING SECURITY IN

Software Assurance Forum & Working Groups* “

... encourage the production, evaluation and acquisition of better
guality and more secure software through targeting

People I Processes | Technology | Acquisition

Software security
iImprovements through
due-diligence questions,
specs and guidelines for
acquisitions/ outsourcing

Developers and users Sound practices, Security test criteria,
education & training standards, & practical diagnostic tools,
guidelines for secure common enumerations,
software development SwA Ré&D, and SwA
measurement

Products and Contributions

Build Security In - https://buildsecurityin.us-cert.gov Practical Measurement Framework for SwA/InfoSec
and SwWA community resources & info clearinghouse Making the Business Case for Software Assurance

Organization of SwSys Security Principles/Guidelines | SWA Ecosystem w/ DoD, NSA, NIST, OMG & TOG
SwA Developers' Guide on Security-Enhancing SDLC | NIST Special Pub 500 Series on SwA Tools

Software Security Assurance State of the Art Report Common Weakness Enumeration (CWE) dictionary
Systems Assurance Guide (via DoD and NDIA) Common Attack Pattern Enumeration (CAPEC)

SwA-related standards — ISO/IEC JTC1 SC7/27/22, SwA in Acquisition: Mitigating Risks to Enterprise
IEEE CS, OMG, TOG, & CMM-based Assurance Software Project Management for SWA SOAR

Homeland * SWA Forum is part of Cross-Sector Cyber Security Working Group (CSCSWG) established
5 Securit under auspices of the Critical Infrastructure Partnership Advisory Council (CIPAC) that
Y provides legal framework for participation.




SWA Collaboration for Content & Peer Review

Build Security In

Setting a higher standard for software assurance

Sponsored by DHS National Cyber Security Division

BSI https://buildsecurityin.us-cert.gov focuses on making
Software Security a normal part of Software Engineering

Software Assurance

Wwnity Resourc d Informatic inghous

Sponsored by DHS National Cyber Security Division

SwA Community Resources and Information Clearinghouse (CRIC)

https://buildsecurityin.us-cert.gov/swa/ focuses on all contributing disciplines,
practices and methodologies that advance risk mitigation efforts to enable
greater resilience of software/cyber assets.

The SwWA CRIC provides a primary resource for SWA Working Groups.

Where applicable, SWA CRIC & BSI provide relevant links to each other.


https://buildsecurityin.us-cert.gov/daisy/bsi/
https://buildsecurityin.us-cert.gov/daisy/bsi/

‘@ Sponsored by
. DHS MNational Cyber Security Division

Build Security In

Process Agnostic Lifecycle

Architecture & Design
+ Architectural risk analysis
v Threat modeling
% Principles
% Guidelines
[j% Historical risks
1%Modeling tools
Y| Resources

Requirements
+~ Requirements engineering
(3, Attack patterns
5 Resources

https://buildsecurityin.us-cert.gov

Homeland
Security

Code
v Code analysis

+ Assembly, integration
& evolution

(%Coding practices
(3, Coding rules
“).Code analysis
tJResources

Touch Points
& Artifacts

Fundamentals
+ Risk management
'+ Project management
+f Training & awareness
v Measurement
@SDLC process
QBusiness relevance
3 Resources

Test
+ Security testing
+ White box testing
%Attack patterns
(3, Historical risks
=5 Resources

System
+f Penetration testing
+ Incident management
+ Deployment & operations
'F_%Black box testing
& Resources

Key
+f Best (sound) practices
{#, Foundational knowledge
'%Tools
%4 Resources 19


https://buildsecurityin.us-cert.gov/portal/index.html
https://buildsecurityin.us-cert.gov/portal/index.html

Software Assurance

Community Resources and Information Clearinghouse

Spansored by DHE Nabional Cyber Sacunty Dheizian

customize

SWA RESOURCES | EVENTS | WEBINARS | PODCASTS

SwA Working Groups
Workforce Education & Training

Proceszes & Practices

Technology, Tools & Product Eval.

Acquisition & Outsourcing
Measurement
Business Case

Malware Attribution

Join SwA Communities

SwhA Forums

SwA Landscape

Software assurance (Swa) is the level of confidence that software is free from
vulnerabilities, either intentionally designed into the software or accidentally inserted
at any time during its life cycle, and that the software functions in the intended

As part of DHS risk mitigation efforts to enable greater resilience of cyber assets, the
Software Assurance Program seeks to reduce software vulnerabilities, minimize
exploitation, and address ways to routinely acquire, develop and deploy reliable and
trustworthy software products with predictable execution, and to improve diagnostic
capabilities to analyze systems for exploitable weaknesses.

The Software Assurance Forum and several working groups, composed of
stakeholders in government, industry, and academia, are contributing to efforts
focused on advancing software assurance objectives. The next Software Assurance

. BUILDING SECURITY IN
Focused efforts for advancing software assurance are

addressed in the working groups listed below. Click on
any working group's name to see Recent Releases and
Updates, current activities, and other information for that P \
working group. - S I
: SOFTWARE
Workforce Education & Training
Processes & Practices

ASSURRANCE

US-CERT Software Assurance

Build Security In

Technology, Tools & Product Evaluation
Acquisition & Outsourcing

Measurement

Malware Attribution

WHY IS SOFTWARE ASSURANCE CRITICAL?

The nation's critical infrastructure (energy, transportation, telecommunications, etc.),
businesses, and services are extensively and increasingly controlled and enabled by
software. Vulnerabilities in that software put those resources at risk. The risk is

See https://buildsecurityin.us-cert.qgov/swa/ for information



https://buildsecurityin.us-cert.gov/swa/

BUILDING SECURITY IN

Security-Enhanced Capabilities:
Mitigating Risks to the Enterprise

» With today’s global software supply chain, Software Engineering,
Quality Assurance, Testing and Project Management must
explicitly address security risks posed by exploitable software.

= Traditional processes do not explicitly address software-related security risks
that can be passed from projects to using organizations.

» Mitigating Supply Chain Risks requires an understanding and
management of Suppliers’ Capabilities, Products and Services

= Enterprise risks stemming from supply chain are influenced by suppliers and
acquisition projects (including procurement, SwWEng, QA, & testing).

= |T/Software Assurance processes/practices span development/acquisition.
= Derived (non-explicit) security requirements should be elicited/considered.

» More comprehensive diagnostic capabilities and standards are
needed to support processes and provide transparency for more
Informed decision-making for mitigating risks to the enterprise

<87 Homeland
:@‘i Ome. dIl Free resources are available to assist personnel in security-enhancing contracting,
%%'ng Securlty outsourcing and development activities (see https://buildsecurityin.us-cert.gov) 1




Need for Rating Schemes

» Rating of Software products:

Supported by automation

Standards-based

Rules for aggregation and scaling

Verifiable by independent third parties

Labeling to support various needs (eg., security, dependability, etc)
Meaningful and economical for consumers and suppliers

» Rating of Suppliers providing software products and services

Standards-based or model-based frameworks to support process
improvement and enable benchmarking of organizational capabilities

Credential programs for professionals involved in software lifecycle
activities and decisions

@ Homeland

Y Security
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IIIA Technical Paper 08-01

Toward an Organization for

“Software Assurance: A Curriculum B are System Seonrity
Guide to the Common Body of e
Knowledge to Produce, Acquire, and
Sustain Secure Software,” updated Oct
2007

“Toward an Organization for Software
System Security Principles and

Guidelines,” VVersion 1.0, IlIA Technical
Paper 08-01. Feb 2008

Software Assurance: A Curriculum
Guide to the Common Body of

Both collaboratively developed through the Isinowlegge to PSrOfduce, Acquire and
Software Assurance Working Group on B i e A
Workforce Education and Training e

October 2007

A+, Homeland
& Security

http://www.jmu.edu/iiia/webdocs/Reports/SwWA Principles Organization-sm.pdf



http://www.jmu.edu/iiia/webdocs/Reports/SwA_Principles_Organization-sm.pdf

Toward an Organization for
0. INTRODUCTION -
04102 PURPOSE / SCOPE Software System Security

0.3 REASONING UNDERLYING THE ORGANIZATION

0.4 ORGANIZATION OF REMAINDER OF DOCUMENT P ri nCi p I eS and G u idel i neS

1. THE ADVERSE

1.1. LIMIT, REDUCE, OR MANAGE VIOLATORS B rever ot
1.2. LIMIT, REDUCE, OR MANAGE BENEFITS TO VIOLATORS OR ATTACKERS B e Orcanization tos
1.3. INCREASE ATTACKER LOSSES B e i i
1.4. INCREASE ATTACKER UNCERTAINTY L suman neevinese

2. THE SYSTEM

2.1. LIMIT, REDUCE, OR MANAGE VIOLATIONS

2.2. IMPROVE BENEFITS OR AVOID ADVERSE EFFECTS ON SYSTEM BENEFITS
2.3. LIMIT, REDUCE, OR MANAGE SECURITY-RELATED COSTS

2.4. LIMIT, REDUCE, OR MANAGE SECURITY-RELATED UNCERTAINTIES

/E \ Institute 4
[ === | forlInfrastructure
—Lm

3. THE ENVIRONMENT \ and omten S
3.1. NATURE OF ENVIRONMENT

3.2. BENEFITS TO AND FROM ENVIRONMENT it
3.3. LIMIT, REDUCE, OR MANAGE ENVIRONMENT-RELATED LOSSES

3.4. LIMIT, REDUCE, OR MANAGE ENVIRONMENT-RELATED UNCERTAINTIES

BUILDING SECURITY IN

4. CONCLUSION

5. APPENDIX A: PRINCIPLES OF WAR “|||
6. APPENDIX B: PURPOSE-CONDITION-ACTION-RESULT MATRIX nssu%ii‘ =

7/8. BIBLIOGRAPHY / ACKNOWLEDGEMENTS



SwA Collaboration for Content & Peer Review

Build Security In

Setting a higher standard for software assurance

Sponsored by DHS National Cyber Security Division

BSI https://buildsecurityin.us-cert.gov focuses on making
Software Security a normal part of Software Engineering

Software Assurance

/f/\

Sponsored by DHS National Cyber Security Division

SWA Community Resources and Information Clearinghouse (CRIC)

https://buildsecurityin.us-cert.gov/swa/ focuses on all contributing disciplines,
practices and methodologies that advance risk mitigation efforts to enable
greater resilience of software/cyber assets.

The SWA CRIC provides a primary resource for SWA Working Groups.

Where applicable, SwWA CRIC & BSI provide relevant links to each other.



BUILDING SECURITY IN

Software Security Engineering:
A Guide for Project Managers

@SOFTWARE SECURITY SERIES)
Software Security
Engineering
A Guide for Project Managers

Build Security In =—p

Setting 2 Higher Standard for Software Assurance

d by DHS National Cyber Security Division

» Organized for Project Managers

= Derives material from DHS SwA
“Build Security In” web site

— https://buildsecurityin.us-cert.gov

= Provides a process focus for
projects delivering software-

)| SumssuBug Lipmosg sreazos M i

o noSIIH
)

intensive products and systems . g
ExF
: . B3 num
» Published in May 2008 e e yondl

@ Homeland
77 Security 26


https://buildsecurityin.us-cert.gov/daisy/bsi/
https://buildsecurityin.us-cert.gov/daisy/bsi/

'ilﬂﬂ SOFTWHRE ASSURANCE FORUM
! Q10) Qv Ei.m.mms SECURITY IN \

i‘
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State-st-tha-Art
[SOAR) Juyy 31, AR

« July 2007 FREE publicly available resource provides a
comprehensive look at efforts to improve the state of
Software Security Assurance:

— describes the threats and common vulnerabilities to
which software is subject;

— presents the many ways in which the S/W Security
Assurance problem is being framed and understood 1 : -\ 1L
across government, industry, and academia; D S 1ICE .

— describes numerous methodologies, best practices,
technologies, and tools currently being used to
specify, design, and implement software that will be
less vulnerable to attack, and to verify its attack-
resistance, attack-tolerance, and attack-resilience;

— offers a large number of available resources from
which to learn more about principles and practices
that constitute Software Security Assurance;

— provides observations about potentials for success,
remaining shortcomings, and emerging trends across
the S/W Security Assurance landscape.

»  Free via http://iac.dtic.mil/iatac/download/security.pdf

& B s

*The SOAR reflects output of efforts in the DoD-DHS Software Assurance Forum and Working Groups that provide
collaborative venues for stakeholders to share and advance techniques and technologies relevant to software security.
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BUILDING SECURITY IN

» Describes how to integrate security
principles and practices in software
development life cycle

» Addresses security requirements, secure
design principles, secure coding, risk-based
software security testing, and secure
sustainment

» Provides guidance for selecting secure
development methodologies, practices, and
technologies

— Collaboratively developed/updated via SwWA Forum
working groups

— Released Oct 2008 by DACS

— Free, available for download via DACS & DHS SwA
Community Resources & Information Clearinghouse

Enhancing
the Develupment Life Cycle
to Produce Secure Software

A Reference Guidebook on Software Assurance
Cictober 2008

htprs Swrmew Thedscs comy

- Distribution Statement A
T o ey e S Appvoned for pabiic selease: aistrbution js unfimive

https://www.thedacs.com/techs/enhanced_life _cycles/



Fundamental Practices for Secure Software Development:
A Guide to the Most Effective Secure Development Practices in Use Today, Oct 8, 2008

» Common security-related elements of software development methodologies
= Security requirements help drive design, code handling, programming, and testing activities

S
,,,,,

» Secure Programming practices:
= Minimize unsafe function use
= Use the latest compiler toolset
= Use static and dynamic analysis tools
= Use manual code review on high-risk code
= Validate input and output
= Use anti-cross site scripting libraries
= Use canonical data formats
» Avoid string concatenation for dynamic SQL
= Eliminate weak cryptography
= Use logging and tracing

10!
a1l
[]]%)
1177
[ [u]a}
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gS u ty nd Integ tg
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Fundamental Practices for
Secure Software Development

A Guide to the Most Effective Secure
Development Practices in Use Today

» Test to validate robustness and security
» Fuzztesting
» Penetration testing & third party assessment
= Automated test tools (in all development stages)

OCTOBER 8, 2008

LEAD WRITER Michael Howard, Microsoft Corp.

» Code Integrity and Handling
= Least privilege access, Separation of duties,
= Persistent protection, Compliance management; Chain of custody & supply chain integrity.

» Documentation (about software security posture & secure configurations)
http://www.safecode.org/publications/SAFECode_Dev_Practices1008.pdf
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“Software Assurance in Acquisition: E
Mitigating Risks to the Enterprise”

Version 1.0, Oct 2008, available for
community use

Information Resources Management College

_ _ Software Assurance
published by National Defense in Acquisition:

University Press, Feb 2009 Mitigating Risks to
the Enterprise
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Executive Summary

1.
1.1
1.2

Introduction
Background
Purpose and Scope

1.3 Audience—Acquisition Official Defined

1.4
1.5

2.
2.1

2.2

Document Structure
Risk-Managed Software Acquisition Process

Planning Phase

Needs Determination, Risk Categorization, &
Solution Alternatives

SwA Requirements

2.3 Acquisition Plan and/or Acquisition Strategy

2.4
2.5

3.
3.1

3.2
3.3
3.4
4.

4.1
4.2
4.3
4.4
4.5
4.6

Evaluation Plan and Criteria
SwA Due Diligence Questionnaires

Contracting Phase

Request for Proposals
3.1.1 Work Statement
3.1.2 Terms and Conditions
3.1.3 Instructions to Suppliers
314 Certifications
3.15 Prequalification

Proposal Evaluation

Contract Negotiation

Contract Award

Implementation and Acceptance Phase
Contract Work Schedule

Change Control

Risk Management Plan

Assurance Case Management
Independent Software Testing

Software Acceptance

SWA Acquisition & Outsourcing Handbook

5. Follow-on Phase

5.1 Support and Maintenance
5.1.1 Risk Management
51.2 Assurance Case Management—
Transition to Ops
5.1.3 Other Change Management Considerations

5.2 Disposal or Decomissioning
Appendix A/B— Acronyms/Glossary
Appendix C— An Imperative for SWA in Acquisition

Appendix D— Software Due Diligence Questionnaires
Table D-1. COTS Proprietary Software Questionnaire
Table D-2. COTS Open-Source Software Questionnaire
Table D-3. Custom Software Questionnaire
Table D-4. GOTS Software Questionnaire
Table D-5. Software Services

Appendix E— Other Examples of Due Diligence Questionnaires

Appendix F— Sample Language for the RFP and/or Contract
F.1 Security Controls and Standards
F.2 Securely Configuring Commercial Software
F.3 Acceptance Criteria
F.4 Certifications
F.5 Sample Instructions to Offerors Sections
F.6 Sample Work Statement Sections
F.7 Open Web Application Security Project
F.8 Certification of Originality

Appendix H— References



Software Assurance (SWA) Pocket Guide Series

Software Supply Chain
Risk Management and
Due-Diligence

SwA in Acquisition & Outsourcing
 Software Assurance in Acquisition and Contract Language
» Software Supply Chain Risk Management and Due-Diligence

SwA in Development *

* Risk-based Software Security Testing

* Requirements and Analysis for Secure Software

* Architecture and Design Considerations for Secure Software
« Secure Coding and Software Construction

» Key Practices for Mitigating the Most Egregious Exploitable Software Weaknesses

* All include questions to ask developers

SwA Life Cycle Support
« SWA in Education, Training and Certification

SwA Pocket Guides and SwA-related documents are collaboratively developed with
peer review; they are subject to update and are freely available for download via the
DHS Software Assurance Community Resources and Information Clearinghouse at
https://buildsecurityin.us-cert.gov/swa (see SwA Resources) @



https://buildsecurityin.us-cert.gov/swa

BUILDING SECURITY IN

Security-Enhanced Process Improvements 55
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Organizations that provide security engineering & risk-based analysis
throughout the lifecycle will have more resilient software products / systems.

“Build Security In” throughout the lifecycle

Attack Secure S/W Secure Design Secure Test / Validation Secure Documentation
Modeling Req_uwements Principles & Progr_ammlng of Security & Distribution/ for Secure Use
Engineering Practices Practices Resilience Deployment & Configuration

Abuse Security Risk Design Risk-based Code Static/Dynamic Risk Penetration Security Ops &
Cases Requirements Analysis Review Test Plans Review Analysis Analysis Testing Vulnerability Mgt

\ N SN

Risk Application S/W Support

Sécurity

Assessment Design Security Scanning &
Reviews Testing Remediatio
Requirements and Architecture and : Field Deployment and
Use Cases Detailed Design Code and Testing Feedback

Organizational Process Assets cover: governance, policies, standards, training, tailoring guidelines

» Leverage Software Assurance resources (freely » Avoid drastic changes to existing development environment
available) to incorporate in training & awareness and allow for time to change culture and processes

» Modify SDLC to incorporate security processes and » Make the business case and balance the benefits
tools (should be done in phases by practitioners to

determine best integration points) » Retain upper management sponsorship and commitment to

producing secure software.
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Home]_and * Adopted in part from “Software Assurance: Mitigating Supply Chain Risks” (DHS NCSD SwA); “What to Test from
o a Security Perspective for the QA Professional” (Cigital) and “Neutralizing the Threat: A Case Study in Enterprise-
S SecurltY wide Application Security Deployments” (Fortify Software & Accenture Security Technology Consulting) 33

{AND S5

oy
& :
/|
Yl
0



We are engaged with many parts of the Community for
Software Assurance-related standardization

KEY
@ Intemational Standards Body
() National Standards Body
) Other Organizations

e Technical Committees

‘tl:_p% Subcommittees
Liaison Relationship
with SC-7

Liaison Relationship
with SC-27

International
Standards
Development
Community
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ISO/IEC/IEEE 15026, System and Software Assurance

ISO/IEC24748: Guide to Life Cycle Management
Other ISO/IEC12207: Islgéf; ISO/IEC15288: Other ISO/IEC15026:
standards Life cycle ' Life cycle standards Additional
providing processes for Document ’ processes for providing practices for
details of Software L systems details of higher
selected SW Interoperation selected assurance
processes system systems
ISO/IEC processes
16326:
Project
Source: J. Moore, SC7 Mgmt
Liaison Report, IEEE S—
Software and Systems ISO/IEC
Engingering Standa}rds 15939:
Committee, Executive ) +
Committee Winter Plenary Measure -
Meeting, February 2007. ment
1\ \
16085:
Risk
Mgmt
Common vocabulary, process architecture, and process description conventions

“System and software assurance focuses on the management of risk and assurance of

safety, security, and dependability within the context of system and software life cycle
Terms of Reference changed: ISO/IEC JTC1/SC7 WG7, previously “System and Software Integrity” SC7 WG9




ISO/IEC/IEEE 15026 Assurance Case

Set of structured assurance claims,
supported by evidence and reasoning
(arguments), that demonstrates how
assurance needs have been satisfied.

Shows compliance with assurance
objectives

Provides an argument for the safety
and security of the product or service.

Built, collected, and maintained
throughout the life cycle

Derived from multiple sources

System, Software, or Work Product

Make the case for adeqluate guality/ assurance of the

justify belief in
= Claims

supports
<—

Arguments

Quality / Assurance Case

Evidence

is developed for
\ 4 A\ 4

Quality / Assurance <> Quality / Assurance

Factor Subfactor

Sub-parts

A high level summary

Justification that product or service is
acceptably safe, secure, or
dependable

Rationale for claiming a specified
level of safety and security

Conformance with relevant standards
& regulatory requirements

The configuration baseline

Identified hazards and threats and
residual risk of each hazard / threat

Operational & support assumptions

Attributes

Clear

Consistent

Complete

Comprehensible

Defensible

Bounded

Addresses all life cycle stages

oo0oo00oo
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Life-Cycle Standards View Categories (ISO/IEC 15288 and 12207)

Organization

Governance Processes

B e
.

Strategy and policy

stana

Enterprise risk management
* Compliance
* Business case

Supply Chain Management

grTTERpEEEEERERRREgEOEE
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Project-Enabling Processes

Life Cycle Model Management

Infrastructure Management

* SwA ecosystem

* Enumerations, languages, and
repositories

Project Portfolio Management

Human Resource Management
* SwA education

* SwaA certification and training
* Recruitment

| Quality Management |

Agreement Processes

Acquisition

e Qutsourcing

* Agreements

* Risk-based due diligence
* Supplier assessment

Supply

Project

Project
Management
Processes

Engineering

Technical Processes

Stakeholder Requirements Definition

Project Planning

Project Assessment and

Control

* Assurance case
management

Project Support
Processes

Decision Management

Risk Management
* Threat Assessment

Configuration
Management

Information
Management

Measurement

Requirements Analysis

*Data and information classification
*Risk-based derived requirements
*Sw security requirements

*Attack modeling (misuse and abuse cases)

Architectural Design

*Secure Sw architectural design
*Risk-based architectural analysis
*Secure Sw detailed design and analysis

Implementation

*Secure coding and Sw construction
*Security code review and static analysis
*Formal methods

Integration
*Sw component integration
*Risk analysis of Sw reuse components

Verification & Validation
*Risk-based test planning
*Security-enhanced test and evaluation
* Dynamic and static code analysis
* Penetration testing
*Independent test and certification

Transition
*Secure distribution and delivery

application monitoring, code signing, etc)

*Secure software environment (secure configuration,

Operation
* Incident handling and response

Maintenance

* Defect tracking and remediation

* Vulnerability and patch management
* Version control and management

Operations and Sustainment

Software Reuse
Processes

Domain Engineering

Reuse Asset Management

|

Reuse Program Management

Software Support
Processes

Sw Documentation
Management

Sw Quality Assurance

Sw Configuration
Management

Sw Verification & Sw
Validation

Sw Review

Sw Audit

Sw Problem Resolution
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Many DHS sponsored efforts 1;
are key to changing how
software-based systems are
developed, deployed and

operated securely.




The Landscape of Cyber Security Standardization Efforts

Standard Processes

Standard Formats & Concepts

Common Collections/Reference

Resources
IT Cyber Security IT Cyber Security Cyber Security
Pre- 24748: Guide to 15026: Additional ISO/IEC SC22 24772 PL SWEBOK CWE
Life Cycle practices for collection of vulnerabilities CAPEC
Deploym ent | management higher assurance language OMG SAEM —SW )
Phase 12207: Life cycle | SYStems standards Assurance SWEBOK Security
processes for SW Common Criteria OMG KDM - Evidence ISSA CCLSP
. ; Knowledge Metamodel
&/l632?' Project Discovery OMG ARG Assurance-related
am Metamodel - questions
15939: Argumentation )
Measurement OMG SBVR - Metamodel SE2004 curriculum
Symantec X CWE Curriculum
16085: Risk Business ' proposals
Management Vocabulary and X.CAPEC ABET
15288: Life cycle Rules accreditation
processes for CSDP Assurance-
systems related questions
Post- ITIL 27000 SP800-117 DNS FDCC
Deploym ent SP800-53 and 53a SP800-126 GRC Roundtable SCAP
: X.CVE NVD
Operations
Phase X.CVSS CVE
X.OVAL CVSS
X.XCCDF OVAL
X.CCE XCCDF
X.CPE CCE
X.CWE CPE
X.CAPEC CWE
X.CEE CAPEC
X.MAEC CEE
X.CYBIEF MAEC




THE GOAL

Qualified ... applying ... using ... delivered ... all based on a
system and sound appropriate and deployed commonly
SW processes ... assurance securely ... understood
engineers... tools ... nomenclature
... aware of ... adapted for ... to produce ... and about currently
emerging assurance assurance demonstrably operated known threats,
issues... considerations sound securely ...  problems and
software... solutions.
Measuring Cyber 24748 Guide to 15026 SW and 24772 Prog Common Criteria | OMB 27000
Security SOAR life cycle systems Language FDCC/SCAP
SWA SOAR management assurance vulnerabilities
SWA CBOK - ‘ T 1 1 1
SWEBOK 15288 System Programming Supply chain SP800-53
Security KA | Cmm— LC processes language studies... and 53a
- | standards of
12207 SW LC SC22 and
processes others
SE2004 15289 - Process NIST
curriculum Documentation considerations Checklists
Curriculum Secure
proposals < 15939 Assurance Configuration
-> Measurement case Guides
ABET 16085 Risk OMG Models X.CWE, } X.CYBIEF
accreditation management for the X.CAPEC
assurance case X.CEE, X.MAEC
IEEE CSDP 16326 X.CVE, X.CVSS,
Assurance- Management X.CPE, X.CCE, —
related | < X.OVAL,
questions X.XCCDF
ISSA CCLSP NIST 800-126,
Assurance- | Qr—————— NIST 800-117
related
questions
NVD, CVE, OVAL, XCCDF, CVSS, CPE, CCE, CWE, CAPEC, CEE, MAEC
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Executive commitment - SDL a mandatory policy at Microsoft since 2004
|
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Enh . ENGINEERING FOR
nhancing i I SySTEM ASSURANCE
the Development Life Cycle Software Securlty Education Technology and Process Accountability

to Produce Secure Software Engmcermg ¢ Verien 10

A Reference Guidebook on Software Assurance System Assurance Committee

Octaber 2008

A Guide for Project Managers e < d National Defense Industrial Association

Ongoing Process Improvements - 6 month cycle

http://www.microsoft.com/sdl
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Assurance for CMMI ® |

SECURITY EXTERNAL CODE
REVIEW PENETRATION
REQUIREMENTS REVIEW oot R
RISK-BASED

ABUSE RISK SECURITY SECURITY
CASES ANALYSIS TESTS ANIE{?_":SIS OPER"T'ONS SAMM Overview Software
‘ I ‘ ‘ Development

Business Functions

Governance Construction Verification Deployment
REQUIREMENTS ARCHITECTURE TEST PLANS CODE TESTS AND FEEDBACK FROM) Security Practices
AND LISE CASES AND DESIGN TEST RESULTS THE FIELD Sﬂ"ﬁlig"& Education & S&CI.II"‘E)‘ D’&ﬂg‘l S&I.Iﬂty Erviranment
Metrics Guidance Requirements Review Testing Hardening

Policy & Threat Secure Code Wulnerabilicy Operational
Compliance Assessment Architecture Review Management Enablement
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Mission/Business Process Measure Your Results

Understand Your Business
Requirements for Assurance

Build or Refine and Execute
Your Assurance Processes

Look to Standards for
Assurance Process Detall

nderstand Assurance-Related
Process Capability Expectations

£ Organization Support

R,

—\

Adapted from: Paul Croll, Computer Sciences Corporation, August 2007
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b ] The Assurance PRV Is A Holistc Framewo

Define Business Goals

Development Organization

DO 1 Establish the assurance
resources to achieve key
business objectives

DO 2 Establish the environment to
sustain the assurance
program within the
organization

Acquisition and Supplier
Management

AM 1 Select, manage, and use
effective suppliers and
third party applications
based upontheir
assurance capabilities.

SOFTWAR EQR SSURANCE FORUM
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Development Project

DP 1 Identify and manage risks
due to vulnerabilities
throughout the product and
system lifecycle

DP 2 Establish and maintain
assurance support from the
project

DP 3 Protect project and
organizational assets
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Enterprise Assurance
upport

ES 1 Establish and maintain
organizational culture
where assurance is an
integral part of achieving
the mission

ES 2 Establish and maintain the

Prioritize
funds and
manage risks

Development Engineering

DE 1 Establish assurance
requirements

DE 2 Create IT solutions with
integrated business
objectives and assurance

DE 3 Verify and Validate an
implementation for
assurance

ability to support
continued delivery of
assurance capabllities

ES 3 Monitor and improve
enterprise support to IT
assets

Sustained
Enable env?ronment to
Resilient ach[eve
Technology business goals

through

technology

Created to facilitate Communication Across An Organization’s Multi-Disciplinary Stakeholders

Courtesy of Michele Moss, BAH, SwA Processes & Practices

https://buildsecurityin.us-cert.qgov/swa/proself assm.html



https://buildsecurityin.us-cert.gov/swa/proself_assm.html
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The DHS SwA Processes and Practices Working Group has synthesized the contributions of
leading government and industry experts into a set of high-level goals and supporting
practices (an evolution of the SwWA community’s Assurance Process Reference Model)

The goals and practices are mapped to specific industry resources providing additional detail

and real world implementation and supporting practices
*Assurance Focus for CMMI
*Building Security In Maturity Model
*Open Software Assurance Maturity Model
*CERT® Resilience Management Model
*CMMI for Acquisition
*CMMI for Development
*CMMI for Services
*SwA Community’s Assurance Process Reference Model —Initial Mappings
*SwA Community’s Assurance Process Reference Model - Self Assessment
*SwA Community’s Assurance Process Reference Model — Mapping to Assurance Models

Other valuable resources that are in the process of being mapped include
*NIST IR 7622: DRAFT Piloting Supply Chain Risk Management Practices for Federal Information Systems
*NDIA System Assurance Guidebook
*Microsoft Security Development Lifecycle
*SAFECode
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Project leadership and team members need to know
where and how to contribute

» Assurance PRM defines the goals and practices
needed to achieve SwWA

« Assurance for CMMI ® defines the Assurance
Thread for Implementation and Improvement of
/ Methodologies Assurance Practices that are assumed when
/  ForAchieving Assurance using the CMMI-DEV

Detailed Criteria _\ /_

Understanding gaps helps suppliers and
acquirers prioritize organizational efforts and
funding to implement improvement actions

https://buildsecurityin.us-cert.qgov/swa/procresrc.html



https://buildsecurityin.us-cert.gov/swa/procresrc.html

DHS Software & Supply Chain Assurance Outreach

» Co-sponsor SSCA Forum & WGs for government, academia, and
industry to facilitate ongoing public-private collaboration.

» Provide SwA presentations, workshops, and tracks at conferences
» Co-sponsor issues of CROSSTALK to “spread the word”
=  Sep/Oct 2009 issue on “Resilient Software”
= Mar/Apr 2010 issue on “System Assurance”
= Sep/Oct 2010 issue on “Game Changing Tools & Practices”
= Mar/Apr 2011 issue on “Rugged Software”
= Sep/Oct 2011 issue on “Protecting against Predatory Practices”
=  Mar/Apr 2012 issue on “Securing a Mobile World”

J;fl

= Sep/Oct 2012 issue on “Resilient Cyber Ecosystem” S OrTWARE :’, ,'1 ;-:;:,T_;\ | K&

=  Mar/Apr 2013 issue on “Supply Chain Risk Management”

= Sep/Oct 2013 issue on “Securing the Cloud”

=  Mar/Apr 2014 issue on “Mitigating Risks from Counterfeit &
Tainted Products”

» Collaborate with standards organizations, consortiums, professional
societies, education/training initiatives in promoting SwA

» Provide free SwWA resources via “BuildSecurityln” website to
promote secure development methodologies (since Oct 05)

» Host SSCA Community Resources & Information Clearinghouse
via https://buildsecurityin.us-cert.gov/SwA

ART)
O

U Homeland
2’ Security




April 2009 SwWA Report provides
background, context and examples:

« Motivators

» Cost/Benefit Models Overview
 Measurement

* RIisk

* Prioritization

* Process Improvement & Secure Software
* Globalization

« Organizational Development

e Case Studies and Examples

% Software Engineering Institute

Making the Business Case for
Software Assurance

SPECIAL REPORT
‘CMU/SEI-2008-SR-001

CERT Program
Uniimited distrioution subject to the copyrignt.

nEtp:/www. selcmu.edu

CarnegieMellon
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The Center for Internet
Security

Practical Measurement
Framework for The CIS

Software Assurance Security 2 OO 9
and i

Metrics
Information Security

decisiwu,inlnnr:timm.riql iorals |ack widely scoap
nambiguous metrics for decision support. CIS established & consensus

E:mafmeh undred | 100) industry experts to address this need. The

result i 3 st of standard meetric and data definitions that can be used CBnSEl‘ISllS

across onganizations to collect and analyze cata on seourity proess
performance and cutcomes. Metric
Definitions
Oct 2008 e ol

Maragement, Patch Maragement, Application Securisy, Gﬂﬁ%mbﬂn
3 and Firancial Metrics. Additionzl consensus metrics.
carrently being defined for these and additi mdhmnﬁsﬁlm

BUILDING SECURITY IN

i|Fage

10 2005 The Center for Internet Secusity




Measurement Guidance: Purpose

» To provide a practical framework for measuring software assurance achievement of
SwA goals and objectives within the context of individual projects, programs, or
enterprises.

= Making informed decisions in the software development lifecycle related to information
security compliance, performance, and functional requirements/controls

» Facilitate adoption of secure software design practices

= Mitigate risks throughout the System Development Lifecycle (SDLC) and ultimately
reduce the numbers of vulnerabilities introduced into software code during
development

= Determining if security/performance/trade-offs have been defined and accepted
= Assessing the trustworthiness of a system.

» Can be applied beyond SwA to a variety of security-related measurement efforts to
help facilitate risk-based decision making through providing quantitative information
on a variety of aspects of organization’s security related performance.

@ Homeland

“7 Security 49



Software Assurance Ecosystem: The Formal Framework

The value of formalization extends beyond software systems to include related software system process, people and documentation

Process Docs & Artifacts
Requirements/Design Docs & Artifacts 1

Reports
Risk Analysis, etc

Process, People & Documentation Process, People,
. i documentation
Evaluation Environment Evidence

= Some point tools to assist evaluators but mainly manual work —_— .
= Claims in Formal SBVR vocabulary ) . _ Clalms, Arguments and

= Evidence in Formal SBVR vocabulary N A Formalized Evidence Repository
= Large scope requires large effort {’))7 Specifications

S [N - Formalized in SBVR vocabulary

- Automated verification of claims
against evidence

Software
Software System / Architecture Evaluation .?.\é%thelnﬂcal - Highly automated and sophisticated
= Many integrated & highly automated tools to assist evaluators Evidence risk assessments using transitive
= Claims and Evidence in Formal vocabulary ~ inter-evidence p0|nt re|at|onsh|ps
= Combination of tools and ISO/OMG standards —

= Standardized SW System Representation In KDM ”D’” Executable
= Large scope capable (system of systems) Specifications

=C
= Iterative extraction and analysis for rules . %i\“ :Cf//p

T [ Hardware Environment |
Eoftware System Artifac@




Software Assurance Curriculum Project

Vol I: Master of Software Assurance Reference Curriculum

<& Software Engineering Institute

In Dec 2010 the IEEE Computer Society and the ACM recognized the
Master of Software Assurance (MSwA) Reference Curriculum as a certified
master’s degree program in SwWA —the first curriculum to focus on assuring
the functionality, dependability, and security of software and systems.

Vol ll: SWA Undergraduate Course Outlines

see www.sei.cmu.edu/library/abstracts/reports/10tr019.cfm to
download the PDF version of the report CMU/SEI-2010-TR-019

Vol lll: Master of SWA Course Syllabi
Vol IV: Community College Education

» Report on “Integrating the MSwA Reference Curriculum into Model Curriculum and
Guidelines for Graduate Degree Programs in Information Systems” provides reference
and guidance material.

*To facilitate implementation, the MSwA project team is offering assistance, free of
charge, to educational institutions looking to launch an MSwA degree program.

» For more information,go to https://buildsecurityin.us-cert.gov/bsi/1165-BSI.html.



http://www.sei.cmu.edu/library/abstracts/reports/10tr019.cfm
https://buildsecurityin.us-cert.gov/bsi/1165-BSI.html

Software & Supply Chain Assurance Strategy

Enable
Automation

Response

‘\-)—/

S ’
L ¥~ Hardware and Services 7
&
9
Influence Policies implement standards Influence
Policy Standards

Standards are a foundation of good policy

A Homeland Stakeholder Engagement and
y Security Cyber Infrastructure Resilience
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Cross-site Scrlptlng
(XSS) Attack (CAPEC-86)

Improper Neutralization

of Input During Web Page

Generation (CWE-79)
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#4 SQL Injection Attack
= (CAPEC-66)
~H Improper Neutralization of

| Special Elements used in
| an SQL Command (CWE 89)

Explmtable Software Weaknses (CWES) are
exploit targets/vectors for future Zero-Day Attacks




Software Assurance

Software Assurance (SwA) is the level of confidence that
software functions as intended and is free of vulnerabilities,
either intentionally or unintentionally designed or inserted as
part of the software throughout the life cycle.*

Derived From: CNSSI-4009

Automation

Languages, enumerations,
registries, tools, and repositories

throughOUt Including design, coding, testing,

the Lifecycle deployment, configuration and
operation



Cyber Threats Emerged Over Time

email propagation of malicious code DDoS attacks
“stealth”/advanced scanning techniques — binary encryption
widespread attacks using NNTP to distribute attack ———— increase in tailored worms
widespread attacks on DNS infrastructure sophisticated
automated probes/scans — command & control
executable code attacks (against browsers)
automated widespread attacks Att ac k
GUl intruder tools . .
Sophistication
network mgmt. diagnostics
diffuse spyware
sniffers —— anti-forensic techniques

home users targeted

distributed attack

. tools | . e
increase |Sn wide-scale Trojan horse distribution

Windows-based remote controllable
Trojans (Back Orifice)

hijacking sessions
back doors
disabling audits

www attacks

. L techniques to analyze code for
Internet social engineering attacks vulnerabilities without source
code

widespread
denial-of-
service attacks

password cracking

packet spoofing —automated probes/scans

exploiting known

vulnerabilities burglaries
password

guessing

1980’s 1990’s 2000’s 2010’s




Solutions Also Emerged Over Time

“stealth”/advanced scanning techniques

widespread attacks on DNS infrastructure

email pr(o.(%agation of malicious code

widespread attacks using NNTP to distrj

\_

ute attack
Fow

Cisco Sys

automated widespread attacks

GUl intruder tools

network mgmt. diagnostics

hijacking sessions
bac oJ'Q o

disabling audits

Internet social engineerinM :

password cracking

Mic

exploiting known

vulnerabilities
password

guessing

e

Proven Seturity”

packet spoofing

TEMS

Y

d pro eges?scans

DDoS attacks

_ BN SPI DYNAMICS
_ b|na'%cryptlonecure protect. inspect
-incredghlalored

<
2 NETWITNESS

oS e

fualys
executable code attacks (against k‘ers)dh Ll-
5 rednat i ene iQ) ofCIeCTk
- I ﬁg 3 ® \Work |Snjarter. AttaCk
”Q‘”Sm,c:um,ﬂ Nessus | 1] Sophistication
K‘lOCkwork el ETWORK SE WITY use spyware
INTERNET . *H0A
sniffers —— Lo ot ~ O sSoTERIA®C iglies
| becuriy INOQV POTERL
ORACLE LoerEhia /\ home-users targeted
N STEMS
i ; ! distributed atVERA
g!E; eT _%'mde -scale fEeojarnshops prefigiEution
F-SECURE’ 7 SECU:” TECHNOLO(;‘\;E\Islndows based remote controllable
— authentium WWE . Trojans (Back Qrifice e
) » 2 ANTI*VIRUS F'_ D R T I F Y
2% S OFTWARE
Panda ) techniques to analyze co@r
- N yulnerabilities without so
co —
OPH DS gldeslprfead b BIGFIX OUNCE LABS
- enial-of-
| UL service attacks @ watcHfire
(o~ ’ STAT]\_ &Configure
U
—automated probes/scafis™"""" sm( ive wN | hFEﬂfEUEIFd
burglaries \\,’Secure Software
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Architecting Security with Information
Standards for COils

of malicio

Threat
Management

Vulnerability
Management

~4

Configuration
Management

Management

Incident

Intrusion
Management

Detection

Development

Identity
Management

Management

Management Reporting

—
guessIY

1980’°s 1990’s 2000’s 2010’s

=
S

Making
Security
Measurable®
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Mitigating Risk Exposures l Responding to Security Threats l

CPE/SWID/OVAL CVE/CWE/ CVE/CWE/CVSS/ . IODEF, TAXII, SRR WE, CVE

XCCDF/OVAL/ IODEF, OVAL
OVAL/CVSS CAPEC/MAEC/ CVE, CPE, . y
CCE/CCSS/OCIL JCVRE CybOX MAEC, CEE, PE, CVSS, MAEC,

EE, CWSS, STIX
CybOX, STIX, . ST
RID, RID-T f‘é'T" CybOX, RID,

—
— —
—
1
R —
p— |
— I
RALICCER. CVEICWE/ CVEICWE/
e GVALIOGILIXCC Quss/iCeEs GVALIOGILIARFIX
SWID/ARF DH/CPE/ OVAL/OCIL/XCCD QBRI
CWSS/SWID F/CPEICAPEC/MA IMAEC/CEE/CybOX
EC/CybOX/SWID ISWID Yy

Operations Security Management Processes
——

INTERNET
Router Web Application Database
Servers Servers Systems
DMZ
- Mo —11L1 1 111 INTRANET
CWE/CAPEC/ | | I | Firewall | 1 1 I I
SBVRICWSS/
MAEC, SCOX DNS Mail Web Desktop Desktop Desktop Desktop
Server Server Servers Systems Systems Systems Systems
CVE/CWE/CVSS/
CCE/CCSS/OVA
CWE/CAPEC/ICWSS/
MAEC/OVAL/OCIL/X L/XCCDF/OCIL/ : .
CCDF/CCE/CPE/ARF CPE/CAPEC/MA a Operational Enterprise Networks |
/SWID/SAFES/SACM — -~ ECICWSS/CEE/IA
RF/SWID/CybOX CVE/CWE/CVSS/CCE/CCSS/OVAL/OCILIXC
CDF/CPE/CAPEC/MAEC/CWSS/CEE/ARF/S
WID/CybOX/STIX

Development &

Sustainment Trust Enterprise IT Identity . .
Security Management Change Management Management Centralized Reporting
Management

Processes

Enterprise IT Asset Management



Cyber Ecosystem Standardization Efforts

What IT systems do | have in my enterprise? CPE (Platforms)

What known vulnerabilities do | need to worry about?

CVE (Vulnerabilities)

What vulnerabilities do | need to worry about right now? CVSS (Scoring System)

How can | configure my systems more securely?

CCE (Configurations)

How do | define a policy of secure configurations? XCCDF (Configuration Checklists)

How can | be sure my systems conform to policy? OVAL (Assessment Language)
How can | ensure operation of my systems conforms to policy? OCIL (Interactive Language)
What weaknesses in my software could be exploited? ERaWA\WEELIGERTN)

What attacks can exploit which weaknesses? CAPEC (Attack Patterns)

How can we recognize malware & share that info? e MAEC (Malware Attributes)

What observable behavior might put my enterprise at risk? R YO (a7 TIq0 T8 1)

How can | share threat information? e STIX (Structure Threat Information)

What events should be logged, and how? e CEE (Events)
How can | aggregate assessment results? - ARF (Assessment Results)

» Many standards are XML-based; enabling automation of information exchange
» Several standards support multiple enterprise cybersecurity functions




STIX

The Structured Threat Information eXpression

A framework/data model to standardize the
representation of cyber threat intelligence

Builds on existing languages/models where possible

Provides a structure that enables:

— Consistent semantics

— Automated interpretation

— Advanced analysis

Enables the expression of relationships between
entities within the framework:

— E.g. threat actor A uses TTP B which can be detected via
indicator C



STIX: Primary Components

What activity are we seeing?

What threats should | look for?

Where has this threat been seen?

What does it do?

What weaknesses does it exploit?

Why does it do this?

Who is responsible for this threat?

What can | do about it?




Structured Threat Information eXpression (STIX)
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Kill Chain — Exploit Targets — Courses of Action

Structured Threat Information eXpression (STIX)

Why were they doing it?

Associated Campaigns[*)
Campaign

Intent

RelatedTTP[*]
Relatedincidents[1..*]
Relatedindicators[*]
Attribution[*]
AssociatedCampaigns[*]
Confidence

Activity
InformationSource

——)

Architecture v0.3

Why should you care
about it?

Indicator

Type
ValidTimeWindow
Observables[*]

Relatedindicators[*]
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looking to exploit?

What should you do about it?



What could/should have been done to
harden the attack surface/vector to prevent
the target from being exploitable?

looking to exploit?



Leverage Common Weakness Enumeration (CWE)
to mitigate risks to mission/business domains

CWE is a formal list of software weakness types created to:
» Serve as a common language for describing software security weaknesses in

architecture, design, or code.
» Serve as a standard measuring stick for software security tools targeting these

weaknesses.
* Provide a common baseline standard for weakness identification, mitigation,

and prevention efforts.

Some Common Types of Software Weaknesses:

Buffer Overflows, Format Strings, Etc. Errors

Structure and Validity Problems Authentication Errors

Common Special Element Manipulations Resource Management Errors

Channel and Path Errors Insufficient Verification of Data

Handler Errors Code Evaluation and Injection

User Interface Errors Randomness and Predictability

Pathname Traversal and Equivalence

cwe.mitre.org
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Security Automation “Pipework”

3 N = ) i A J'"'\ s
S /=) | http://measurablesecurity.mitre.org/ ,O v O X I ~ Making Security Meas... * J 1 . 24

e

Making
Security
Measurable

S
N
N

A Collection of Information Security Communify Standardization Activities and Initiatives

= Home | About | MSM Directory | Incubator | Events & Paricipation | Search | Feedback

MITRE, in collaboration with
government, industry, and

p 3 Measurable securi ertains at a minimum to the following areas:
academic stakeholders, is P 9

improving the measurability of i%e = Supply Chain Risk Management = Vulnerability Management = Malware Protection I(?gi)drfi?r:ation
security through registries of P o Cyber Intelligence Threat m Patch Management m [nfrusion Detection =~ ——
baseline security data, m Application Security = Analysis  Configuration _ System m Enterprise Reporting
providing standardized ® Asset Management _ Cyber Threat Information Management Assessment = Remediation
languages as means for Sharing

accurately communicating the
information, defining proper
usage, and helping establish
community approaches for

" Patsh  nedent SUPBIY Chain'= =
. danagams Cuardinakior Risk =
Betection _ B Management

CVE - enabling reporting and —— -
patching of vulnerabilities #

CWE - identifying and mitigating root
cause exploitable weaknesses

CybOX - cyber observables and " 201
supply chain exploit indicators Y Assurance

CAPEC - schema attack patterns and
software exploits

Homeland Stakeholder Engagement and

Cyber Infrastructure Resilience




CWRAF/CWSS Provides Risk Prioritization
for CWE throughout Software Life Cycle

Enables education and training to provide specific
practices for eliminating software fault patterns;

Enables developers to mitigate top risks attributable to
exploitable software;

Enables testing organizations to use suite of test tools &
methods (with CWE Coverage Claims Representation)
that cover applicable concerns;

Enables users and operation organizations to deploy and
use software that is more resilient and secure;

Enables procurement organizations to specify software
security expectations through acquisition of software,
hosted applications and services.



When should | focus on
Weaknesses and Vulnerabilities?

~ —

Deployed
system

Concept Design Source Object Binaries
code code

Focus on Focus on

weaknesses {ENMR) Vunerabilitis

Something in code
that can actually
be exploited.

A type of defect
that may be
exploitable.

Keep Weaknesses from
becoming vulnerabilities



Software Assurance (SwA)
Competency Model, March 2013

Developed to support the following uses:

Provide employers of SWA personnel with a means to assess
the SwWA capabilities of current and potential employees.

Offer guidance to academic or training organizations:

— develop SWA courses to support the needs of organizations that are
hiring and developing SwA professionals.

— Enhance SwA curricula guidance by providing information about
industry needs and expectations for competent SwA professionals.

Provide direction and a progression for the development and
career planning of SWA professionals.

Provide support for professional certification and licensing.



ICT/software security risk landscape is a convergence
between “defense in depth” and “defense in breadth”

Risk Sh?fts to end-points; aradigm-shifting end to end business models A\
Enterprise Risk Management

and Governance are security
motivators

Technology stack with the necessary and
sufficient components to support

Acqwsmon could influence the Supply complimentary product providers
lifecycle; more than development
M Product Oriented Building
i Blocks
| | Supply Chains L’ Risk
Synthesis el ﬁJ Management Ooerst
- Platforms Networks Applications peiaiig
Frameworks s
. B Applications “~ Compliance
Analysis Networks L J
B Operating Systems

Software & Supply Chain Assurance provides a focus for:

-- Resilient Software and ICT Components,

-- Security in the Component Life Cycle,

-- Software Security in Services, and

-- Supply Chain Risk Management (mitigating risks of counterfeit & tainted products)



What Are We Protecting?

Program Protection Planning

DODI 5000.02 Update

Technology

Components

Information

What: Leading-edge research and technology

Who ldentifies: Technologists, System
Engineers

ID Process: CPI Identification
Threat Assessment: Foreign collection threat

informed by Intelligence and
Counterintelligence assessments

Countermeasures: AT, Classification, Export
Controls, Security, Foreign Disclosure, and Cl
activities

Focus: “Keep secret stuff in”
by protecting any form of technology

What: Mission-critical elements and
components

Who Ildentifies: System Engineers, Logisticians

What: Information about applications,
processes, capabilities and end-items

Who Identifies: All

ID Process: Criticality Analysis

Threat Assessment: DIA SCRM TAC

Countermeasures: SCRM, SSE, Anti- \
counterfeits, software assurance, Trusted
Foundry, etc.

Focus: “Keep malicious stuff out”
by protecting key mission components

ID Process: CPIidentification, criticality
analysis, and classification guidance

Threat Assessment: Foreign collection threat
informed by Intelligence and
Counterintelligence assessments

Countermeasures: Information Assurance,

J

Classification, Export Controls, Security, etc.

Focus: “Keep critical information from getting

out” by protecting data

Protecting Warfighting Capability Throughout the Lifecycle

Note: Program Protection Planning Includes DoDI 8500 series

Comprehensive Program Protection
5/1/2012 | Page 71

Distribution Statement A — Cleared for public release by OSR on 4/25/2012, SR Case # 12-S-1841 applies.




SSCA Focus on Tainted Components

Mitigating risks attributable to exploitable non-conforming constructs in ICT

“Tainted” products are those that are corrupted with malware, or
exploitable weaknesses & vulnerabilities that put users at risk

« Enable ‘scalable’ detection and reporting
of tainted ICT components

* Leverage/mature related existing
standardization efforts

* Provide Taxonomies, schema &
structured representations with defined
observables & indicators for conveying
information:

o Tainted constructs:
= Malicious logic/malware (MAEC),
= Exploitable Weaknesses (CWE);
= Vulnerabilities (CVE)

o Attack Patterns (CAPEC)

« Catalogue Diagnostic Methods, Controls,
Countermeasures, & Mitigation Practices

» Publicly reported weaknesses and
vulnerabilities with patches accessible via
National Vulnerability Database (NVD)
sponsored by DHS & hosted by NIST

COUNTERFEIT
Exploitable
weakness
Unpatched
Vulnerability
TAINTED Malware DEFECTIVE
[exploitable
weakness,
vulnerability, or
malicious construct]
Unpatched EXpltl)(itabIe
Vulnerability weakness
AUTHENTIC

Components can become tainted intentionally
or unintentionally throughout the supply chain,
SDLC, and in Ops & sustainment

*Text demonstrates examples of overlap



Scope of UL Cybersecurity Assurance @
Program

WEAKNESSES
-

UL CAP focus on

=

Network-Connectable Devices AN R
/Reported Unreported N Unknown

« Addresses known vulnerabilities
(CVSS+) at the time of
certification (i.e. CVEs
catalogued in the NVD)

prior to exploit 4  Weaknesses
(uncharacterized
Non-disclosed \ flaws with

Vulnerabilities unknown exploit
tential
| (weaknesses with little potential )

known, undisclosed exploits
CWEs

not yet publicly cxpleiteq
(characterized,
discoverable,

Zero-Day

 Performs baseline weakness

. @ CVES Vulr!erabiliti_e_s ' and p-otentially
assessment for potential 'zero oty | Sy G

vulnerabilities

been exploited with with known
and exposures little or no warning and, mitigations)

with patches) do not yet have a
patch)

day” vulnerabilities (CWSS and
rankings from other
organizations)

 Addresses known malware at

time of certification : :
Addressing the most relevant CWESs, establishes a

baseline to mitigate weaknesses that, if otherwise
exploited, could be vectors of attack; becoming
zero-day vulnerabilities

* Example of programs using CVE, CWE, CWSS, CVSS, CAPEC, etc &



ICT/Software & Supply Chain Assurance
IS a National Security & Economic Issue

» Adversaries can gain “intimate access” to target systems, especially in a
global supply chain that offers limited transparency

» Advances in science and technology will always outpace the ability of
government and industry to react with new policies and standards

= National security policies must conform with international laws and agreements while
preserving a nation’s rights and freedoms, and protecting a nation’s self interests and
economic goals;

» Forward-looking policies can adapt to the new world of global supply chains;

= Standards for automation, processes, and products must mature to better address
supply chain risk management, systems/software assurance, and the exchange of
information and indicators for cyber security;

= Assurance Rating Schemes for ICT/software products and suppliers are needed.

» |ICT/software suppliers and buyers can take more deliberate actions to
security-enhance their processes, practices and products to mitigate risks
= Government & Industry have significant leadership roles in solving this
» Individuals can influence the way their organizations adopt security practices

R H 1 d Globalization will not be reversed; this is how we conduct business — To remain
@ Ome. an relevant, standards and capability benchmarking measures must address
R SecurltY “assurance” mechanisms needed to manage |T/Software Supply Chain risks.



SOFTWARE AND SUPPLY CHAIN ASSURANCE

Homeland BUILDING SECURITY IN
Security

National B

Detense | f

{SOFTWARE AND
SUPPLY CHAIN

ma.  Commerce
ASSURANCE '

& & Standards

| 'Gengzral
GSA Serv1ces

Public-Private CoIIaboration Efforts for
Security Automation, Software Assurance,
and Supply Chain Risk Management



Software & Supply Chain Assurance:

Enabling Enterprise Resilience
through Security Automation,
Software Assurance, and
Supply Chain Risk Management

Joe Jarzombek, pmp, cssLp

Director for Software & Supply Chain Assurance
Cyber Security & Communications
joe.jarzombek@hq.dhs.gov (until 31 Dec 2015)
sjoejazz@aol.com

‘ I\'t:gat:ng Risk Exposulres

Attnbutable to Explo:table

Products and Serw¢es
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