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OIG Key Findings, Recent Drivers, 
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Highly Adaptive Cybersecurity Services & Continuous Diagnostics and Mitigation Tools 

❑ OIG Key Findings 

❑ National Cyber Strategy 

❑ Executive Orders (E.O.)  

▪ E.O. 13870, “America's Cybersecurity Workforce”  

▪ E.O. 13873, “Securing the Information and Communications 

Technology and Services Supply Chain” 

❑ OMB Memoranda 

▪ M-19-03, “Strengthening the Cybersecurity of Federal Agencies 

by Enhancing the High Value Asset Program” 

▪ M-19-18, “Federal Data Strategy - A Framework for Consistency” 

❑ 2019 Verizon Data Breach Investigations Report 

OIG Key Findings, Recent Drivers, and Breaches 

4 
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Topic:  
Highly Adaptive Cybersecurity 
Services (HACS) SIN  



Highly Adaptive Cybersecurity Services & Continuous Diagnostics and Mitigation Tools 

IT Schedule 70 HACS Spend Under Management (SUM) Status 

▪ IT Schedule 70 is a Tier 2 well-managed SUM Contract. 

▪ The HACS SIN meets the criteria for SUM laid out within the 

President’s Management Agenda and OMB Memorandum 19-13 

"Category Management: Making Smarter Use of Common Contract 

Solutions and Practices." 

 

 

 

 

 

 

 

HACS SIN 132-45 
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Highly Adaptive Cybersecurity Services & Continuous Diagnostics and Mitigation Tools 

❑ Summary 
 

GSA will seek to further enhance the HACS SIN through continued 

collaboration with OMB, DHS, and other relevant stakeholders. We 

strive to offer customers the most robust, innovative cybersecurity 

services available on the marketplace, while ensuring that our 

providers meet stringent standards for past performance and 

technical sophistication. 

 

 

 

 

HACS SIN 132-45 
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Highly Adaptive Cybersecurity Services & Continuous Diagnostics and Mitigation Tools 

HACS SIN Modernization 

❑ The scope of this SIN includes Risk Management Framework (RMF) 

and Security Operations Center (SOC) services along with services 

under the following subcategories: 
 

▪ High Value Asset Assessments 

▪ Risk and Vulnerability Assessment 

▪ Cyber Hunt 

▪ Incident Response 

▪ Penetration Testing 

 

 

 

 

 

HACS SIN 132-45  
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Highly Adaptive Cybersecurity Services & Continuous Diagnostics and Mitigation Tools 

HACS SIN Utilization in FY19 as of May 31, 2019 

❑ 212 Vendors on the HACS SIN 

▪ 165 Small Businesses (78%) 

 

❑ $42.2M in total reported sales 

▪ $17.8M sales on Small Business contracts (42%) 

 

❑ 32 orders/transactions 

▪ 21 to Small Businesses (68%) 

 

❑ ONLY 4 HACS Vendors participating in Transactional Data 

Reporting (TDR) 
 

 

 

 

 

 

 

HACS SIN 132-45  
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Highly Adaptive Cybersecurity Services & Continuous Diagnostics and Mitigation Tools 

Evaluations 

❑ New offerors/vendors must pass HACS SIN Technical Evaluation to 

be awarded the HACS SIN. 

❑ The HACS PMO is actively taking applications and evaluating 

vendors. 

❑ GSA’s IT Schedule 70 has a standing solicitation; therefore, 

evaluations are conducted on a continuous basis. 

 

 

 

 

 

 

HACS SIN 132-45  
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Topic:  
Continuous Diagnostics and 
Mitigation (CDM) Tools SIN 
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❑ Background 

The CDM Tools SIN was established in partnership with the Department 

of Homeland Security (DHS) to replace the tools portion of the expired 

CDM/Continuous Monitoring as a Service (CMaaS) Blanket Purchase 

Agreement (BPA). 

 
 

 

 

 

 

CDM Tools SIN 132-44 
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❑ CDM/Management 

 

 

CDM Tools SIN 132-44 
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❑ Benefits of Buying from the CDM Tools SIN 

▪ Consolidates and categorizes CDM product offerings into Product 

Families for ease of discovery and access. 

▪ Provides sophisticated vetting of CDM tools prior to adding them to 

DHS’s Approved Products List (APL) and then to the SIN. 

▪ Allows for added flexibility and speed to market for emerging 

technologies related to the CDM Program. 

▪ Supports an expanded vendor pool offering CDM tools. 

 

❑ New Ordering Guide Now Available 

▪ The ordering guide can be found and downloaded on 

www.gsa.gov/cdm. 

 

 

 
 

 

 

 

 

CDM Tools SIN 132-44 

http://www.gsa.gov/cdm
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❑ CDM APL Overview 

 

 

 

 

 

 

 

 

 

 

▪ The APL is managed outside of GSA by the DHS Acquisition and 

Requirements Management (ARM) Section of the CDM PMO. 

 

CDM Tools SIN 132-44 
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Topic:  
Conclusion 



Highly Adaptive Cybersecurity Services & Continuous Diagnostics and Mitigation Tools 

❑ Resources 

For questions and information on how to buy or sell on the HACS 

and CDM Tools SINs, please contact us through any of these 

resources: 

❑ GSA’s IT Security website 
▪ www.gsa.gov/itsecurity 

❑ Points of Contact 

▪ ITSecuritycm@gsa.gov  

▪ Larry Hale: 703-306-6450, Lawrence.Hale@gsa.gov 

▪ Hilton Faulcon: 202-713-0335, Hilton.Faulcon@gsa.gov 

▪ Malia Won: 202-702-5629, Malia.Won@gsa.gov 

 

 

 

HACS and CDM Tools 
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http://www.gsa.gov/itsecurity
mailto:ITSecuritycm@gsa.gov
mailto:Lawrence.Hale@gsa.gov
mailto:Hilton.Faulcon@gsa.gov
mailto:Malia.Won@gsa.gov


Highly Adaptive Cybersecurity Services & Continuous Diagnostics and Mitigation Tools 

❑ GSA’s ITC ITSS offers a wealth of resources to enable 

agency customers the ability to secure their supply 

chains and achieve standards compliance, all while 

linking them with state-of-the-art commercial 

cybersecurity product and service providers. 

Conclusion 

18 
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Questions? 
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A Government Wide Acquisition Contract is defined as 
a task or delivery order contract for information 
technology. 
 

● Contracts established by one agency for Governmentwide 
use  

● Operated by an Executive Agency designated by the OMB - 
Only three agencies are designated: NASA, NIH and GSA 

● Pursuant to Section 5112(e) of the Clinger-Cohen Act  

● Not subject to the Economy Act 

 

What is a GWAC? 
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OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

• $50 Billion Ceiling 

• 10 Year Period of Performance (July 1, 2018, 5 year base term 
through June 30, 2023 plus a 5 year option period through June 30, 
2028) 

• 53 Primes 

• Alliant 2 is the most COMPREHENSIVE and FLEXIBLE IT 
contract in the federal IT marketplace.  It allows for a total 
solution for large complex IT requirements, including those 
aspects of the IT solution that aren’t IT in and of themselves, 
but are integral and necessary to the solution – those ancillary 
products and services needed.  

 

Alliant 2 GWAC Value Proposition 
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OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

On September 29, 2017, OMB designated the Alliant GWAC as a best-
in-class solution for information technology services. 
 

What does this mean? 
• Allows acquisition experts to take advantage of pre-vetted, government-wide 

contract solutions; 

• Supports a government-wide migration to solutions that are mature and market-

proven; 

• Assists in the optimization of spend, within the government-wide category 

management framework; and 

• Increases the transactional data available for agency level and government-

wide analysis of buying behavior. 

 

 

OMB Names Alliant GWAC a Best-in-Class for 
Information Technology Solutions! 
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OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

• Achieve socioeconomic goals- Agencies to receive credit 

• Solutions-based contracts for information technology services and related products 

• Shortened procurement lead time 

• Highly qualified contractors 

• Limited Protestability-FAR 16.505 and NDAA 2017 

• Supports competition through fair opportunity process 

• Flexibility of contract types 

• Alliant 2 allows for emerging technologies to be performed 

• Ancillary support permitted when it is integral to and necessary for the IT services-

based outcome 

 

Alliant 2 GWAC Value Proposition 
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• Task Orders Awarded:   41 

• Total Estimated Value:  $3.16B 

• Total Obligations:  $267M 

• Total Trained:   836 

• DPAs Issued:   270 

• SOWs Reviewed:  91 

• Agencies:    14 

Alliant 2 Stats 
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OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

• Alliant Total Estimated Sales $45.9B to 75 agencies 

• 52 of 57 Alliant Primes have at least 1 award 

• Overall average 3.0 proposals submitted 

• Out of 773 task orders awarded 

- 35 protested - 26 of those have been denied 

• Defense Procurement Acquisition Policy (DPAP) endorsement 

• State Department awards $2.5B Vanguard II task order 

• GSA first agency to move email to the Cloud under Alliant 

• Alliant Shared Interest Group (SIG) plays instrumental role with interagency 
working group in developing sample Statements of Objective (SOOs) for Planning 
Data Center Consolidation & Cloud Migration 

• Enterprise-wide support for multiple agencies 

History of Alliant 



www.gsa.gov/itc 8 

OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

Alliant 2 Industry Partners 
Accenture Federal Services LLC 

Ace Info Solutions, Inc. 

ActioNet, Inc. 

Agile Defense, Inc. 

American Systems Corporation 

AT&T Government Solutions, Inc. 

BAE Systems Tech Solutions & Svcs. Inc. 

Battelle Memorial Institute 

Booz Allen Hamilton Inc. 

By Light Professional IT Services LLC 

CACI, Inc. - Federal 

CGI Federal Inc. 

Data Networks, Inc. 

Data Systems Analysts, Inc. 

Deloitte Consulting LLP 

Digital Management, LLC 

DRS Global Enterprise Solutions, Inc. 

ECS Federal, LLC 

Enterprise Information Services, Inc. 

QWEST Govt Svcs. Inc. d/b/a Century Link QGS 

Raytheon Company 

REI Systems, Inc. 

Salient CRGT, Inc. 

Science Applications International Corporation 

Serco Inc. 

Sevatec Inc. 

Smartronix, Inc. 

Sotera Defense Solutions, Inc. 

STG, Inc. 

Telos Corporation 

Unisys Corporation 

URS Federal Services, Inc. 

VariQ Corporation 

Wyle Laboratories, Inc.  

 

Enterprise Services, LLC 

General Dynamics Information Tech, Inc. 

ICF Incorporated, LLC 

Indus Corporation 

International Business Machines Corp 

Jacobs Technology Inc. 

HII Mission Driven Innovative Solutions Inc 

Leidos, Inc. 

Lockheed Martin Corporation 

ManTech Advanced Systems Intl, Inc. 

Maximus Federal Services, Inc. 

NCI Information Systems, Inc. 

NJVC, LLC 

Northrop Grumman Systems Corp 

NTT DATA Svcs Federal Govt, LLC 

Parsons Government Services Inc. 

Planned Systems International, Inc. 

Pragmatics, Inc. 

Quality Software Services, Inc.  
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HOW? 
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OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

• 60 - 90 Minute DPA training available to 
anyone/everyone within the Federal Government 

• Actual DPA itself issued only to warranted contracting 
officer (1102s) 

• DPA’s do not expire until the contract expires 

• Full acquisition control remains in hands of the ordering 
contracting officer (OCO) 

 

Delegation of Procurement Authority (DPA) 
Required  
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SCOPE 
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OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

Comprehensive 
 

• Anything IT Anywhere 

• Scope aligned with Federal Enterprise Architecture Framework 

(FEAF) and Department of Defense Information Enterprise 

Architecture (DOD IEA) 

• 31 IT Service Standard with 4 knowledge/skill levels each, bid by 

all offerors 

• Non-Standard IT Service LCATs and Ancillary Service Labor 

Categories are permissible at the discretion of the OCO 

 

Alliant is Comprehensive & Flexible 
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OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

Flexible 
 

• FAR 16.505 Streamlined ordering procedures facilitate short lead 
time acquisitions 

• All Contract Types : Firm Fixed Price (FFP), Cost, Labor Hour 
(LH), Time & Material (T&M), and Hybrids 

• Ancillary services allowed to support an IT Solution, as long as 
integral and necessary to the solution 

 

Alliant is Comprehensive & Flexible 
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OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

Anything IT Anywhere 
Every conceivable aspect of IT Services, Including but not limited to:  
 •      3-D Printing Integration 

•      Agile Development 

•      Artificial Intelligence  

•      Blockchain 

•      Big Data 

•      Biometrics /Identity Management 

•      Cloud Computing 

•      Context-aware Computing 

•      Critical Infrastructure Protection and Information 

       Assurance 

•      Cyber Security 

•      Data-Centers and Data-Center Consolidation 

•      Digital Government 

•      Digital Trust and Identity Integration and Management 

•      Digitization and Imaging 

•      Energy and Sustainability Measurement and  

       Management 

•      Enterprise App Stores and Mobile Security 

•      Enterprise Resource Planning 

•      Integration Services 

•      Internet of Things 

•      IPV6 migration & upgrades 

 

•      IT Helpdesk 

•      IT Operations and Maintenance 

•      IT Services for Healthcare 

•      IT Services for Integrated Total Workplace Environment 

•      Mobile-Centric Application Development, Operations and  

       Management 

•      Modeling and Simulation 

•      Network Operations, Infrastructure, and Service Oriented 

        Architecture 

•      Open Source Integration and Customization 

•      Outsourcing IT Services 

•      Sensors, Devices and Radio Frequency Identification  

       (RFID) 

•      Shared IT Services 

•      Software Development 

•      Virtualization 

•      Voice and Voice Over Internet Protocol (VOIP) 

•      Web Analytics 

•      Web Application & Maintenance 

•      Web Services 

•      Web Hosting 
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OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

• Emerging technologies are grandfathered to scope.  If it 
is an IT Service, it is in scope 

• FEAF function centric designed to support a common 
approach for the integration of strategic, business and 
technology management as part of organization design 
and performance improvement  

• All the “buzz” in scope (AI, RPA, Blockchain, etc) 

• Hardware and Professional Services not in scope but if 
required may be considered ancillary and allowed 

 

In The Real World… 
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SIMPLIFY 
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OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

• Content Rich Web Site (www.gsa.gov/alliant2) 

• Comprehensive Ordering Guide 

• Complimentary SOW Reviews, Upon Request 

• SOWs Samples – Available on the Acquisition Gateway 

• Acquisition Templates – Available on the Acquisition Gateway 

• Contract Access Fee (CAF) Cap 

• Defense Procurement Acquisition Policy (DPAP) Endorsed 

• Delegation of Procurement Authority Training 

• Alliant and Alliant Small Business Prices Paid Tool (Government use only) – 
A2/A2SB will be added at a later date 

• Acquisition Gateway - workspace for the Federal acquisition workforce 

 

Tools & Support General Alliant 2 Information 
 alliant2@gsa.gov 

 (877) 534-2208 

 

General Small Business 

GWAC Information 
 sbgwac@gsa.gov 

 (877) 327-8732  

mailto:alliant2@gsa.gov
mailto:sbgwac@gsa.gov
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OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

Tools for Ordering Offices 

Streamline your procurement 

1. Receive Training 

2. Obtain Delegation 

3. Create Statement of Work 

4. Compete to All 

5. Award to One 
 

 

 

Email Training request to 

Alliant2@gsa.gov 

 

Need complementary scope 

review?  

www.gsa.gov/gwacscopereview  

 

Compete using e-Buy or send 

directly using 

Alliant2Awardees@gsa.gov 

 

Send signed award document to 

Alliant PCO at Alliant2@gsa.gov 
 

http://www.gsa.gov/gwacscopereview


www.gsa.gov/itc 19 

OFFICE OF INFORMATION TECHNOLOGY CATEGORY 

• Alliant 2:  www.gsa.gov/alliant2    Alliant 2 Small Business:  www.gsa.gov/a2sb  

• GWAC Dashboards (run your own query on GWAC usage): www.gsa.gov/gwacdashboards   

• Free Scope Reviews: www.gsa.gov/gwacscopereview  

• Alliant 2  Contract & Ordering Guide:  www.gsa.gov/Alliant2 or click here 

• Sample Statements of Work:  https://hallways.cap.gsa.gov/  

• Training:  We offer Alliant 2 and Alliant 2 Small Business Program Delegation of Program 
Authority training "free of charge" twice a month and the class is no more than 90 minutes long.  
By attending you'll receive 2 CLPs credits!  You can register online by choosing the day that 
best fits your schedule:  www.gsa.gov/events 

• DAU:  Alliant 2 DPA training is not yet available through the Defense Acquisition University. More 
info to be provided at a later date   

• Acquisition Gateway – http://hallways.cap.gsa.gov  

• Alliant 2 and Alliant 2 Small Business Prices Paid Tool:  http://hallways.cap.gsa.gov  – 
Government access only - Will be available in the near future 

 

Websites that will bring value to your efforts: 

http://www.gsa.gov/alliant2
http://www.gsa.gov/a2sb
http://www.gsa.gov/gwacdashboards
http://www.gsa.gov/gwacscopereview
http://www.gsa.gov/Alliant2
https://www.gsa.gov/technology/technology-purchasing-programs/governmentwide-acquisition-contracts/alliant-2/alliant-2-resources
https://hallways.cap.gsa.gov/
http://www.gsa.gov/events
http://hallways.cap.gsa.gov/
http://hallways.cap.gsa.gov
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• GSA ITS Offers Full Range of Procurement Solutions 

• Brand Name  

• Easy to Use 

• Comprehensive & Flexible & Vehicles 

• Scope Aligned with FEAF/DoDEA 

• Emerging Technologies in Scope 

• Excellent Customer Support  

• Complimentary Scope Reviews Offered 

• Pre-competed Vehicles Represent Substantial Savings Potential, 
and Best Value for Government 

 

Summary 
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Alliant 2 GWAC Division Resources 
Alliant 2 Email: alliant2@gsa.gov 

Alliant 2 Website: gsa.gov/alliant2 

Procuring Contracting Officer (PCO): Roman Rodriguez roman.rodriguez@gsa.gov  

(202) 374-0842 

Admin Contracting Officer (ACO): Diemle Phan Diemle.phan@gsa.gov  

(858) 243-8006 

Program Manager: Omar Saeb Omar.saeb@gsa.gov  

(619) 578.4722 

Client Support: Mimi Bruce Mimi.bruce@gsa.gov 

(925) 735-1641 

Director: Paul Bowen Paul.bowen@gsa.gov 

(617) 913-3523 

Contracting Officer Representative 

(COR): 

Jennifer Jeans Jennifer.jeans@gsa.gov  

(858)442-9509 

mailto:roman.rodriguez@gsa.gov
mailto:Diemle.phan@gsa.gov
mailto:Omar.saeb@gsa.gov
mailto:Mimi.bruce@gsa.gov
mailto:Paul.bowen@gsa.gov
mailto:Jennifer.jeans@gsa.gov
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Office of Telecommunications Services 

What is EIS? 

 A Multiple Award ID/IQ Contract 

 Provides Global Network and 

Telecommunications services 

 Voice, Data, Managed services 

 Supports IT Modernization 

 Security solutions 

 



Office of Telecommunications Services 

GSA EIS IDIQ Awards 

 EIS IDIQ Award:  Issued July 31, 2017 to ten (10) vendors; CenturyLink 

and Level3 merged, so now nine (9) vendors: 

 AT&T Corp. - Large Business 

 BT Federal Inc. - Large Business 

 CenturyLink - Large Business 

 Core Technologies, Inc. - 8(a) Small-Disadvantaged Woman Owned 

 Granite Telecommunications, LLC - Large Business 

 Harris Corp. - Large Business 

 Manhattan Telecommunications - Small Business 

 MicroTech - Service Disabled Veteran Owned Small Business (SDVOSB) 

 Verizon - Large Business 

 

 Solicitation is closed but opportunities exist for partnering with 

one of the above Primes 
 3 



Office of Telecommunications Services 

EIS meeting Network Security challenges

  
 The typical Federal agency network has evolved: 

Moving from a static Enterprise network with a known 

perimeter to a Cloud based network with dynamic perimeters 

 

 Castle and Moat defense solutions are no longer effective and 

choke network performance 

 

 Security solutions must secure agency data and transport 

to/from Cloud applications, data centers, remote users 

 

 Pro-active network management is needed to ensure 

vulnerabilities and attacks are detected and defended 



Office of Telecommunications Services 

EIS IT Security Baseline 

 General IT Security requirements based on NIST Standards 

  “Traffic Aggregation” requirement to support future EINSTEIN 

implementations applied to: 

 Transport services 

 Cloud services  

 All Cloud services required to have FedRAMP certification 

 

 Support for Modernization 

 EIS contract encourages SD-WAN, NFV, 5G offerings 

 Security “building blocks” are already in the contract to 

create new solutions 

 Plan to create  baseline “standard” solution sets once new 

services reach a maturity level 
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Security improvements through IT Modernization 

 New and Emerging Technology Areas: 

 

 Software Defined Networking (SDN/SD-WAN) 

 

 Zero Trust Networking techniques 

 

 5G networks and IoT 
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Support for Cybersecurity and TIC Policy Update 

 Managed Security Services 

 Flexibility to update existing and add new cybersecurity services 

as needed in response to evolving threats 

 Basic services 

 Vulnerability Scanning Service (VSS) 

 Incident Response Service (INRS) 

 TIC 

 MTIPS remains available as a baseline package 
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QUESTIONS??? 
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 Purpose: As outlined in OMB 

Memorandum M-08-05, is to optimize 

and standardize the security of individual 

external network connections currently in 

use by federal agencies, including 

connections to the Internet. 

 Objectives: TIC aims to improve the 

Federal government’s security posture 

and incident response capability by: 

Reducing and consolidating the attack 

surface of external network connections 

Providing for enhanced monitoring and 

situational awareness of external network 

connections 

 

 

1

0 

OMB Memo 08-05 (Implementation of 

Trusted Internet Connections) 

established CS&C as the Federal 

government’s TIC coordinator.  

History - What is TIC?  



Office of Telecommunications Services 

External Zone TIC Zone

Internet

Extranet3G

WiFi

External Users

External Systems and 

Services

SMTP

MSP, ASP, Business Partners

Other Federal Agencies

EINSTEINEINSTEIN

EINSTEINEINSTEIN

Agency WAN

Agency Internal Zone

Remote Connection

RGFE

· External Connection Termination 

Point

· Monitored by EINSTEIN

· Network Connections and Data 

Filtered

· Full Packet Capture and Storage

Data Filtering

Data Filtering

      Inbound Proxies

         Generic Web

· HTTP/HTTPS

· Application Specific 

e.g.:

· NTP

· SMTP

Public Services

· Agency Systems and Devices

· Applications, Data and Servers

· Internal Agency Networks (LAN/MAN/WAN)

· Unless Exempted HTTP/HTTPS connections to 

external systems only allowed via Web Proxy

Agency Systems

Applications 

and Data Servers

Remote Agency Sites

• External Zone 
– Outside Agency C&A Boundary 

– Agency has no direct control 
over the security controls 

– Public Internet and Business 
Partner networks 

• TIC Zone 
– Border between internal and 

external resources 

– Access point for external 
connections 

– Traffic is monitored by NCPS 

• Internal Zone 
– Inside Agency C&A Boundary  

– Agency WAN 

– Agency has direct control over 
its security policy and controls 

Source: TIC Reference Architecture V2.0 1

1 

TIC 2 Notional Architecture What is TIC?  



Office of Telecommunications Services 

The growing prominence of cloud computing within Federal 

architectures is a key factor driving TIC 3.0.  

An FY16 DHS survey of Federal agencies showed: 

 Agencies utilize an average of over 8 cloud service 

offerings. 

 Cumulatively, agencies use cloud service offerings from 228 

different Cloud Service Providers.  

 The majority of agency cloud instances are Software-as-a-

Service (SaaS) offerings, which account for roughly 2/3 of 

reported instances. 
1

2 

Why TIC 3.0?  
 Technological Evolution – Growing Cloud Adoption 
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Draft TIC Policy Update Memo  

 OMB posted for public comment December 2018 

 Final policy expected 4QFY19 

 Policy Highlights 

 Recognizes limitations of and rescinds old TIC memos 

 Flexibility is encouraged in solutions for modern 

agency architectures 

 Agencies directed to coordinate solutions with DHS 

 OMB, DHS, GSA have ongoing responsibilities 

 Definition of standard Use Cases 

 Agencies encouraged to submit additional Use Cases 



Office of Telecommunications Services 

TIC High Level Use Cases 

 1.  Cloud: These sets of TIC Use Cases cover 

some of the most prevalent cloud models used by 

agencies today. 

 Infrastructure as a Service (IaaS) 

 Software as a Service (SaaS) 

 Email as a Service (EaaS) 

 Platform as a Service (PaaS) –omitted from draft 

 

 



Office of Telecommunications Services 

TIC Use Cases - continued 

 2. Agency Branch Office:  

 Supports architectures that have a branch office 

of an agency separate from the agency 

headquarters (HQ), which utilizes HQ for the 

majority of its services (including generic web 

traffic).  

 Supported by Software-Defined Wide Area 

Network (SD-WAN) technologies. 



Office of Telecommunications Services 

TIC Use Cases - continued 

 3. Remote Users:  

 Evolution of early FedRAMP TIC Overlay (FTO) 

activities.  

 Remote users connect to the agency’s traditional 

network, cloud, and the Internet using 

government furnished equipment (GFE). 

 4. Traditional TIC:  

 For instances not covered in other DHS TIC Use 

Cases, agencies are required to continue 

following the Traditional TIC use case.  

 Solutions include agency use of TICAP and 

MTIPS providers. 

 



Office of Telecommunications Services 

Modernization Concepts  

 Emphasis on protecting data, not the network 

perimeter 

 Emphasis on up front planning – Risk management 

 Define Trust levels on a application and data basis 

 Leverage SD-WAN capabilities 

 Employ Zero-Trust solution sets 

 “TIC in the Cloud” solutions 



Office of Telecommunications Services 

Next Steps   

 GSA will continue to collaborate with CISA 

 CISA leading the Government TIC 3 Working Group 

 Continue to be informed by ongoing TIC Pilots 

 Collaboration with Industry 

 EIS will facilitate and complement CISA outreach 



Office of Telecommunications Services 

QUESTIONS??? 
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U.S. General Services Administration 

Federal Public Key Infrastructure 
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 Federal Public Key Infrastructure 

Government-wide, interoperable trust fabric that enables authentication, encryption, and 

digital signatures and transactions. 



GSA 
FPKI Trust Infrastructure 
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Federal Common 
Policy Certification 
Authority (FCPCA) 

The Root for PIV, Trust 
Anchor for the Federal 

Government 

FIPS 201 All certificates 
issued to support PIV … 
shall be issued…   …as 
defined in [COMMON].” 

Federal Bridge 
Certification Authority 

(FBCA) 

Originally developed to 
facilitate interoperability 
between Federal agency 

enterprise PKI 

FBCA’s role expanded to 
include external entities 
to enable trust across 

different COI’s 

FBCA maps policies to 
standard federal policies 

such as Medium, 
Medium Hardware, PIV-

I, etc. 

TLS Root CA 

Planned for 2019 as a 
joint effort between GSA 

and DoD. 

Designed to meet M-15-
13 and BOD 18-01 

compliance for public 
website and web service 

security. 

New - Support 

OMB M15-13 



GSA 
FPKI Trust Infrastructure Ecosystem 
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FPKI Next Steps 

New OMB Identity, Credentialing, and Access Management (ICAM) 

Policy - M-19-17 

○ ICAM roadmap 

○ “Innovate capabilities and update FPKI” 

○ Update ICAM acquisition vehicles 



GSA 
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ICAM Special Item Numbers (SINs) 

● IT Schedule 70 SIN 132-6x series  

○ MAS consolidation 

● 132-60a-f provides: 

○ Credentials 

○ Remote Identity and Access Managed Service Offering 

○ PKI professional services  

● 132-61 PKI Shared Service Provider - refreshed Feb 2019 

○ Preparation for new OMB ICAM policy 

○ Updated OGP compliance requirements 

○ Clarification of Offerings 

● 132-62 HSPD-12 Products and Services Components 

○ FIPS 201 compliant products  

○ Approved Products List (APL) 
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  The HSPD-12 Managed Service Office 

● Responsible for developing and managing 
GSA's USAccess program which provides 
federal government agencies with an identity 
credential issuance solution. This shared 
service provides an efficient, economical 
and secure infrastructure to support 
agencies’ credentialing needs 
 
 
 



GSA 
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  Service Benefits 

• The Shared solution provides the capability to agency customers to 
issue federally compliant  PIV credentials   

• The managed & shared service solution simplifies the process of 
procuring and maintaining  PIV credentials 

• Cost savings thru a centralized system provides economies of scale 
pricing 

• Streamlines identity and card management systems to minimize 
duplicative efforts 

• Provides customer agencies with an interoperable identity 
management and credentialing solution that provides end-to-end 
services; sponsorship, enrollment, adjudication and PIV card 
Activation 

• Managed gov’t-wide acquisition of IT to implement HSPD-12 services  

 
 



GSA 
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  MSO Program Benefits  

A More Secure Govt Easy to Use 
Infrastructure 

● Provides applicable security 
assessments 

● Adheres to standards and 
implementation directives 

● Operates under applicable NIST 
and FISMA guidelines and 
standards 

● The USAccess system is 
accredited and approved to 
operate at FISMA High 

● Web-based portals allow for 
sponsoring, enrolling, and 
adjudicating applicants, activating 
credentials and conducting post- 
issuance credential updates.  

● Portals allow authorized users to run 
reports 

● Managed system infrastructure that 
provides a secure, enterprise ID 
management capability with high 
availability 



GSA 
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 USAccess/MSO Highlights  

● Number of customer agencies: Over 120 
● Number of shared and dedicated sites: 994 
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Introduction

ASHLEY MAHAN
FedRAMP Director (Acting)

Ashley has been with FedRAMP for over 4 years and assumed the 
Acting Director role in November 2018. Ashley is a trusted liaison 
between Federal Agencies and industry Cloud Service Providers to 
broker the adoption of secure cloud technologies across government. 
Her work drives a dramatic increase in FedRAMP adoption and helps 
agencies modernize their IT landscapes with cloud technologies.



AGENDA

I. FEDRAMP OVERVIEW

II. FEDRAMP PATHS TO 
AUTHORIZATION

III. FEDRAMP FUNDAMENTALS

IV. TIPS FOR SMALL BUSINESSES
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The Federal Risk and Authorization Management 
Program (FedRAMP) promotes the adoption of 
secure cloud services across the US Government 
by providing a standardized approach to security 
and risk assessment.

FEDRAMP MISSION
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FedRAMP by the Numbers

*testable

750+
Annual meetings with 
agencies and vendors

4,100+
Followers on 
Twitter

20,000+
Questions answered through 
info@fedramp.gov

11,000+
Stakeholders
on listserv

security baselines to match 
government use to risk4
HIGH
(421 controls)

MODERATE
(325 controls)

LOW
(125 controls)

LI SAAS
(36 controls*)

1/3
of the world's 
internet 
traffic through 
our program

We cover more than

POINTS OF CONNECTION

143 1,100+ 156 220+
Authorized Cloud 
Services

Agency Reuses of 
Authorized Services

Participating
Agencies

Participating 
Industry Partners

&
5 MILLION
assets
available for 
Federal use
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FedRAMP Yields Efficiencies

Federal security policy 
requires all systems to be 
authorized based on risk.

FedRAMP standardizes 
the process for cloud, 
providing:

DO ONCE, USE MANY TIMES
Doing security authorizations right the first time allows 
agencies to re-use work and eliminate duplicative efforts

TRANSPARENCY
Increased collaboration and the creation of a community 
among the US Government and vendors that did not exist 
before, establishing the FIRST government-wide FISMA 
program

VALIDATED WORK
FedRAMP validates security authorizations to ensure that 
there is uniformity among security packages

CENTRAL SHARING
Centralized repository where agencies can request access 
to security packages for expedient authorizations
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FedRAMP Marketplace

● Provides a searchable database of all cloud services with a FedRAMP designation
● Enables the ability to research authorized services and Third Party Assessment Organizations 

(3PAOs)
● Provides contact information and service descriptions for all cloud services
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FedRAMP Designations

FEDRAMP BRIEFING

FEDRAMP IN-PROCESS

FEDRAMP
AUTHORIZED

FEDRAMP
READY

AGENCY

JAB
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Success factors from a small business going through 
authorization process:

• Close partnership with FedRAMP PMO: CSPs 
leverage the PMO to help find an agency partner for 
their initial authorization.

• In-depth preparation: CSPs do their homework and 
complete security documentation in advance, 
resulting in a straightforward review with no major 
roadblocks.

• Successful Kick-Off Meeting: An in-person meeting 
between all key players helps establish rapport and 
builds relationships between the CSP, Agency, and 
3PAO

• The biggest challenge so far: Finding an Agency to 
partner with for an authorization.

• Fundamentals:

...completed by a 
small business.

FedRAMP Small Business Success Factors

FedRAMP’s fastest
Agency Authorization was

>12 weeks

Built System Organizational 
Commitment

Expertise
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FedRAMP Resources for Cloud Service Providers

Agency 
Authorization 

Resources

● CSP Playbook: Provides an overview of all partners involved 
in a FedRAMP authorization, things to consider when 
determining authorization strategy, types of authorizations, 
and important considerations for your offering when engaging 
with FedRAMP

● Agency Authorization Playbook: A compilation of best 
practices, tips, and step-by-step guidance for Agencies seeking 
to implement ATOs

● Agency Authorization: Roles and Responsibilities for 
FedRAMP, CSPs, and Agencies: Provides a summary review of 
the roles and responsibilities of the Agency, CSP, and 
FedRAMP PMO during the Agency authorization process

● Authorization Boundary Guidance: Provides CSPs guidance 
for developing the authorization boundary for their offering(s) 
which is required for their FedRAMP authorization package

https://www.fedramp.gov/assets/resources/documents/CSP_Authorization_Playbook_Getting_Started_with_FedRAMP.pdf
https://www.fedramp.gov/assets/resources/documents/Agency_Authorization_Playbook.pdf
https://www.fedramp.gov/assets/resources/documents/Agency_Authorization_Roles_and_Responsibilities_for_FedRAMP_CSPs_and_Agencies.pdf
https://www.fedramp.gov/assets/resources/documents/Agency_Authorization_Roles_and_Responsibilities_for_FedRAMP_CSPs_and_Agencies.pdf
https://www.fedramp.gov/assets/resources/documents/CSP_A_FedRAMP_Authorization_Boundary_Guidance.pdf


Learn more at www.Fedramp.gov

Contact us at info@fedramp.gov

@FEDRAMP

Questions?

http://www.tailored.fedramp.gov
mailto:info@fedramp.gov


de’Wayne Carter 

Director  

Customer Care and Outreach Division 

Office of Small Business Utilization 

U.S. General Services Administration 

  

  



GSA Overview 

 
 
 

 

• GSA’s mission is to deliver value and savings in 

real estate, acquisition, technology and other 

mission support services across the Federal 

government. 

 

• GSA is the Federal government’s procurement 

expert, helping other agencies acquire space, 

products, and services needed from commercial 

sources. 

     

• The Public Buildings Service (PBS) provides real 

estate space, architecture, interior design, and 

construction to Federal agencies. 

 

• Our Federal Acquisition Service (FAS) delivers a 

vast number of commercial goods and services, 

at the best value, across government.  



GSA OSBU Overview 

According to the Small Business Act as amended by Public Law 95-

507, the Office of Small & Disadvantaged Business was established 

to: 
 

– Advocate, within each Federal Executive Agency, for the 

maximum practicable use of all designated small business 

categories within the Federal Acquisition process. 

 

– Ensure inclusion of small businesses as sources for goods and 

services in Federal acquisitions as prime contractors and 

subcontractors. 

 

– Manage the small business utilization programs for OUR 

respective organization. 

 



 GSA OSBU OVERVIEW  

Region 1:   Boston, MA 
Region 2:   New York, NY 
Region 3:   Philadelphia, PA 
Region 4:   Atlanta, GA 
Region 5:   Chicago, IL 
Region 6:   Kansas City, MO 
Region 7:   Ft. Worth, TX 
Region 8:   Denver, CO  
Region 9:   San Francisco, CA 
Region 10:  Auburn, WA 
Region 11:  Washington, DC 

 
 

GSA’S Regional 

Offices 



Prerequisites 



 

IT Schedule 70 Startup Springboard:   

 
 
Focuses on companies with fewer than 2 years of experience.  In lieu of the  

2-year corporate experience requirement, you can now: 

 

1. Use professional experience of executives and key personnel as a 

substitute 

 

2. Use project experience of key personnel  

 

3. Provide financial documentation that demonstrates the company’s financial 

responsibility in lieu of submitting 2 years of financial statements. 

 

For more information visit:  

www.gsa.gov/springboard  
 

http://www.gsa.gov/springboard


Subcontracting Opportunities  

For more details visit:  https://www.gsa.gov/subcontracting 
  

• Subcontracting provides additional 

opportunities to obtain experience 

as a Federal contractor. 

• Other-than small  businesses are 

required to submit a subcontracting 

plan when: 

❖ The total value of the award is 

expected over $700,000 (or $1.5 

million for construction) 

❖ Subcontracting opportunities exist  

❖ Plans must demonstrate “Maximum 

Practicable Opportunities” for small 

businesses to participate  

Subcontracting Criteria:  GSA’s Subcontracting Directory:  

https://www.gsa.gov/subcontracting


Required Documents  

For more details visit:  www.gsa.gov/masroadmap 
 

http://www.gsa.gov/masroadmap


Contact Our Regional Staff 

Go to gsa.gov/osbu, then select “Get to 

Know Us.”  

Select Regional Small Business 

Support Contacts  

Choose your location for 

the OSBU POC. 

Still Have Questions? 



www.gsa.gov/smallbizresources  
 

www.gsa.gov/events 
 

Additional Resources  

http://www.gsa.gov/smallbizresources
http://www.gsa.gov/events


QUESTIONS ? 



FAS Customer and Stakeholder Engagement (CASE) Overview 

CASE 

• National Account Managers (NAMs) 

• Network of local Customer Service Directors 

(CSDs) 

• National Customer Service Center (NCSC) 

• Marketing, Training, Analytics 

• Support functions 

Trying to Expand the Sweet Spot 

• Know customer needs/constraints 

• Help customers solve problems with FAS 

solutions 

• Bring in SMEs for customers 

• Provide feedback for new offerings or issue 

resolution   

Working to expand Industry Partner Engagement 

• Engage us when customers have questions on 

FAS offerings 

• Focus on delivery 

1 

Customer Needs 

Mission Fulfillment 

Speed, Quality, Savings 

Standard Levels of Service 

General Assistance 

FAS Offerings 

IDIQ Contracts 

Full Service Acquisition 

Fleet Management 

Technology Consulting 

Property Disposal 

Category Management 

  

 

Policy Requirements 

Category Management 

Competition 

Small Business 

High Risk Contracting 

 

 



The FAS Industry and Federal Partner Network 

Category 

• Common government-wide categories 

• Spend Under Management (SUM), demand management/standard levels of service 
• https://hallways.cap.gsa.gov/app/#/gateway/category-management/6632/category-manager-biographies 

• Primary focus Category expertise to support customers 

• Higher Industry Partner engagement with Federal Partner engagement 

 

Account 

• Each customer agency has a National Account Manager and Account Executive 

• www.gsa.gov/fasnam 

• Primary focus strategy and policy for a single account nationally 

• Higher Federal Partner engagement with some Industry engagement 

 

Geography 

• Regionally based international coverage  

• Customer Service Directors lead by local Regional Commissioner 

• www.gsa.gov/csd 

• Primary focus multiple customers in single geography 

• Higher Federal Partner engagement with Industry engagement 
 

2 Highly integrated network 

https://hallways.cap.gsa.gov/app/#/gateway/category-management/6632/category-manager-biographies
https://hallways.cap.gsa.gov/app/#/gateway/category-management/6632/category-manager-biographies
https://hallways.cap.gsa.gov/app/#/gateway/category-management/6632/category-manager-biographies
https://hallways.cap.gsa.gov/app/#/gateway/category-management/6632/category-manager-biographies
https://hallways.cap.gsa.gov/app/#/gateway/category-management/6632/category-manager-biographies
https://hallways.cap.gsa.gov/app/#/gateway/category-management/6632/category-manager-biographies
https://hallways.cap.gsa.gov/app/#/gateway/category-management/6632/category-manager-biographies
http://www.gsa.gov/fasnam
http://www.gsa.gov/csd


Office of Professional Services & Human Capital 

Identity Protection 

Services (IPS) 
On GSA Multiple Awards Schedule   

6/24/2019 



Overview of Data Breach Response & Identity 

Protection Services BPA and SIN 520-20 

 

10 System Security Plan (SSP) 

IPS SIN Market Information & Value Proposition 

4 

12 

Q&A 

 

16 

Discussion Overview 
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Professional Services Schedule 

(PSS) 

Leveraged by the DoD and other Executive 

Agencies 

● PSS is the conduit Government uses to acquire: 

○ Advertising and Marketing 

○ Business Consulting Solutions 

○ Environmental Solutions 

○ Financial and Business Solutions 

○ Language Services 

○ Logistics Solutions 

○ Professional Engineering Solutions AND 

○ Identity Protection Services (IPS) 
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IDENTITY  

PROTECTION 

SERVICES  

(IPS) 



Why IPS is now offered on PSS 

IPS on PSS  

● GSA established a national BPA in September 2015 

to support IPS  

○ Allowed for state of the art up to date IPS services  

● To keep up with legislative changes and customer 

demand the IPS services were established 

○ More flexible than existing BPA for accommodate 

changes in acquisition legislation 

○ SIN 520-20 redefined "Data Breach Response 

and Identity Protection Services" in October 2017  

 

 
5 



What it covers 

SIN 520-20:  Data Breach Response 

& Identity Protection Services (IPS)  

● Integrated, total solution for services: 

○ Identity monitoring and notification of Personally 

Identifiable Information (PII) and Protected Health 

Information (PHI), 

○ Identity theft insurance and identity restoration 

services, 

○ Protect (safeguard) the confidentiality of PII and PHI, and  

○ Includes specialized technical and pricing 

requirements. 

● Contractors with the legacy SIN 520-20 must re-apply 

○ Significant changes implemented from legacy SIN 

○ Not automatically eligible for the redefined IPS SIN   
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SIN 520-20 Technical Requirements 

● Here is a list of the required IPS SIN technical requirements:  

○ Reporting Requirements 

■ Security and Security Related Reporting, Post Award 

Data Incident Reporting, Task Order Award Reporting 

○ Data Breach Response And Identity Theft Services,  

○ Call Center Services 

○ Notification 

○ Credit Monitoring Services 

○ Identity Monitoring 

○ Identity Theft Insurance 

○ Identity Restoration Services 

○ Required Reports 

○ Data Safeguards and Disposal 

● Services are defined in Solicitation IPS Requirements 

Document 1A, available on FBO.gov 
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Required Services  

https://www.fbo.gov/index.php?s=opportunity&mode=form&id=05f06b046c2af22d2be9afaa83e6215b&tab=core&_cview=1


SIN 520-20 Pricing Requirements for 

Total Solution 

● Price Per Year, Per Impacted Individual  

○ Ordering Agency pays quoted price per each 

Impacted Individual regardless of enrollment 

status.  

○ Application: May be used by the ordering agency 

when the enrollment rate of the breach is 

unknown. 

● Price Per Year, Per Enrollee 

○ Application: May be used by the ordering agency 

when the number of enrollees affected by a 

breach who require these services is known. 
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Two flexible pricing options offered on IPS 



SIN 520-20  

Pricing Requirements 

● Line Item Pricing 

○ Individually price components of the total solution  

■ Such as credit monitoring only, reduced insurance 

coverage, call center only to accommodate requirements 

where only a portion of the total solution are required. 

● Additional Services 

○ Customized solutions that can be ordered in 

addition to the mandatory services included in the 

Total Solution 

■ Such as offline mailing or data breach analysis 

services. 
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Optional Line Item Pricing & Additional Services 
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System  

Security  

Plan (SSP)  

 

 

 



SIN 520-20 Technical Requirement 

● The SSP is where a vendor describes all the controls in 

use on their information system and their implementation.   

● SSP provides detailed: 

○ Narrative of a vendor’s control implementation, 

○ System description including components and 

services inventory, and  

○ Depictions of the system’s data flows and 

authorization boundary. 

● All contractors must submit the System Security Plan 

(SSP) to be considered for SIN 520-20 

■ SSP MUST be approved prior to being awarded a 

MAS IPS SIN contract. 

       THE GOVERNMENT TAKES SAFEGUARDING PII VERY SERIOUSLY! 

  

   The Government takes safeguarding PII very seriously! 
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Systems Security Plan (SSP) 
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IPS  

Market Information & Value 

Proposition 



Today there are two contractors on 520-20 

 

 

 

 

 

 

We NEED MORE COMPETITION - GSA needs you! 

 

 PSS wants to expand this offering 

SIN 520-20 Holders as of 6/11/19 
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Contract GS-23F-0037T 
Modification awarded 10 Jan 2019 

Contract GS-23F-0125S 
Modification awarded 31 Jan 2019  
 



FY16 to present 

IPS Market Information 
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$53MIL  
 

Total IPS-related obligations 

Government-wide 
(Source: FPDS-NG) 



 

● Office of Personnel Management (OPM) Data Breach 

of 2015 

○ OPM was able to leverage the BPA immediately  

○ Task order award provided coverage for an 

estimated 21.5 million people 

○ Task order valued at $329M  

● Centers for Medicare/Medicaid Services 

○ Awarded IPS BPA task order in under 5 days 

○ Task order award provided mailing notifications 

and coverage for up to 75,000 impacted 

individuals  

○ Task order valued at $720K 

IPS BPA Success Stories 

15 

BPA Scope & Ease of Use 



1 

2 

3 

4 
16 

IPS Value Proposition 

Key Benefits of the IPS MAS Contract 

OMB Memo M-16-14 Category Management Policy 16-2: 

Providing Comprehensive Identity Protection Services, Identity 

Monitoring, and Data Breach Response 

Helping agencies secure Spend Under Management Credit 

through PSS - a Tier II solution - application underway for Tier III 

Flexible & customizable solutions for federal agencies 

specific breach needs 

Simplified Acquisition Procedures allows for expedient 

contracting and response times so Industry can get to work 

https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-14.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-14.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-14.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-14.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-14.pdf
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Q&A 



For Questions and Additional Clarification 

GSA POCs 

 

● For all questions related to the IPS SIN contract 

○ Kenny Yiu, Contracting Officer, kenny.yiu@gsa.gov 

○ Scott Cahill, Contract Specialist, scott.cahill@gsa.gov 

 

● For all other questions related to the Professional 

Services Schedule 

○ professionalservices@gsa.gov 

○ Nichol West, PSS Program Manager  

nichol.west@gsa.gov 
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mailto:kenny.yiu@gsa.gov
mailto:scott.cahill@gsa.gov
mailto:professionalservices@gsa.gov
mailto:nichol.west@gsa.gov
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U.S. General Services Administration

 

SIGN UP NOW
to be notified when the event registration site goes live!  

Visit: www.gsa.gov/FAST

Free for federal attendees 

Earn up to 20 Continuous Learning Points (CLPs)



U.S. General Services Administration

Information Technology Category (ITC)

ITC, Information Technology Security Solutions 
Event

June 24, 2019

Thanks for Attending!
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