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Highly Adaptive Cybersecurity Services (HACS) Current Vendor Guide

HIGHLY ADAPTIVE CYBERSECURITY SERVICES (HACS) SPECIAL ITEM NUMBER (SIN) VENDOR GUIDE FOR CURRENT HACS VENDORS

This guide covers the two scenarios for vendors already on the HACS SIN:
1. Vendors that had all four legacy HACS SINs 132-45 A, B, C, and D and wish to be placed under the new High Value Asset (HVA) Assessment subcategory
1. Current HACS Vendors that wish to be catalogued under additional HACS subcategories

SCENARIO 1 – PROCESS TO BE PLACED UNDER THE HIGH VALUE ASSET (HVA) ASSESSMENTS SUBCATEGORY UNDER THE HACS SIN 132-45 (LEGACY) / 54151HACS (NEW)

Detailed process information can be found within the Information Technology Category attachment #7 of the MAS solicitation document found on beta.sam.gov. (Search for “HACS” within the document to find specific HACS information.)

The Self-Attestation step applies only to vendors that were awarded all previous HACS SINs (HACS SINs 132-45 A, B, C, and D). These vendors were migrated to the following subcategories under the new singular HACS SIN:
· Risk and Vulnerability Assessment (RVA)
· Incident Response
· Cyber Hunt
· Penetration Testing

The following subcategory requires that the vendors have passed the oral technical evaluation for all previous four HACS SINs and submit a Self-Attestation Form for verification to be cataloged under the HVA Assessments subcategory.
· HVA Assessments

Process for HVA Assessments Subcategory Placement: 
Any offeror awarded all four previous HACS SINs (SINs 132-45 A, B, C, and D) may submit the Self-Attestation Form acknowledging their ability to perform Security Architecture Review (SAR) and Systems Security Engineering (SSE) services. 

Follow these steps:
1. Complete Self-Attestation Form and send signed form to assigned GSA Contracting Officer (CO)/Contract Specialist (CS)
2. [bookmark: _gjdgxs]GSA CO/CS forwards signed form to HACS Program Management Office (PMO) for verification
3. HACS PMO staff verifies the attestation and sends confirmation to the GSA CO/CS
4. HACS PMO staff notifies GSA systems personnel to catalog the offeror under the HVA Assessments subcategory
5. Vendor receives confirmation from their CO/CS for their placement

Additional information about the HACS Solicitation and terms and conditions can be found here: https://interact.gsa.gov/groups/multiple-award-schedules.



SCENARIO 2 – PROCESS FOR CURRENT HACS AWARDEES MIGRATED TO FEWER THAN FOUR SUBCATEGORIES, SEEKING TO BE CATALOGED UNDER THE ADDITIONAL HACS SIN SUBCATEGORIES

[bookmark: _GoBack]Detailed process information can be found within the Information Technology Category attachment #7 of the MAS solicitation document found on beta.sam.gov. (Search for “HACS” within the document to find specific HACS information.)

Vendors that were migrated to fewer than four of the subcategories (based on awards of the previous HACS SINs 132-45 A, B, C, and D) can seek to be added to additional subcategories through the following steps: 

1. Decide which subcategories to add using these options:
a. There are five subcategories under the HACS SIN. There is only one oral technical evaluation for the HACS SIN, which covers topics within the following subcategories:
i) HVA Assessments
ii) RVA
iii) Penetration Testing

Vendors must pass the oral technical evaluation for all of the following: HVA Assessments, RVA, and Penetration Testing in order to be cataloged in any of the above listed subcategories (except for those subcategories that migrated with the vendor when HACS SIN 132-45 was released on 4/1/2019).

b. Vendors that also would like to be cataloged within the following subcategories may request to be evaluated for two additional subcategories (Incident Response and/or Cyber Hunt). Additional questions will be asked during the oral technical evaluation to qualify the vendor for the additional requested subcategories. Vendors cannot add these two as stand-alone subcategories under the HACS SIN. 
i) Incident Response
ii) Cyber Hunt
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]
The vendor must submit a request to their appropriate CO/CS, to also be evaluated on those subcategories, and before scheduling the oral technical evaluation. This request is to ensure the oral technical evaluation covers questions regarding these two capabilities.

2. Contact the CO/CS and inform of the desire to add subcategories. The CO/CS will inform the HACS team to begin the process of scheduling the HACS oral technical evaluation.

3. A HACS team member will coordinate with the vendor Point of Contact (POC) to schedule the evaluation. 

4. After the evaluation has occurred the HACS Technical Evaluation Board (TEB) informs the CO/CS that they have verified whether or not the vendor is eligible to be cataloged under the requested subcategory. 

5. The CO/CS will notify the vendor of the result of the subcategory evaluation.

Additional information about the HACS Solicitation and terms and conditions can be found here: https://interact.gsa.gov/groups/multiple-award-schedules.
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