Proposed eLibrary HACS SIN Description: 132-45 Highly Adaptive Cybersecurity Services (HACS) -
Subject to Cooperative Purchasing includes proactive and reactive cybersecurity services that improve
the customer’s enterprise-level security posture.

The scope of this category encompasses a wide range of fields that include, but are not limited to, Risk
Management Framework (RMF) services, information assurance (lA), virus detection, network
management, situational awareness and incident response, secure web hosting, and backup and
security services.

The scope of this category also includes Security Operations Center (SOC) services. HACS vendors are
able to identify and protect a customer’s information resources, detect and respond to cybersecurity
events or incidents, and recover capabilities or services impaired by any incidents that emerge.

Sub-Categories - (not all vendors have been placed within the following subcategories. To view a
complete list of vendors, click on the SIN)

High Value Asset (HVA) Assessments
Risk and Vulnerability Assessment (RVA)
Cyber Hunt

Incident Response

Penetration Testing









