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IT Schedule 70 Continuous Diagnostics and Mitigation (CDM) Tools Special Item Number (SIN) 132-44
Interact Draft Solicitation Posting Fact Sheet

Highlights:
IT Schedule 70 intends to add a Continuous Diagnostics and Mitigation (CDM) Tools SIN to the IT Schedule 70 Solicitation, and begin adding vendors Summer 2017. 

Summary:
The General Services Administration (GSA) Federal Acquisition Service (FAS) in partnership with the Department of Homeland Security (DHS) is seeking to establish a new Continuous Diagnostics and Mitigation (CDM) Tools Special Item Number (SIN). The SIN will support Federal, state, local, regional, and tribal agencies in support of the CDM program’s initiative to defend Federal IT networks from cyber security threats, by providing continuous monitoring tools, diagnosis, mitigation, and dashboards to strengthen the security posture of Government networks.
Purpose and Benefits:
The purpose and benefits of adding SIN 132-44, CDM, are to:
· Easy access to products and services and the latest commercial offerings;
· Increased visibility of CDM offerings for government-wide use;
· Flexibility in contract durations and in addressing dynamic mission needs;
· Cost efficiencies in management of data;
· Easy recurring purchasing provisions;
· Fast ordering process; and
· Increases value to the US Taxpayer.

Background:
On June 12, 2015, the Federal Chief Information Officer (CIO) initiated a 30-day Cybersecurity Sprint, which resulted in the creation of OMB Memorandum M-16-04, Cybersecurity Strategy Implementation Plan (CSIP). The CSIP is a result of a comprehensive review of the Federal Government’s cybersecurity policies, procedures and practices by the Cybersecurity Sprint Team to strengthen Federal civilian cybersecurity. 
As part of the CSIP, DHS was asked to accelerate the deployment of CDM capabilities to all participating Federal agencies to enhance detection of cyber vulnerabilities and protection from cyber threats. GSA and DHS partnered to establish a Blanket Purchase Agreement (BPA) for CDM and Continuous Monitoring as a Service, which expires in August of 2018. 
GSA and DHS are continuing to partner to establish a government-wide contracting solution through a CDM SIN on IT Schedule 70 for a consistent, government-wide set of information security continuous monitoring (ISCM) tools available in one place for purchase by Federal, state, local, regional and tribal governments.
Contact Information:
Media inquiries should be directed to Cara Battaglini at (703) 306-6426 or cara.battaglini@gsa.gov
Interested industry partners are encouraged to submit questions to: schedule70cdmsin@gsa.gov and include CDM SIN in the subject line.

Questions and Answers (Q&A):
Q:  What is the onboarding process?
A: Existing industry partners:  When the CDM Tools SIN is in place, vendors request a modification (eMod) to add the new SIN to their contract.   See provision SCP-FSS-004 SPECIFIC PROPOSAL INSTRUCTIONS FOR SCHEDULE 70 and CI-FSS-152-N, which has a SIN Specific technical factor of product qualification requirements to submit with the modification.  
New industry partners:  Submit an offer (e-offer) for consideration to be awarded an IT Schedule 70 contract and the new CDM SIN.  See www.gsa.gov/schedule70roadmap for a Guide to Submitting an Offer that provides the steps.  See provision SCP-FSS-001-N Instructions Applicable to New Offerors or SCP-FSS-001-S Instructions Applicable to Successful FSS Program Contractors, as applicable along with the SIN specific factor of product qualification requirements (ref SCP-FSS-004, CI-FSS-152-N).
Q: When is the new SIN anticipated to be in place?
A:  Summer  2017.  
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Q:  Will the new CDM SIN with GSA be eligible for Making it Easier programs of IT Schedule 70.  
A:  Yes.  The plain language roadmap provides information to help vendors prepare an offer to IT Schedule 70 (Website: gsa.gov/schedule70roadmap). The IT Schedule 70 Startup Springboard initiative focuses on innovative IT companies with fewer than two years of experience (gsa.gov/springboard).  Vendors planning to submit an offer or modification to IT Schedule 70 may receive shorter processing times under the FAStlane program (gsa.gov/fastlane).  Any FAStlane questions may be emailed to schedule70cdmsin@gsa.gov with a subject line of FAStlane CDM SIN.
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