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The concept of a national telecommunications infrastructure is recognized in national policy statements and directives issued under the authority of the Executive Office of the President, Congress, the Department of Homeland Security (including the Office of Emergency Communications), and other entities of the government. This telecommunications infrastructure is required to support the critical needs of the government under conditions of stress that range from crises and natural disasters (e.g., flood, earthquake) through declared conditions of National Security and Emergency Preparedness (NS/EP). Public safety and the economic well-being of the nation also depend upon the availability of reliable and responsive telecommunications services. EIS is a key component of the US national telecommunications infrastructure.
GSA expects to effectively provide assurance for government users that services and other service elements (technical, management and operations-related) acquired through EIS will be in compliance with national policy throughout the life of the contracts. The EIS contractor shall ensure that services delivered are in compliance with national policy directives that apply to the national telecommunications infrastructure. 
Specific national policy requirements include, but are not limited to:
1. NS/EP requirements include a wide range of Executive Orders, Presidential Directives as promulgated by the Executive Office of the President, the Director of Homeland Security, the Office of Emergency Communications and other government entities. NS/EP requirements are covered in Section G.11.
1. OMB Memorandum M-05-22 directs that agencies must transition from IPv4 agency infrastructures to IPv6 agency infrastructures (network backbones). For agencies with an IPv6 network (and those implementing IPv6 networks) with IPv4 legacy support, the contractor solution must maintain functionality and shall comply with NIST SP-500-267. All systems, software, and equipment supporting the agency network and its services shall handle IPv6 in an equivalent or better way than current IPv4 capabilities, performance, and security. No systems, software, or equipment shall be deployed on the network that does not meet this requirement. Additionally, all network management shall be enabled using IPv6.
1. OMB Memorandum M-09-32, “Update on the Trusted Internet Connections Initiative”, “requires all agencies to undertake immediate responsibility for executing essential agreements and updating POA&Ms to facilitate not only TIC preparations, but also due diligence for integrating the National Cyber Protection System (NCPS, operationally referred to as EINSTEIN) deployments and synchronizing with US-CERT,” and OMB Memorandum M-15-01, “Fiscal year 2014-2015 Guidance on Improving Federal Information Security and Privacy Management Practices” requires Departments and Agencies (D/As) to enter into legally sufficient agreements with DHS relating to the deployment of EINSTEIN. DHS establishes these agreements with D/As authorizing in-line traffic inspection and modification, and such activities may include the interception, modification, use, and disclosure of D/A traffic. As such, any service offering under EIS (VPNS, Ethernet Transport, IPS, Cloud, MTIPS or otherwise) transporting Internet, Extranet, and Inter-Agency traffic shall identify and route said Government traffic through a secure DHS EINSTEIN Enclave for processing by the latest generation of EINSTEIN capabilities. Contractors shall design, implement, and operate their services to achieve the required routing of traffic through (including delivery to and receipt of traffic from) DHS EINSTEIN Enclaves. Transport SLA KPIs are measured as if through loopbacks in EINSTEIN Enclaves. EINSTEIN Enclaves are strictly intermediate hops and shall not be considered end-points for SLA measurement. 
[bookmark: _Ref405031720][bookmark: _Ref405133255][bookmark: _Ref408224579][bookmark: _Ref408224726][bookmark: _Toc424648304]Telecommunications policy and the national telecommunications infrastructure are increasingly impacted by the convergence of telecommunications and information technology. Thus, policy directives in the areas of Electronic Government (“E-Gov”), Enterprise Architecture development, and Information Assurance, for example, may also have implications for telecommunications infrastructure. Additional policy requirements may be identified to the contractor. If contract modifications are required to meet new government-specific requirements, the contractor shall submit a technical approach and schedule for proposing these modifications to the Contracting Officer (CO) per contract modification guidelines identified in Section J.4. .


Technical Requirements
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The government uses Internet Protocol Service (IPS) to support a wide range of connectivity requirements that enable government users to access the Internet, government-wide intranets, and extranets. IPS will use the TCP/IP protocol suite to interconnect GFP/SRE with other government networks and the public Internet Service Provider (ISP) networks.
Service Description
This section provides the IPS service description.
Functional Description
IPS provides transport of Internet Protocol (IP) packets.
Standards
IPS shall comply with the following standards, as applicable:
1. Internet Engineering Task Force (IETF) RFCs.
1. ANSI T1.
1. ITU TSS Recommendations.
1. IEEE:
1. 802.1Q.
1. 802.1P.
1. (Optional) 802.3AD.
1. Metro Ethernet Forum (MEF).
1. IETF RFCs for IPv6.
1. All new versions, amendments, and modifications to the above documents and standards.
Connectivity
IPS shall connect:
1. Government locations, including mobile and remote users, (i.e., SDP devices such as customer routers, switches, and firewalls) to the Internet.
1. A wide range of equipment (such as notebook PCs, PDAs, etc.) via appropriate combinations of EIS services to the Internet.
1. Government locations to other networks, including other EIS contractors’ networks.
Technical Capabilities
The following IPS capabilities are mandatory unless marked optional:
1. The contractor shall meet applicable routing requirements in Section C.1.8.8 ensuring any encrypted tunnels are applied and proxied to allow inspection.
1. The contractor shall provide IPS ports at the peak data rates specified by the customer.
1. The contractor shall support appropriate access services (such as DSL, cable high speed access, PLS, or satellite) to connect customers’ SDPs to the contractor’s IPS.
1. The contractor’s network shall have:
a) Established public peering arrangements from the contractor’s network to the Internet.
b) Private peering arrangements established from the contractor’s network with redundant links to connect to its private peering partners.
c) Support for the government-assigned and InterNIC-registered IP addresses and domain names.
d) Primary and Secondary Domain Name Service (DNS) to provide an authoritative name server for the customer.
1. The contractor shall provide support for the Border Gateway Protocol (BGP) for EIS customers with registered Autonomous System (AS) numbers. 
1. The contractor shall validate routing protocol information using authenticated protocols. BGP sessions shall be configured in accordance with, but not limited to, the NIST SP 800-54 recommendation that BGP sessions are protected with the MD5 signature option.
Features
The IPS features are mandatory.
	ID Number
	Name of Feature
	Description

	1
	Class of Service (CoS)
	The contractor shall accommodate and optimize an Agency’s applications to enable the network to accurately and consistently allow for traffic prioritization and cost-efficiencies.
The Classes of Service or prioritization levels may be categorized as:
1. Premium ─ for time-critical traffic such as voice and video
2. Enhanced ─ for business-critical traffic such as transactions
3. Standard ─ for non-critical traffic such as email.



Interfaces
These UNIs at the SDP for the provisioning of IPS are mandatory unless marked optional.
	UNI Type
	Interface/Access Type
	Network-Side Interface
	Protocol Type

	1
(Optional)
	Cable High Speed Access (Optional)
	320 Kbps up to 150 Mbps
	Point-to-Point Protocol, IPv4/v6

	2
	Ethernet Interface
	1. 1 Mbps up to 1 GbE (Gigabit Ethernet)
2. 10 GbE (Optional)
3. Burstable
	IPv4/v6 over Ethernet

	3
	IP over SONET Service
	1. 0C-3c
2. OC-12c
3. OC-48c
4. OC-192c
	IP/PPP over SONET

	4
	Private Line Service
	1. DS0
2. T1
3. T3
4. OC-3c
5. OC-12c
6. OC-48c
7. OC-192c
	IPv4/v6 over PLS

	5
(Optional)
	DSL Service
	xDSL access at 1.5 to 8 Mbps downlink, and 384 Kbps to 1.5 Mbps uplink
	Point-to-Point Protocol, IPv4/v6

	6 (Optional)
	FTTP
	10 to 300 Mbps
	Point-to-Point Protocol, IPv4/v6

	7 (Optional)
	Wireless Access
	1. LTE
2. Satellite
	Point-to-Point Protocol, IPv4/v6


Performance Metrics
The performance levels and AQL of KPIs for IPS are mandatory unless marked optional.
	KPI
	Service Level
	Performance Standard 
(Threshold)
	AQL
	How Measured

	Av(Port) 
	Routine
	99.95%
	 99.95%
	See Note 1 

	
	Critical
	99.995%
	 99.995%
	

	Latency (CONUS)
	Routine
	60 ms
	 60 ms
	See Note 2 

	
	Critical
	50 ms
	 50 ms
	

	GOS(Data Delivery Rate)
	Routine
	99.9%
	 99.9%
	See Note 3 

	
	Critical
	99.99%
	 99.99%
	

	Time to Restore
	Without Dispatch
	4 hours
	≤ 4 hours
	See Note 4 

	
	With Dispatch
	8 hours
	≤ 8 hours
	


Notes:
1. Port availability is measured end-to-end and calculated as a percentage of the total reporting interval time that the port is operationally available to the agency. Availability is computed by the standard formula:
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For critical user type, the contractor would provide essentially 100% uptime for customer’s Internet connection with high availability equipment, redundancy, automatic restoration, and reconfiguration.
2. Latency is the backbone delay experienced across the EIS network. It is the average time for IP packets to travel over the EDIS core network. The Backbone Latency metric does not apply for DSL, Cable High Speed, Wireless, and Satellite access methods. The Internet Control Message Protocol (ICMP) test can be used to calculate packet delivery and latency. The ICMP test consists of sending, every five minutes, a series of five test packets between EIS core service aggregation points (i.e., POPs). The test results are analyzed to determine packet loss vs. successful delivery and speed of delivery. Relevant standards: RFC 1242 and RFC 2285.
3. Network packet delivery is a measure of IP packets successfully sent and received over the EIS core network. The data delivery rate can be measured with the ICMP test (Data Delivery Rate %) = (100 - Packet Loss %).
4. See Section G.8.2.1.2 for the definitions and measurement guidelines.
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Colocated Hosting Center Services
There may be requirements for the contractor to provide facilities for a data center that will be populated by GFP, such as servers, routers and load balancers.
[bookmark: _Toc424648321]Functional Definition
Colocated Hosting Center Services shall provide a secure location with cage and racks and include site surveillance. This service also provides external traffic access as required; Internet and other dedicated connection (e.g., PLS and ETS) speeds, space requirements, maintenance support and operational support will be specified in TOs.
The contractor shall provide the Government and its representatives with 24x7 access to leased space and GFP in the co-location facility. The co-location facility shall support the following capabilities:
1. The co-location facility shall include redundant and high-availability power to GFP.
2. Redundant Uninterruptible Power Supplies (UPS) shall be supported. UPS systems shall receive power both from commercial power feeders and on-site generators.
3. A Very Early Smoke Detection Apparatus (VESDA) system shall be provided for fire detection. 
4. A fire suppression system shall be provided; acceptable systems include (but are not limited to) multi-zone, pre-action, dry pipe systems.
5. Redundant cooling systems shall be provided in all co-location facilities. 
C.0.1.1 [bookmark: _Toc424648322]Standards
The service shall comply with the following standards:
1. NIST SP800-53 Rev 4, Security and Privacy Controls for Federal Information Systems and Organizations.
2. ICD 705, 26 May 2010, Sensitive Compartmented Information Facilities (as required).
The contractor may propose alternatives at no additional cost to the government that meet or exceed required technical capabilities and standards.
C.0.1.2 [bookmark: _Toc424648323]Connectivity
Colocated Hosting Center Services shall provide external connectivity as required.
[bookmark: _Toc417365676][bookmark: _Toc424648324]Technical Capabilities
The EINSTEIN Enclave service requires the following minimum, mandatory capabilities:
1. At the contractor’s facility, the contractor shall be responsible for the following, as required:
a) Assuming responsibility for all damage or injury to persons or property occasioned through the use, maintenance, management, and operation of the offeror’s facilities, GFP, or other equipment by, or by the action of, the offeror or offeror’s employees and agents. The Government shall in no event be liable or responsible for damage or injury to any person or property occasioned through the use, maintenance, management, or operation of any facility, GFP, or other equipment by, or by the action of, the offeror or the offeror’s employees and agents in performing under this contract, and the Government shall be indemnified against claims for damage or injury in such cases.
b) Completing any necessary pre-delivery preparations for the delivery site, site security, or storage facilities to temporarily or permanently accommodate the GFP in a safe and secure manner.
c) Relocating GFP from initial receiving points or temporary storage facilities to the final offeror facility and installation site.
d) Preparing the final installation site including the provisioning of necessary physical space, environmental systems, and network connectivity, including but not limited to: internetworking connections, fire suppression, HVAC, power, lighting, water, sewer, telephone and communications, physical security systems, network security systems, disaster resistance and recovery systems, cages, racks, and UPS, emergency power systems, all on a 24x7 basis, unless otherwise mutually agreed upon and specified.
e) Facilitating GFP setup, including assembling, loading, configuring, testing, and (at end of life) crating and packing GFP for return. Determinations of inter-compatibility and inter-operability shall be conducted by the offeror as soon as practical after delivery and setup.
f) Providing contractor personnel with all required national citizenship, security clearances, training, and technical certifications to receive, use, maintain, manage, operate, package, transport, or ship sensitive and secure GFP.
2. Authorized Government personnel and third-parties shall have access to GFP at specified times, in specified locations, as mutually agreed upon between the Government and the contractor. Government personnel shall conform to the offeror’s Acceptable Use Policy (AUP) in effect at the specified offeror facility, except where the AUP conflicts with Government policy, or other Government executive orders, regulations or laws.
3. The offeror shall provide a service management capability such that user can remotely monitor facility and equipment status in real-time.
4. The service management capability shall present alarms to the user in real-time for facility and communication failures.
5. The service management capability shall continuously update and present to the user the status of power for each rack, cooling, environment temperature, entry/exit logs, smoke detection, and connectivity.
[bookmark: _Toc424648325]Features
The contractor may be required to provide Colocated Hosting Center Services in an Intelligence Community Directive (ICD) 705 Sensitive Compartmented Information Facility (SCIF). The size and other characteristics of a SCIF will be provided in the TO.
Performance Metrics
	KPI
	Service Level
	Performance Standard
(Threshold) 
	AQL
	How Measured

	Internet Availability
	Critical
	99.99%
	≥ 99.99% 
	See Note 1

	Time To Restore
	Without Dispatch
	4 hours
	≤ 4 hours 
	See Note 2 


Notes:
1. Availability is measured and calculated as a percentage of the total reporting interval time that CCS is operationally available to the agency. Availability is computed by the standard formula:
[image: ]
2. See Section G.8.2.1.2 for the definitions and measurement guidelines.
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Wireless Services
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Managed Services
[bookmark: _Toc391302479][bookmark: _Ref405031616][bookmark: _Ref410741942][bookmark: _Toc424648341]Managed Network Service
[bookmark: _Ref405133001]Service Description
Features
The contractor shall provide the following features:
1. GFP Maintenance: The contractor shall maintain and repair GFP.
1. Agency-Specific Network Operations Center (NOC) and Security Operations Center (SOC): The contractor shall provide agency-specific help desk services and shared or dedicated NOCs and SOCs to meet agency requirements.
1. Network Testing: The contractor shall support agency-specific development services which address the agency‘s potential need to test equipment, software and applications on the contractor’s network prior to purchase and deployment. This shall cover voice, data, and video technologies including but not be limited to IP VPN and voice services. Testing shall be performed at the agency’s discretion and structured in collaboration with the contractor. 
1. Traffic Aggregation Service (DHS Only): The contractor shall establish and maintain secure facilities ("DHS EINSTEIN Enclaves") where DHS furnished equipment can be deployed, provide network connectivity from the DHS EINSTEIN Enclave to the DHS data centers, and route all traffic subject to National Policy requirements described in Section C.1.8.8 through (i.e., deliver to and receive from) a DHS EINSTEN Enclave for processing by the latest generation of EINSTEIN capabilities. Once traffic is received at the EINSTEIN Enclave and processed, it is sent back to the contractor for delivery to its destination. The contractor shall assume responsibility to maintain and repair the traffic aggregation service including associated commercial security services and all communications links, and the contractor shall provide engineering support to integrate the DHS GFP sensor equipment, Data Center and communications infrastructure into the contractor’s services. The contractor shall assist DHS in the maintenance and repair of the sensor system to the extent of receiving phone calls or emails requesting ”Smart-Hands” service of DHS supplied equipment.
Managed Network Services shall support the UNIs for all underlying EIS access and transport services implemented using MNS, as required.

[bookmark: _Toc424648342]Web Conferencing Service
[bookmark: _Toc424648343]Unified Communications Service
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The requirements for government department and agency cybersecurity are evolving to incorporate advanced methods of aggregating and segregating inbound and outbound Internet traffic, Intrusion Detection, Intrusion Prevention, anti-virus and other services as supported by evolving commercially provided cyber-protection capabilities. Existing requirements are stated in this Section and will be updated according to DHS reference standards and OMB instructions in place at the time the RFP is issued.
The Managed Trusted Internet Protocol Service (MTIPS) allows agencies to physically and logically connect to the public Internet or other external connections, as required by the agency, in full compliance with the Office of Management and Budget’s (OMB) Trusted Internet Connections (TIC) initiative (M-08-05), announced in November 2007 and subsequent modification to TIC 2.0, issued by the Department of Homeland Security (DHS), in March 24, 2011. MTIPS facilitates the reduction of the number of Internet connections in government networks and provides standard security services to all government users.
MTIPS solutions offered by the contractors have been and shall be subject to periodic DHS Cybersecurity Compliance Validation (CCV) formerly known as TIC Compliance Validation (TCV). The Department of Homeland Security (DHS) is responsible for the “Compliance and Assurance Program (CAP)”. The CAP employs a collaborative approach and measures, monitors and validates the implementation of cross-government initiatives and assesses cyber risks. Under CAP, MTIPS subscriber Agencies shall complete an annual Cybersecurity Compliance Validation (CCV) self-assessment and DHS will conduct an on-site CCV every three years. The MTIPS contractors shall participate in an annual DHS led CCV assessment.
MTIPS is comprised of the network infrastructure to transport IP traffic between the agency Enterprise WAN and the TIC Portal; together they create an agency TIC Trusted Domain (DMZ) for IP traffic. In today’s environment, the agency perimeter boundary is dynamic and morphing to include virtual instances.
MTIPS enables the government to react more effectively to cyber security attacks thus reducing malicious penetrations and theft of critical data. Exchange of information through the TIC Portal is closely monitored by an integral MTIPS Security Operations Center (SOC) to protect agency IP traffic.
The MTIPS provided transport shall serve as a “collection” network for TIC physical or virtual Portal connectivity insulating an agency’s internal network from the Internet and other external networks.
The TIC Portal shall function as an OMB approved Multi-Service Trusted Internet Connection Access Provider (TICAP) capable of hosting multiple agencies and able to manage and correlate multiple independent traffic streams for each subscribing agency. The TIC Portal shall provide physical and virtual security services to multiple government clients, but allow for specific controls based on agency coordination, when necessary.
Each contractor shall build at a minimum two (2) TIC Domestic Portals that maintain physical diversity from the TIC Portals to their servicing Internet Exchange Point. The contractor shall provide management staff at each TIC Portal.
The contractor shall provide virtual TIC capabilities upon request for agencies with resources hosted outside their physical boundaries.
Functional Definition
The MTIPS generic functional model consists of the following set of functions and sub functions:
1. TIC Portal (TIC Access Points):
1. Access to External Networks including the Internet.
1. Routing of traffic through EINSTEIN Enclave.
1. Security Operations Center (SOC).
2. Transport Collection and Distribution (MTIPS Transport).
The traffic collection and distribution supports the transport of government-only IP traffic between agency Enterprise network and TIC Portals utilizing the secure functionality of the SOC. The TIC Portal SOC monitoring and management systems shall be dedicated to the management and monitoring of the subscribing agencies hosted by the contractor’s portal and shall be isolated from commercial customers.
The MTIPS Context Architecture is defined in Figure C.2.8.4.1.1.1 below. The TIC Portal Security Operations Center Architecture is defined in Figure C.2.8.4.1.1.2.
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Standards
MTIPS shall comply with the following standards:
1. The contractor shall comply with current and future regulations, policies, requirements, standards, and guidelines for Federal U.S. Government technology and cyber security (e.g., the TIC Reference Architecture document) and within 90 days develop a plan for adoption. The contractor shall submit the plan to the CO within 90 days of issuance of new TIC capabilities or policy changes.
2. The contractor shall comply with new document versions, amendments, and modifications. Those most notable include minimum expectations for MTIPS specified security services identified.
Connectivity
The MTIPS contractor shall connect and interoperate with:
1. The Public Internet.
2. EINSTEIN Enclave.
3. Global Response Loop to US-CERT with a cross-agency view and allows for coordination across TIC Portals.
4. Rapid Response Loop from DHS to agency communications for the dissemination of threats/events to/from the agency.
5. Other Agency IP Networks (External or Internal Connections).
Technical Capabilities
TIC Portal Capabilities
The following TIC Portal capabilities are mandatory, unless marked optional:
1. TIC Portal Access to External Networks including the Internet – To ensure that agencies are able to exchange traffic with the Internet and external networks at all times the TIC Portal shall comply with the following requirements when establishing interconnecting relationships:
1. The TIC Portals shall connect to the Internet via Tier 1 Internet Service Providers (ISPs). 
1. The contractor shall budget enough interconnection bandwidth to accommodate increasing agency’s demands.
1. Alternate and diverse Routing – The contractor’s TIC Portal shall provide multiple, physically diverse connectivity to interconnection points. The contractor shall consider single and multiple failure scenarios in the development of the technical architecture to demonstrate that KPIs and SLAs required in this document are met.
1. Inter-carrier Routing Requirements – The ISPs and external networks converging to a portal shall run BGP (eBGP, BGP4, etc.) or one of the options for inter-AS connectivity as specified by the IETF.
1. Support to Internet Protocol version 6 (IPv6) – The contractor shall also transport both IPv4 and IPv6 (i.e. dual-stack) between external connections, including the Internet, and agency’s internal networks.
1. EINSTEIN Protection – The EINSTEIN Enclave includes the EINSTEIN devices providing customized threat mitigation, analytic, and network flow capabilities. The enclave in its entirety is provided by the government through separate means. At each TIC Portal the contractor is responsible for routing traffic meeting the conditions of “external traffic” as defined in vTIC 2.0  through an EINSTEIN Enclave.
1. TIC Portal Security Operations Center (SOC) – The TIC Portal SOC is the set of tools, appliances and processes that collect, reduce, normalize, correlate, fuse, and manage event data from a variety of devices that support the MTIPS operations. For the SOC, these devices include firewalls, Network Intrusion Detection Devices (NIDS), Host-based IDS (HIDS), and other platforms that may collect TIC Portal-relevant event data. The SOC tools also provide reports customized to agency’s requirements but as a minimum shall support TIC Portal authorities / analysts by identifying security events of interest that may be negatively affecting the TIC Portal environment. The subscribing agency’s security authorities / analysts then will be empowered to react and trigger appropriate control mechanisms, thus creating a Rapid Response Loop. The primary goal of the SOC is to provide analysis/correlation and management structure to mitigate the threat presented by external attacks. Provide trained, qualified, and cleared staff (U.S. citizens) to support security functions 24x7x365. The SOC shall be staffed with at least two (2) people with appropriate credentials to manage technical aspects of the network attacks. The contractor shall comply with DHS-published TIC 2.0.
1. ICD 705 Sensitive Compartmented Information Facility (SCIF) – The contractor shall provide controlled space which may be collocated with the SOC but logically outside the security boundary, office space of at least 10 ft x 10 ft, and two qualified people (or more than two depending on the number of portals offered by the contractor) with TOP SECRET/SCI clearance shall be available to respond within 2 hours of the notification.
1. Content Filtering/Inspection of Encrypted Traffic with documented procedures.
1. Asymmetric Routing – The MTIPS portal stateful inspection devices shall correctly process traffic returning through asymmetric routes to a different MTIPS stateful inspection device; or shall document how return traffic is always forced to return to the originating MTIPS portal stateful inspection device.
1. Federal Video Relay Service (FedVRS) Support – The MTIPS portal shall support Federal Video Relay Service (FedVRS) for the Deaf (www.gsa.gov/fedrelay) network connections, including but not limited to devices implementing stateful packet filters.
1. E-Mail Forgery Protection – Domain-level sender forgery analysis equivalent to Domain Keys Identified Mail or Sender Policy Framework standards.
1. The contractor shall optionally support signing procedures for outgoing email messages to ensure that they have been digitally signed at the Domain Level (for example Domain Keys Identified Mail).
1. Domain Name System (DNS) and DNS Security Extensions (DNSSEC) – The MTIPS portals shall be equipped with resolving/recursive (also known as caching) name servers to properly filter DNS queries, and to perform validation of DNS Security Extensions (DNSSEC) signed domains for MTIPS subscribers. (Reference: NIST SP 800-81 Revision 1)
1. Uninterrupted Operations – The MTIPS portals shall be equipped for uninterrupted operations for at least 24 hours in the event of a power outage.
1. Internet Protocol Version 6 (IPv6) – The contractor shall ensure that all TIC systems and components of the TIC portals support both IPv4 and IPv6 protocols in accordance with OMB Memorandum M-05-22, and the “IPv6 Transition Guidance” issued by the Federal CIO Council, Architecture and Infrastructure Committee.”
1. Data Loss/Leak Prevention – The contractor shall support Data Loss (Leak) Prevention (DLP) program.
MTIPS Transport Collection and Distribution Capabilities
The following MTIPS Transport Collection and Distribution Capabilities are mandatory unless marked optional:
1. The contractor shall allow agency’s Internet bound traffic to reach the Internet via one of the two TIC Portals.
1. An agency Trusted Domain (DMZ) shall be created by the contractor to ensure that agency’s traffic is protected and physically isolated when transported to the portal and the public Internet. The DMZ includes the access portion of the service as well as the MTIPS transport. The contractor shall ensure that the traffic is not sniffable and ports cannot be spoofed.
1. Inter-agency traffic shall be routed through and inspected by the TIC Portal if the connection is classified as an external connection.
Features
1. Encrypted Traffic:  The TIC Portal shall monitor, scan and filter the incoming and outgoing encrypted traffic traversing MTIPS (e.g., email, authorized / known bad mail, FTP and web traffic) which is proxied / non-proxied based on URL or IP address. The TIC portal shall analyze all encrypted traffic for suspicious patterns that might indicate malicious activity and shall keep logs of at least the source, destination and size of the encrypted connections for further analysis.
1. Agency Security Policy Enforcement:  The contractor shall adhere to and support the subscribing agency’s security policy to ensure security regulations compliance. The contractor shall support agency’s operational models and specific security rules. These shall be negotiated between the agency and the contractor. The contractor shall support adjustments to the agency’s security strategy based on threats identified by the TIC Portal SOC. For example, adjustments to the security policy could be made by the agency’s authorities after the SOC identifies changing trends in intrusion behavior.
1. Forensic Analysis:  The contractor shall support full, real-time, header and payload, raw packet capture of selected agency’s traffic flows and shall support subsequent forensic traffic analysis of cyber incidents as required by the agency (administrative, legal, audit or other operational purposes). The agency will identify technical requirements such as, but not limited to traffic of interest (relevant traffic to capture). The agency will require support to engineering parameters applied to the traffic capture such as, but not limited to packet capture rate and data retention period (e.g., 5% of the agency’s traffic traversing the TIC Portal for a period of 60 days).
1. Custom Reports:  The contractor shall provide reports as required by the subscribing agency, including ad-hoc reports.
1. Agency NOC/SOC Console:  The contractor shall provide additional features and functions customized to agency’s specifications not covered by the Web portal included in the basic service.
1. Custom Security Assessment and Authorization Support [formerly known as Certification & Accreditation (C&A)]:  Agencies opting for security controls more stringent than the NIST High-Impact Baseline will negotiate agency-unique requirements directly with the contractor.
1. External Network Connection:  The contractor shall enable the agency to connect to external IP networks at their physical locations. The traffic exchanged shall be IP traffic only and compliant to TIC portal’s interconnecting requirements. The TIC portal shall support dedicated external connections to external partners (e.g., non-TIC federal agencies, externally connected networks at business partners, state/local governments) with a documented mission requirement and approval. This includes, but not limited to, permanent VPN over external connections, including the Internet, and dedicated private line connections to other external networks. The following baseline capabilities shall be supported for external dedicated VPN and private connections implemented using EIS transport services, i.e. private lines or other dedicated connections SONETS, E-LINE, VPNS, etc. at the TIC portal:
1. The connection shall terminate at an appropriate point so that traffic can be routed through the EINSTEIN Enclave to allow traffic to/from the external connections to be inspected. The EINSTEIN Enclave and the security stack at the portals are the public-facing side of the TIC Zone. The incoming traffic from the external network shall be inspected within the EINSTEIN Enclave and the security stack before reaching the internal network.
1. The connection shall terminate in front of the full suite of TIC sensors/capabilities to allow traffic to/from external connections to be inspected.
1. When connecting over the public networks including the Internet, the VPN connections shall be encrypted, compliant to NIST FIPS 140-2.
1. Connections terminated prior to routing through the EINSTEIN Enclave may use split tunneling. If required by the agency, the MTIPS contractor shall configure telecommunications service priority (TSP) for external connections, including to the Internet, to provide for priority restoration of telecommunication services.
1. The External Network Connection Feature is subject to performance measures established by EIS depending on the transport service selected for connectivity and included in Sections C and Section J.
1. Encrypted DMZ:  The contractor shall support encryption, FIPS 140-2 compliant, from the agency’s SDP at the edge of the agency’s WAN to the MTIPS Portal. The contractor shall provide encryption devices and shall manage the devices.
1. Remote Access:  The MTIPS portal shall support remote access for teleworkers connecting from home or satellite offices and mobile, on-the-go workers. Teleworkers and mobile workers are subscriber agency’s authorized staff who connect via ad-hoc Virtual Private Networks (VPNs) through external connections, including the Internet. For permanent VPN connections for branch offices or business partners use Feature 7 or 10 as appropriate. In addition to supporting the requirements of OMB M-06-16, “Protection of Sensitive Agency Information," the following baseline capabilities shall be supported for telework/remote access at the MTIPS portal:
1. The VPN connection shall terminate at an appropriate point prior to routing through the EINSTEIN Enclave and the full suite of TIC sensors/capabilities so that all outbound traffic to/from the VPN users to external connections, including the Internet, can be inspected within the EINSTEIN Enclave and the MTIPS portal security devices. In the case of outgoing traffic from the VPN users, the “Remote Access Enclave” shall connect to the aggregation devices located at the MTIPS transport interface before connecting to the portal’s security stack and the EINSTEIN Enclave so that the outgoing traffic from the remote user/teleworker/mobile worker be inspected prior to reaching the Public Internet. 
1. The VPN connection shall terminate in front of MTIPS-managed security controls including, but not limited to, a firewall and IDPS to allow traffic to/from remote access users to internal networks to be inspected.
1. All VPN connections shall be NIST FIPS 140-2 compliant.
1. The telework VPNS shall not be capable of split tunneling (see NIST SP 800-46 Rev1). Any VPN connection that allows split tunneling is considered an external connection, and terminates in front of the EINSTEIN Enclave.
1. The contractor shall use multi-factor authentication (see NIST SP 800-46 Rev1).
1. VPN concentrators and Virtual-Desktop/Application Gateways (Remote Access Enclave) shall use hardened appliances and shall be maintained in a separate network security boundary depending on the contractor’s implementation.
1. Should telework/mobile worker remote clients use GFP, the VPN connection may use access at the IP network-level and access through specific Virtual Desktops/Application Gateways.
1. If telework/mobile worker remote clients use non-GFP, the VPN connection shall only use access through specific Virtual Desktops/Application Gateways.
1. Implementation requirements:
i. The contractor shall support SSL and/or IPSec VPNs to connect to the MTIPS portals. The contractor shall provide the end device client (agent) if required by the agency. 
ii. The contractor shall support VPN Encryption Algorithm compliant to FIPS 140-2, i.e., 128-bit AES. 
iii. Multi-factor authentication services shall be supported, they include passwords and Cryptographic Tokens or PIVs
iv. At the portal, the contractor shall build a separate DMZ (Remote Access Enclave) for Remote Access services to secure VPN concentrators and the rest of the infrastructure required to provide the service, e.g., Application Gateways, Virtualized Infrastructure, etc.
The contractor shall also support customized remote access implementations for teleworkers and mobile workers to meet agency-specific requirements.
1. Extranet Connections: The TIC portal shall support dedicated extranet connections to internal partners (e.g., TIC federal agencies, closed networks at business partners, state/local governments) with a documented mission requirement and approval. This includes, but not limited to, permanent VPN over external connections, including the Internet, and dedicated connections to other internal networks provided by EIS transport services. The following baseline capabilities shall be supported for extranet dedicated VPN and private line connections at the TIC Portal:
1. The connection shall terminate at an appropriate point before routing through the EINSTEIN Enclave and the full suite of TIC sensors/capabilities so that all outbound traffic to/from the extranet connections to external connections, including the Internet, is inspected within the EINSTEIN Enclave.
1. The connection shall terminate in front of the MTIPS-managed security controls including, but not limited to, a firewall and IDPS to allow traffic to/from extranet connections to internal networks, including other extranet connections, to be inspected.
1. VPN connections over shared public networks, including the Internet shall be NIST FIPS 140-2 compliant.
1. Split tunneling shall not be allowed. Any VPN connection that allows split tunneling is considered an external connection, and must terminate prior to routing through the EINSTEIN Enclave.
1. Implementation requirements:
i. IPSec VPN from the fixed remote location (business partners, remote agency’s sites, other agencies’ sites, etc.) to the MTIPS portals.
ii. Multi-Factor Authentication: Passwords, Cryptographic Tokens or PIV shall be supported.
2. The contractor shall also support customized remote access implementations for extranet connections to meet agency-specific requirements.
Inventory/Mapping Service: The agency may request from the MTIPS contractor to keep an inventory or a complete map of all networks connected to the MTIPS portal. The MTIPS contractor shall maintain a complete map, or other inventory, of all subscriber agencies’ networks connected to the TIC access portal. The MTIPS contractor validates the inventory through the use of network mapping devices. Static translation tables and appropriate points of contact shall be provided to US-CERT on a quarterly basis, to allow in-depth incident analysis.
Interfaces
The contractor shall support the UNIs at the SDP to connect to MTIPS Transport POP, as follows:
1. SONET Access as defined in Section C.2.9.1.4.
1. Ethernet Access as defined in Section C.2.9.1.4.
Performance Metrics
The performance levels and AQL of KPIs for MTIPS in Sections C.2.8.4.4.1 through C.2.8.4.4.2 are mandatory unless marked optional.
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	KPI
	User Type
	Performance Standard (Level/Threshold)
	AQL
	How Measured

	Av(TIC Portal)
	Routine
Critical
	99.5%
	≥ 99.5%
	See Note 1

	Grade of Service
(Failover Time)
	Routine
	1 minute
	≤ 1 minute
	See Note 2

	Grade of Service (Monitoring and Correlation
	Routine
	Real Time
	≤ 4 hours 90% of the time
	See Note 3

	
	Critical
	Real Time
	≤ 4 hours 99.9% of the time
	

	Grade of Service (Configuration/ Rule Change)
	Routine
	Within 5 hours for a Normal priority change
	≤ 5 hours
	See Note 4

	
	
	Within 2 hours for a Urgent priority change
	≤ 2 hours
	

	EN (Firewall Security Event Notification)
	Routine
	Within 24 hours of a Low category event
	≤ 24 hours
	See Note 5

	
	
	Within 4 hours of a Medium category event
	≤ 4 hours
	

	
	
	Within 30 minutes of a High category event
	≤ 30 minutes
	

	EN (Intrusion Detection/ Prevention Security Event Notification)
	Routine
	Within 24 hours of a Low category event
	≤ 24 hours
	See Note 5

	
	
	Within 10 minutes of a High category event 
	≤ 10 minutes
	

	Grade of Service (Virus Protection Updates and Bug Fixes)
	Routine
	Normal Priority Update 24 hours
	≤ 24 hours
	See Note 6

	
	
	Urgent Priority Update 2 hours
	≤ 2 hours
	


Notes:
1. The TIC Portal availability is calculated as a percentage of the total reporting interval time that all the TIC Portal components are operationally available to the agency. Availability is computed by the standard formula:
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2. Failover Time for the TIC Portal is the time that it takes to switch from one TIC Portal instance to another provided by the same contractor.
3. The GOS (Monitoring and Correlation) — The monitoring and correlation agents in the contractor’s SOC shall detect a security event within 4 hours of its initiation at (a) 90% AQL for Routine, and (b) 99.9% AQL for Critical service levels. The monitoring and correlation systems shall provide real time fusion.
4. The GOS (Configuration/Rule Change) value represents the elapsed time between the configuration/change request and the change completion. The value is measured by logs/reporting. Changes are initiated and prioritized by the agency, or may be implemented in response to an event. Changes initiated by the contractor require agency consent prior to implementation. Changes are categorized as Normal and Urgent (Emergency).
5. The Event Notification (EN) value represents the elapsed time between the detection of the event and the notification to the agency. Events are categorized as follows:
1. Low — Events in the Low category have a negligible impact on service. They include incidents that do not significantly affect network security, as well as minor hardware, software and configuration problems.
1. Medium — Events in the Medium category have a more serious impact on service, and may indicate a possible security breach, threat or attack attempt. They may also cause the service to operate in a degraded state.
1. High — Events in the High category represent violations that severely impact service and operations. They indicate a true compromise of network security. These events also include major hardware, software, and configuration problems, which should be immediately reported via email, or telephone, as specified by the agency.
6. The GOS (Virus Protection Updates and Bug Fixes) represents the time between the release of the virus protection updates and bug fixes (patches), and their deployment. This indicator ensures automatic and timely delivery of updates/bug fixes.
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	KPI
	User Type
	Performance Standard (Level/Threshold)
	(AQL
	How Measured

	Av(Port)
	Routine
	99.95%
	≥ 99.95%
	See Note 1

	
	Critical
	99.995%
	≥ 99.995%
	

	Latency (CONUS)
	Routine
	60 ms
	≤ 60 ms
	See Note 2

	
	Critical
	50 ms
	≤ 50 ms
	

	GOS (Data Delivery Rate)
	Routine
	99.95%
	≥ 99.95%
	See Note 3

	
	Critical
	99.995%
	≥ 99.995%
	

	Time to Restore
	Without dispatch
	4 hours
	≤ 4 hours
	

	
	With dispatch
	8 hours
	≤ 8 hours
	

	EN(Security Incident Reporting)
	Routine
	 Near real time
	≤ 30 min
	See Note 4


Notes:
1. Port availability is measured end-to-end and calculated as a percentage of the total reporting interval time that the port is operationally available to the agency. Availability is computed by the standard formula:
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For critical user type, the contractor would provide essentially 100% uptime for customer’s Internet connection with high availability equipment, redundancy, automatic restoration, and reconfiguration.
1. Latency is the average one-way time for IP packets to travel over the EIS core network. The Backbone Latency metric does not apply for DSL and Cable High Speed access methods.
1. Network packet delivery is a measure of IP packets successfully sent and received over the EIS core network.
1. Security incident reporting to DHS US-CERT must be performed in near real-time, congruent with NIST 800-61 Rev 1), not to exceed 30 minutes, from the time of detection.
MTIPS Security Requirements
The contractor shall ensure security requirements are met for the MTIPS as defined in the System Security Plan (see Section C.2.8.4.5.4), at a High impact level and shall support government security and authorization efforts. The contractor shall also support the government’s efforts to verify that these standards are being met.
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In providing services under this contract, the contractor shall be subject to all applicable federal and agency-specific IT security directives, standards, policies, and reporting requirements. The contractor shall comply with Federal Information Security Management Act (FISMA) associated guidance and directives to include Federal Information Processing Standards (FIPS), NIST Special Publication (SP) 800 series guidelines (available at: http://csrc.nist.gov/), GSA IT security directives, policies and guides, and other appropriate government-wide laws and regulations for protection and security of government IT. Compliance references shall include:
Federal Information Security Management Act (FISMA) of 2002; (44 U.S.C. Section 301. Information Security) available at: http://csrc.nist.gov/drivers/documents/FISMA-final.pdf.
Federal Information Security Modernization Act of 2014; (to amend Chapter 35 of 44 U.S.C.) available at: https://www.congress.gov/113/bills/s2521/BILLS-113s2521es.pdf.
· Clinger-Cohen Act of 1996 also known as the “Information Technology Management Reform Act of 1996,” available at: https://www.fismacenter.com/clinger%20cohen.pdf. 
· Privacy Act of 1974 (5 U.S.C. § 552a).
· Homeland Security Presidential Directive (HSPD-12), “Policy for a Common Identification Standard for Federal Employees and contractors,” August 27, 2004; available at: http://www.idmanagement.gov/.
· OMB Circular A-130, “Management of Federal Information Resources,” and Appendix III, “Security of Federal Automated Information Systems,” as amended; available at: http://www.whitehouse.gov/omb/circulars_a130_a130trans4/. 
· OMB Memorandum M-04-04, “E-Authentication Guidance for Federal Agencies.” (Available at: http://www.whitehouse.gov/omb/memoranda_2004).
· OMB Memorandum M-05-24, ”Implementation of Homeland Security Presidential Directive (HSPD) -12 – Policy for a Common Identification Standard for Federal Employees and Contractors.”
· OMB Memorandum M-11-11, ”Continued Implementation of Homeland Security Presidential Directive (HSPD) -12 – Policy for a Common Identification Standard for Federal Employees and Contractors.”
· OMB Memorandum M-14-03, “Enhancing the Security of Federal Information and Information Systems”.
· FIPS PUB 199, “Standards for Security Categorization of Federal Information and Information Systems.”
· FIPS PUB 200, “Minimum Security Requirements for Federal Information and Information Systems.”
· FIPS PUB 140-2, “Security Requirements for Cryptographic Modules.”
· NIST Special Publication 800-18 Revision 1, “Guide for Developing Security Plans for Federal Information Systems.”
· NIST Special Publication 800-30 Revision 1, “Guide for Conducting Risk Assessments.”
· NIST Special Publication 800-34 Revision 1, “Contingency Planning Guide for Federal Information Systems.”
· NIST SP 800-41, Revision 1, “Guidelines on Firewalls and Firewall Policy”. 
· NIST SP 800-37, Revision 1, “Guide for Applying the Risk Management Framework to Federal Information Systems: A Security Life Cycle Approach.”
· NIST Special Publication 800-47, “Security Guide for Interconnecting Information Technology Systems.”
· NIST Special Publication 800-53 Revision 4, “Security and Privacy Controls for Federal Information Systems and Organizations.”
· NIST Special Publication 800-53A, Revision 4, “Assessing Security and Privacy Controls in Federal Information Systems and Organizations: Building Effective Security Assessment Plans.”
· NIST SP 800-61 Revision 2, “Computer Security Incident Handling Guide.”
· NIST Special Publication 800-88 Revision 1, “Guidelines for Media Sanitization.”
· NIST Special Publication 800-128, “Guide for Security-Focused Configuration Management of Information Systems.”
NIST Special Publication 800-137, “Information Security Continuous Monitoring for Federal Information Systems and Organizations.”
NIST SP 800-160 “Systems Security Engineering”. Draft 
NIST Special Publication 800-161, “Supply Chain Risk Management Practices for Federal Information Systems and Organizations”. Draft
Committee on National Security Systems (CNSS) Policy No. 12, National Information Assurance Policy for Space Systems Used to Support National Security Missions.
Committee on National Security Systems Instruction 1253 (CNSSI No. 1253), Security Categorization and Control Selection for National Security Systems.

In addition to complying with the requirements identified in the government policies, directives and guides specified above, the contractor shall comply with the current GSA policies, directives and guides listed below (the current documents are referenced within the GSA IT Security Policy and are available upon request submitted to the GSA CO):
· GSA Information Technology (IT) Security Policy, CIO P 2100.1(I).
· GSA Order CIO P 2181.1 “GSA HSPD-12 Personal Identity Verification and Credentialing Handbook.”
· GSA Order CIO 2104.1, “GSA Information Technology (IT) General Rules of Behavior.”
· GSA Order CPO 1878.1, “GSA Privacy Act Program.”
· GSA IT Security Procedural Guide 01-01, “Identification and Authentication.”
· GSA IT Security Procedural Guide 01-02, “Incident Response.”
· GSA IT Security Procedural Guide 01-05, “Configuration Management.”
· GSA IT Security Procedural Guide 01-07, “Access Control.”
· GSA IT Security Procedural Guide 01-08, “Audit and Monitoring.”
· GSA IT Security Procedural Guide 04-26, “FISMA Implementation.”
· GSA IT Security Procedural Guide 05-29, “IT Security Training and Awareness Program.”
· GSA IT Security Procedural Guide 06-29, “Contingency Plan Testing.” 
· GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk.”
· GSA IT Security Procedural Guide 06-32, “Media Protection Guide.”
· GSA IT Security Procedural Guide 07-35, “Web Application Security Guide.”
· GSA IT Security Procedural Guide 08-39, “FY 2014 IT Security Program Management Implementation Plan.”
· GSA IT Security Procedural Guide 08-43, “Key Management Guide.”
· GSA IT Security Procedural Guide 10-50, “Maintenance Guide.”
· GSA IT Security Procedural Guide 11-51, “Conducting Penetration Test Exercise Guide.”
· GSA IT Security Procedural Guide 12-63, “GSA’s System and Information Integrity.”
· GSA IT Security Procedural Guide 12-64, “Physical and Environmental Protection.”
· GSA IT Security Procedural Guide 12-66, “Continuous Monitoring Program.”
· GSA IT Security Procedural Guide 12-67, “Securing Mobile Devices and Applications Guide.”
· GSA IT Security Procedural Guide 14-69, “SSL / TLS Implementation Guide.”
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FIPS 200, “Minimum Security Requirements for Federal Information and Information Systems,” is a mandatory federal standard that defines the minimum security requirements for federal information and information systems in eighteen security-related areas. Contractor systems supporting the government must meet the minimum security requirements through the use of the security controls in accordance with NIST Special Publication 800-53, Revision 4 (hereafter described as NIST 800-53) “Recommended Security Controls for Federal Information Systems.”
To comply with the federal standard, the government has determined the security category of the information and information system in accordance with FIPS 199, “Standards for Security Categorization of Federal Information and Information Systems,” to be established at the High Impact Level and baseline security controls must be established as identified in NIST 800-53 and other associated directives and guides identified and/or provided by GSA. All deliverables identified in this section are an attachment or appendix to the System Security Plan (SSP) (see Section C.2.8.4.5.4).
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The implementation of a new federal government IT system requires a formal approval process known as Security A&A. NIST Special Publication 800-37, Revision 1 (hereafter listed as NIST 800-37) and GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk”, provides guidance for performing the A&A process. The contractor’s system must have a valid Security A&A (approved by GSA) prior to being placed into operation and processing government information. Failure to obtain and maintain a valid Security A&A will be grounds for termination of the contract. The system must have a new Security A&A conducted (and approved by GSA) at least every three (3) years, or when there is a significant change that impacts the system’s security posture, or a system may qualify for ongoing security authorizations that are not time-limited (at the discretion of the Authorizing Official [AO]). All NIST 800-53 controls must be tested and assessed no less than every three (3) years unless otherwise determined by the AO.
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The contractor shall comply with all Security A&A requirements as mandated by federal laws, directives and policies, including making available any documentation, physical access, and logical access needed to support this requirement. The level of effort for the Security A&A is based on the System’s NIST FIPS Publication 199 categorization. At a minimum, the contractor shall create, maintain and update the following Security A&A documentation:
1. The SSP shall be completed in accordance with NIST Special Publication 800-18, Revision 1 (hereafter listed as NIST SP 800-18) and other relevant guidelines. The SSP shall also include, at a minimum, the following appendices consisting of required policies and procedures across 18 control families mandated per FIPS 200. The SSP for the information system shall initially be completed and submitted within 30 days of the NTP to include annual updates.
1. The contractor shall develop and maintain a Security Assessment Boundary and Scope Document (BSD) as identified in NIST 800-37. This document will be used to determine the actual security assessment boundary. The set of information resources allocated to an information system defines the boundary for that system. These resources support the same mission/business objectives or functions. Generally the set of information resources is located within the same operating environment; however, distributed systems can reside in various locations with similar operating environments. Establishing and/or changing information system security boundaries is a cooperative effort between the federal government and the industry partner(s). Key stakeholders within the federal government and its counterparts within the industry partner(s) include but are not limited to the following: Information System Owner, Chief Information Security Officer, Authorizing Official, and Information Systems Security Manager/Officer. A template will be provided upon request submitted to the GSA CO. The BSD for the information system shall intially be completed and submitted within 15 days of the NTP to include annual updates..
2. The contractor shall develop and maintain Interconnection Security Agreements (ISA) in accordance with NIST Special Publication 800-47. The contractor shall provide any ISAs for the information system with the initial Security A&A package to include annual updates. 
3. The contractor shall develop and maintain a GSA NIST 800-53 R4 Control Tailoring Workbook as identified in GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk”. A template is included in Section J.8. Column E of the workbook titled “contractor Implemented Settings” shall document all contractor-implemented settings that are different from GSA-defined settings, and where GSA-defined settings allow a contractor to deviate. The contractor shall provide a Control Tailoring Workbook for the information system with the initial Security A&A package to include annual updates.
4. The contractor shall develop and maintain a GSA NIST 800-53 R4 Control Summary Table for a High Impact Baseline as identified in GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk.” A template is provided in Section J.8. The contractor shall provide a GSA NIST 800-53 R4 Control Summary Table for the information system with the initial Security A&A package to include annual updates.
5. The contractor shall develop and maintain a Rules of Behavior (RoB) for information system users as identified in GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk” and GSA Order CIO 2104.1, “GSA IT General Rules of Behavior”. The contractor shall provide an RoB for the information system with the initial Security A&A package to include annual updates.
6. The contractor shall develop and maintain a System Inventory that includes hardware, software and related information as identified in GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk”. The contractor shall provide a System Inventory for the information system with the initial Security A&A package to include annual updates.
7. The contractor shall develop and maintain a Contingency Plan (CP) including Disaster Recovery Plan (DRP) and Business Impact Assessment (BIA) completed in agreement with NIST Special Publication 800-34. The contractor shall provide a CP for the information system with the initial Security A&A package to include annual updates.
8. The contractor shall develop and maintain a Contingency Plan Test Plan (CPTP) completed in agreement with GSA IT Security Procedural Guide 06-29, “Contingency Plan Testing.” The contractor shall provide an CPTP for the information system with the initial Security A&A package to include annual updates.
9. The contractor shall test the CP and document the results in a Contigency Plan Test Report (CPTR), in agreement with GSA IT Security Procedural Guide 06-29, “Contingency Plan Testing.” The contractor shall provide a CPTR for the information system with the initial Security A&A package to include annual updates.
10. The contractor shall perform a Privacy Impact Assessment (PIA) completed as identified in GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk”. The contractor shall provide a PIA for the information system with the initial Security A&A package to include annual updates.
11. The contractor shall develop and maintain a Configuration Management Plan CMP) (Reference: NIST 800-53 control CM-9; NIST SP 800-128; GSA CIO-IT Security 01-05). The contractor shall provide a CMP for the information system with the initial Security A&A package to include annual updates.
12. The contractor shall develop and maintain a System(s) Baseline Configuration Standard Document (Reference: NIST 800-53 control CM-2; NIST SP 800-128; GSA CIO-IT Security 01-05). The contractor shall provide a well defined, documented, and up-to-date specification to which the information system is built.
13. The contractor shall develop and maintain System Configuration Settings (Reference: NIST 800-53 control CM-6; NIST SP 800-128; GSA CIO-IT Security 01-05). The contractor shall establish and document mandatory configuration settings for information technology products employed within the information system that reflect the most restrictive mode consistent with operational requirements. Configuration settings are the configurable security-related parameters of information technology products that compose the information system. Systems shall be configured in accordance with GSA technical, NIST guidelines, CIS guidelines (Level 1), or industry best practice guidelines in hardening systems, as deemed appropriate by the AO. System configuration settings will be updated or reviewed on an annual basis.
14. The contractor shall develop and maintain an Incident Response Plan (IRP) (Reference: NIST 800-53 control IR-8; NIST SP 800-61; GSA CIO-IT Security 01-02 “Incident Response”). The contractor shall provide an IRP for the information system with the initial Security A&A package to include annual updates.
15. The contractor shall test the IRP and document the results in an Incident Response Test Report (IRTR) (Reference: NIST 800-53 control IR-8; NIST SP 800-61; GSA CIO-IT Security 01-02 “Incident Response”). The contractor shall provide an IRTR for the information system with the initial Security A&A package to include annual updates.
16. The contractor shall develop and maintain a Supply Chain Risk Management (SCRM) Plan. The contractor shall develop a SCRM Plan to reduce supply chain risks to performance and security if the contractor’s MTIPS throughout the contractor’s Muli-Agency TICAPs olution life cycle. The contractor shall provide an SCRM Plan for the information system with their proposal to include annual updates.
17. Maintenance of the security authorization to operate will be through continuous monitoring of security controls of the contractor’s system and its environment of operation to determine if the security controls in the information system continue to be effective over time and as changes occur in the system and environment. The contractor shall develop and maintain a Continuous Monitoring Plan to document how continuous monitoring of information system will be accomplished. Through continuous monitoring, security controls and supporting deliverables shall be updated and submitted to GSA per the schedules below. The submitted deliverables provide a current understanding of the security state and risk posture of the information systems. They allow GSA authorizing officials to make credible risk-based decisions regarding the continued operations of the information systems and initiate appropriate responses as needed when changes occur.
18. The contractor shall develop and maintain a Plan of Action and Milestones completed in agreement with GSA IT Security Procedural Guide 09-44, “Plan of Action and Milestones (POA&M).” The applicable NIST SP 800-53 R4 is Control CA-5. The contractor shall provide a POA&M for the information system as part of the initial Security A&A package followed by quarterly updates after receipt of the ATO.
19. All FIPS 199 Low, Moderate and High impact information systems must complete an independent internal and external penetration test and provide an Independent Penetration Test Report documenting the results of vulnerability analysis and exploitability of identified vulnerabilities on an annual basis in accordance with GSA CIO-IT Security Guide 11-51. GSA will provide for the scheduling and performance of these penetration tests. All penetration test exercises must be coordinated through the GSA Office of the Senior Agency Information Security Officer (OSAISO) at itsecurity@gsa.gov per the GSA IT Security. Applicable NIST SP 800-53 R4 Controls are CA-7 and RA-5. 
20. All FIPS 199 Low, Moderate, and High impact information systems must conduct code analysis reviews in accordance with GSA CIO Security Procedural Guide 12-66 using the appropriate automated tools (e.g., Fortify, Veracode, etc.) to examine for common flaws, and document results in a Code Review Report to be submitted prior to placing system into production, when there are changes to code and on an annual basis. Applicable NIST SP 800-53, R4 Control is SA-11. References: GSA CIO Security Procedural Guides 06-30, “Managing Enterprise Risk” and GSA CIO Security Procedural Guide 12-66, “Continuous Monitoring Program”. 
21. The government is responsible for providing the Security/Risk Assessment and Penetration Tests. The contractor shall allow GSA employees (or GSA designated third party contractors) to conduct Security A&A activities to include control reviews in accordance with NIST 800-53/NIST 800-53A and GSA IT Security Procedural Guide 06-30, “Managing Enterprise Risk”. Review activities include but are not limited to operating system vulnerability scanning, web application scanning, and database scanning of applicable systems that support the processing, transportation, storage, or security of government information. This includes the general support system infrastructure. All scans must be performed as an authenticated user with elevated privileges.
22. All identified gaps between required 800-53 controls and the contractor’s implementation as documented in the Security/Risk Assessment Report (SAR) shall be tracked by the contractor for mitigation in a POA&M document completed in accordance with GSA IT Security Procedural Guide 09-44, “Plan of Action and Milestones (POA&M).” Depending on the severity of the gaps, the government may require them to be remediated before an Authorization to Operate (ATO) is issued.
23. The contractor shall mitigate all security risks found during the Security A&A and continuous monitoring activities. All critical and high-risk vulnerabilities must be mitigated within 30 days and all moderate risk vulnerabilities must be mitigated within 90 days from the date vulnerabilities are formally identified. The government will determine the risk rating of vulnerabilities.
24. The contractor shall deliver the results of the annual FISMA assessment conducted per GSA CIO IT Security Procedural Guide 04-26, “FISMA Implementation”. Each fiscal year the annual assessment will be completed in accordance with instructions provided by GSA.
25. Systems normally fall under the three (3) year security reauthorization process; however, a system may qualify for ongoing security authorizations that are not time-limited as per OMB M-14-03. To qualify for non-time limited authorizations, acceptance into the GSA Continuous Monitoring Program will be in accordance with GSA CIO Security Procedural Guide 12-66 “Continuous Monitoring Program” and NIST SP 800-137, “Information Security Continuous Monitoring for Federal Information Systems and Organizations”. Compliance, acceptance and deliverable requirements are specified within GSA CIO Security Procedural Guide 12-66.
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The contractor shall provide the following deliverables to the GSA COR/ISSO/ISSM on a quarterly basis:  
1. Plan of Action and Milestones (POA&M) Updates (Monthly updates/reviews are required for any vulnerabilities identified as a high or critical). (NIST SP 800-53 R4; CA-5). Note: A POA&M is also submitted with the initial Security A&A package.
1. Vulnerability scanning reports for Operating System, Web Application, and Database scans (as applicable). (NIST SP 800-53 R4; RA-5). 
Note: All scans shall be performed as an authenticated user with elevated privileges. Vulnerability scanning results shall be managed and mitigated in the POA&M and submitted together with the quarterly POA&M submission. (NIST SP 800-53 R4; RA-5 and GSA CIO-IT Security Guide 09-44 R1). Scans shall include all networking components that fall within the security accreditation boundary. Note: The appropriate vulnerability scans are also submitted with the initial Security A&A package.
The contractor shall provide the following deliverables to the GSA COR/ISSO/ISSM 30 days after NTP (unless otherwise specified), annual updates, and when significant changes occur to the system:
1. System Security Plan (NIST SP 800-53 R4: PL-2). Note: Initial deliverable is due within 30 days of the NTP
1. Security Assessment Boundary and Scope Document (NIST SP 800-37 R1). Note: Initial delivereable is due within 15 days of the NTP
1. Information System Interconnection Security Agreements (NIST SP 800-53 R4: CA-3).
1. GSA NIST 800-53 R4 Control Tailoring Workbook (NIST SP 800-53 R4: AC-1).
1. GSA NIST SP 800-53 R4 Control Summary Table (NIST SP 800-53 R4: AC-1).
1. Rules of Behavior (NIST SP 800-53 R4: PL-4).
1. System Inventory (NIST SP 800-53 R4: CM-8).
1. Contingency Plan (NIST SP 800-53 R4: CP-2).
1. Contingency Plan Test Plan (NIST SP 800-53 R4: CP-4).
1. Contingency Plan Test Report (NIST SP 800-53 R4: CP-4).
1. Privacy Impact Assessment (NIST SP 800-53 R4: AR-2, AR-3 and AR-4).
1. Configuration Management Plan (NIST SP 800-53 R4: CM-9).
1. Incident Response Plan (NIST SP 800-53 R4: IR-8).
1. Incident Response Test Report (NIST SP 800-53 R4: IR-3).
1. Supply Chain Risk Management Plan (NIST SP 800-161, NIST SP 800-53 R4: SA-12) Note: Initial delivereable is due with the proposal.
1. Continuous Monitoring Plan (NIST SP 800-53 R4: CA-7).
1. User Certification/Authorization Review (Annotated on POA&M) (NIST SP 800-53 R4: AC-2).
1. Independent internal and external penetration tests and reports (NIST SP 800-53 R4: CA-7 and RA-5).
1. If applicable, Code Review Report (NIST SP 800-53 R4: SA-11). Note: Initial deliverable is due prior to placing system into production, when there are changes to code and on an annual basis.
1. Annual FISMA Assessment (NIST SP 800-53 R4: CA-2).
1. Information Security Program Plan (NIST SP 800-53 R4: PM-1). Note: Initial deliverable is due with the proposal.
The contractor shall develop and keep current the deliverables listed below, as outlined in the specified NIST documents as well as appropriate GSA IT Security Procedural Guides. The GSA Control Tailoring Workbook shall be used by the contractor to meet the deliverable requirements listed below. A template for the GSA NIST 800-53 R4 Control Tailoring Workbook is included in Section J.8 and shall be used as a guide to maintain update requirements. The following deliverables shall be provided to the GSA COR/ISSO/ISSM biennially:
1. Access Control Policy and Procedures (NIST SP 800-53 R4: AC-1).
1. Security Awareness and Training Policy and Procedures (NIST SP 800-53 R4: AT-1).
1. Audit and Accountability Policy and Procedures (NIST 800-53 R4: AU-1).
1. Security Assessment and Authorization Policies and Procedures (NIST SP 800-53 R4: CA-1).
1. Configuration and Management Policy and Procedures (NIST SP 800-53 R4: CM-1).
1. Contingency Planning Policy and Procedures (NIST SP 800-53 R4: CP-1). 
1. Identification and Authentication Policy and Procedures (NIST SP 800-53 R4: IA-1).
1. Incident Response Policy and Procedures (NIST SP 800-53 R4: IR-1).
1. System Maintenance Policy and Procedures (NIST SP 800-53 R4: MA-1).
1. Media Protection Policy and Procedures (NIST SP 800-53 R4: MP-1).
1. Physical and Environmental Policy and Procedures (NIST SP 800-53 R4: PE-1).
1. Security Planning Policy and Procedures (NIST SP 800-53 R4: PL-1).
1. Personnel Security Policy and Procedures (NIST SP 800-53 R4: PS-1).
1. Risk Assessment Policy and Procedures (NISTSP 800-53 R4: RA-1).
1. Systems and Services Acquisition Policy and Procedures (NIST SP 800-53 R4: SA-1).
1. System and Communication Protection Policy and Procedures (NIST SP 800-53 R4: SC-1).
1. System and Information Integrity Policy and Procedures (NIST SP 800-53 R4: SI-1).
The contractor shall provide the following deliverables associated with the GSA Continuous Monitoring Program to the GSA COR/ISSO/ISSM on a monthly basis in accordance with GSA COI Security Procedural Guide 12-66:
1. Reports on SCAP Common Configuration Enumerations (CCE) (NIST SP 800-53 R4: CM-6).
1. Reports on SCAP Common Platform Enumeration (CPE) (NIST SP 800-53 R4: CM-8).
1. Reports on SCAP Common Vulnerabilities and Exposures (CVE) (NIST SP 800-53 R4: CM-8).
Note: These deliverables are required contingent upon acceptance into the GSA Continuous Monitoring Program at the discretion of the AO.
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The contractor shall ensure that proper privacy and security safeguards are adhered to in accordance with the FAR Part 52.239-1, see Section I.
The deliverables identified in Section C.2.8.4.5.5 shall be labeled “CONTROLLED UNCLASSIFIED INFORMATION” (CUI) or contractor selected designation per document sensitivity. External transmission/dissemination of Controlled Unclassified Information (CUI) data to or from a GSA computer must be encrypted. Certified encryption modules must be used in accordance with FIPS PUB 140-2, “Security requirements for Cryptographic Modules.”
Where appropriate, the contractor shall ensure implementation of the requirements identified in the FAR (see Section I, 52.224-1, “Privacy Act Notification” and FAR 52.224-2, “Privacy Act.”)
The contractor shall cooperate in good faith in defining non-disclosure agreements that other third parties must sign when acting as the federal government’s agent. 
The government has the right to perform manual or automated audits, scans, reviews, or other inspections of the contractor’s IT environment being used to provide or facilitate services for the government. In accordance with the FAR (see Section I, 52.239-1) the contractor shall be responsible for the following privacy and security safeguards:
1. The contractor shall not publish or disclose in any manner, without the CO’s written consent, the details of any safeguards either designed or developed by the contractor under this contract or otherwise provided by the government
(except for disclosure to a consumer agency for purposes of Security A&A verification).
1. To the extent required to carry out a program of inspection to safeguard against threats and hazards to the confidentiality, integrity and availability of any non-public government data collected and stored by the contractor. The contractor shall afford the government logical and physical access to the contractor’s facilities, installations, technical capabilities, operations, documentation, records, and databases within 72 hours of the request. Automated audits shall include, but are not limited to, the following methods:
· Authenticated and unauthenticated operating system/network vulnerability scans;
· Authenticated and unauthenticated web application vulnerability scans;
· Authenticated and unauthenticated database application vulnerability scans and
· Internal and external penetration testing.
71. Automated scans can be performed by government personnel, or agents acting on behalf of the government, using government operated equipment, and government specified tools. If the contractor chooses to run their own automated scans and/or penetration tests, results from these scans and/or penetration tests may, at the government’s discretion, be accepted in lieu of government performed vulnerability scans and/or penetration tests. In these cases, scanning tools and their configurations shall be approved by the government. In addition, the results of contractor-conducted scans and/or penetration tests shall be provided, in full, to the government.
Personnel Security Suitability
The contractor shall perform personnel security / suitability in accordance with FAR Part 52.204-9, see Section I.
The contractor shall comply with agency personal identity procedures identified in the contract that implements Homeland Security Presidential Directive-12 (HSPD-12), OMB M-05-24 and M-11-11.
The contractor shall insert this clause in all subcontracts when the subcontractor is required to have physical access to a federally-controlled facility or access to a Federal information system.
Personnel Background Investigation Requirements
The contractor will require access to government information and/or access to government contracted systems. All contractor personnel with access to the contracted system that is within the Security A&A scope must successfully complete a background investigation in accordance with Homeland Security Presidential Directive-12 (HSPD-12), OMB guidance M-05-24, M-11-11 and as specified in GSA CIO Order 2100.1I and GSA Directive 9732.1D Suitability and Personnel Security to provide services under this contract. The required background investigations for administrative personnel shall be a minimum of a National Agency Check with Written Inquiries (NACI) and for technical staff shall be a Minimum Background Investigation (MBI) or higher dependent upon their access and control over the systems. The ordering agency will be responsible for the cost of any required background investigations.
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Managed Security Services
Service Description
The array of services and technologies in the IT arena continues to expand, and more users and applications are added to agency networks every day in support of their expanding missions. At the same time, cybercriminals and corrupt organizations are becoming ever more mobile and sophisticated. Therefore, agencies will continue to need managed security services to safeguard and secure agency internal network and systems against the ever evolving and complex security threats from external attacks.
The managed security services provides the protection of endpoint, email, web, and network which includes authentication, anti-virus, anti-malware/spyware, intrusion detection, and security event management, among many others.
Functional Definition
The Managed Security Services (MSS) comprise the following underlying functions:
1. Managed Prevention Service. 
2. Vulnerability Scanning Service.
3. Incident Response Service. 
These Managed Security Services functions are described below:
Managed Prevention Service (MPS) provides the ability to monitor hosts and network traffic, and analyze network protocol and application activity to identify and mitigate suspicious activity. Several supporting capabilities include managed firewalls, host- and network-based threat mitigation, as well as Email- and DNS-based threat mitigation services.
Vulnerability Scanning Service (VSS) searches for security holes, flaws, and exploits on agency systems, networks and applications. The service tests for vulnerabilities by comparing scanned information to data contained in a database, which is updated as new threats are discovered. VSS can also simulate a real intrusion in a controlled environment, in order to gauge a network’s susceptibility to attacks. The service performs external scans by remotely probing a network for vulnerabilities that generally come from the outside; and internal scans which detect flaws originating from the inside.
Incident Response Service (INRS) is comprised of both proactive and reactive activities. Proactive services are designed to prevent incidents. They include onsite consulting, strategic planning, security audits, policy reviews, vulnerability assessments, security advisories, and training. Reactive services involve telephone and on-site support for monitoring and analyzing alert information and responding to malicious events such as Denial of Services (DoS) attacks; virus, worm, and Trojan horse infections; illegal inside activities, espionage, and compromise of sensitive internal agency databases. INRS provides an effective method of addressing these security intrusions, thereby ensuring operational continuity in case of attacks. In addition, INRS provides forensics services that can assist in apprehending and prosecuting offenders.
The contractor shall provide and apply various statistical techniques from the modeling, machine learning, and data mining disciplines to analyze relevant observations for threat discovery, assessment, situational awareness, and prediction. Where applicable, the techniques provided must yield confidence intervals establishing the statistical significance of findings. When statistical significance cannot be established using rigorous, state-of-the-art techniques, the findings must include this caveat.	Comment by JamesJRusso: Moved to INRS feature
Standards
Managed Security Service shall comply with the following standards, as applicable:
1. E-Government Act of 2002, Title III (Federal Information Security Management Act (FISMA)).
2. National Institute of Standards and Technology (NIST) Federal Information Processing Standards Publication (FIPS) PUB 140 - 2 — Security Requirements for Cryptographic Modules.
3. NIST FIPS PUB 199 — Standards for Security Categorization of Federal Information and Information Systems.
4. NIST Special Publication (SP) 800-40 Rev 3 – Guide to Enterprise Patch Management Technologies
5. NIST Special Publication (SP) 800-41Rev 1. — Guidelines on Firewalls and Firewall Policy.
6. NIST Special Publication (SP) 800-45 Rev 2 – Guidelines for Electronic Mail Security
7. NIST Special Publication (SP) 800-51 — Guide to Using Vulnerability Naming Schemes.
8. NIST Special Publication (SP) 800-61Rev 2. — Computer Security Incident Handling Guide.
9. NIST Special Publication (SP) 800-81-2 – Secure Domain Name System (DNS) Deployment Guide
10. NIST Specital Publication (SP) 800-83 Rev 1. – Guide to Malware Incident Prevention and Handling for Desktops and Laptops
11. NIST Specital Publication (SP) 800-92 – Guide to Computer Security Log Management
12. NIST Special Publication (SP) 800-94 – Guide to Intrusion Detection and Prevention Systems
13. NIST Special Publication (SP) 800-122 – Guide to Protecting the Confidentiality of Personally Identifable Information (PII)
14. NIST Information Security Continuous Monitoring (ISCM) for Federal Information Systems and Organizations, September 2011
15. NIST Interagency Report 7802 – Trust Model for Security Automation Data
16. United States Computer Emergency Readiness Team (US-CERT) reporting requirements.
17. IETF - Request for Comments (IETF-RFC) 2350 Expectations for Computer Security Incident Response.
18. All new versions, amendments, and modifications of the above.
19. All appropriate standards for any applicable underlying EIS access and transport services.
Connectivity
Managed Security Service shall connect to and interoperate with the agency networking environment, including Demilitarized Zones (DMZs) and secure LANs, as required by the agency. The service shall also support connectivity to extranets and public networks such as the Internet. 
Technical Capabilities
The Managed Security Services capabilities, as defined in the following Sections C.2.8.5.1.4.1 through C.2.8.5.1.4.3, are mandatory:
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1. The contractor shall provide design and implementation services. This will enable the agency and the contractor to discuss matters such as system recommendations, a baseline assessment, rules, signature sets, configurations, and escalation procedures
2. The contractor shall provide software and hardware components, including log servers, as applicable.
3. The contractor shall implement a hardware or software load balancing capabilities and redundancy necessary to meet KPI and agency requirements. 
4. The contractor shall provide installation support to include testing of equipment, testing of software, and loading of any agency-relevant data, as required by the agency.
5. The contractor shall maintain the latest configuration information for restoration purposes, reporting, and forensics analysis.
6. The contractor shall maintain the managed service capabilities, performing the necessary hardware/software upgrades, regular content updates, and necessary replacements.
7. The contractor shall ensure that MPS systems and components comply with NIST SP 800-53 identification and authentication controls for high impact systems (FIPS 199). Administrative access devices requires multi-factor authentication (OMB M-11-11).
8. The contractor shall notify the agency about the patches and bug fixes as soon as they become available.
9. The contractor shall test and deploy the latest patches and bug fixes as soon as they become available and are approved by the agency.
10. The contractor shall perform and document configuration and management as applicable to ensure security, access, and information-flow policies are enforced and as requested by the agency.
11. The contractor shall proactively monitor the health and status of MPS hardware/software components on a 24x7 basis for indications of compromise such as intrusions, anomalies, malicious activities, and network misuse
12. The contractor shall monitor the overall performance of the service, including monitoring the adequacy of the hardware/software components as the network expands
13. The contractor shall ensure the service only allows necessary functionality, network protocols, ports or services with documented customer approval
14. The contractor shall perform and document periodic validation activities (e.g., via scans) to ensure service configurations not vulnerable and are enforcing agency policies
15. The contractor shall notify the agency of MPS-failure events via email, fax, and telephone, as directed by the agency.
16. The contractor shall be able to receive, handle, and utilze (sensitive but unclassified) cyber security indicators provided by the agency or the Department of Homeland Security (DHS).
17. The contractor shall ensure that service statistics, events messages, logs, and suspected attack information are sent via secure means to the agency-specified operation center.
18. The contractor shall ensure that event messages associated with DHS-provided indicators are sent via secure means to DHS.
19. The contractor shall ensure that event messages have necessary and consistent timestamps and content to establish context including, as appropriate, date/time of occurance (including timezone); related indicators, policies, and anomalies; source and destination addresses, ports, and protocols; operating system, processes, and application; detection source and location.
20. The contractor shall be able to identify and retrieve each customer agency's data for the customer agency, without divulging any other agency's data.
21. The contractor shall provide the agency with secure Web access to logs and service information including the following, as applicable:
a) Active Sessions
b) Port and protocol Activity
c) Authentication Statistics
d) Connections/Attempts counts and results (accepted/rejected) by port
e) Events, rule violations, and attacks detected including name,description, level, impact date, time, vulnerabilities and targeted weakness, and remedies
f) Source and Destination IP Addresses, domains (FQDN), and URLs; as well as statistics
g) Affected endpoints
h) Managed Prevention Service Statistics and Utilization
i) Outages
j) Configuration Modifications
k) Change Requests and Event Tickets
Vulnerability Scanning Service (VSS)
The contractor shall support the agency in establishing, implementing and maintaining a vulnerability scanning service, which shall be operational on a 24x7 basis. The service shall provide the following:
1. External Vulnerability Scanning which tests Internet connected nodes in the network, including Web environments.
2. Internal Vulnerability Scanning which looks for local/host flaws and internal threats, usually inside the firewall.
The systems shall periodically probe networks, including operating systems and application software, for potential openings, security holes, and improper configuration.
The contractor shall probe agency systems for vulnerabilities in, but not limited to, the following areas as applicable:
1. Backdoors.
2. Bind.
3. Browser.
4. Brute Force Attacks.
5. Common Graphic Interface - Binary (CGI-Bin).
6. Daemons.
7. Distributed Component Object Model (DCOM).
8. Databases.
9. Domain Name Service (DNS).
10. eCommerce Applications.
11. Email.
12. Firewalls.
13. File Sharing.
14. File Transfer Protocol (FTP).
15. General Remote Services.
16. Hardware and Network Appliances.
17. Hubs.
18. Information/Directory Services.
19. Instant Messaging.
20. Lightweight Directory Access Protocol (LDAP).
21. Mail Applications.
22. Multimedia Internet Mail Extension (MIME).
23. Network.
24. Network Sniffers.
25. Netbios.
26. Network File System (NFS).
27. Network Information System (NIS).
28. NT-Critical Issues.
29. NT-Groups.
30. NT-Networking.
31. NT-Password Checks.
32. NT Policy Issues.
33. NT Registry.
34. NT-Services.
35. NT-Users.
36. Port Scans.
37. Protocol Spoofing.
38. Router-Switch.
39. Remote Procedure Call (RPC) .
40. Shares.
41. Simple Mail Transfer Protocol (SMTP).
42. Simple Network Management Protocol (SNMP).
43. Server Message Block (SMB).
44. Transmission Control Protocol/Internet Protocol (TCP/IP).
45. Trojan Horses.
46. Web Scans.
47. Web Servers.
48. Wireless Access Points.
49. X-Windows.

The contractor shall perform the following actions:
1. The contractor shall proactively identify network vulnerabilities, and propose appropriate countermeasures, fixes, patches, and workarounds.
2. The contractor shall notify the agency of vulnerabilities discovered via email, fax, or telephone, as directed by the agency.
3. The contractor shall also provide the agency with secure Web access to vulnerability information, scan summaries, device/host reports, and trend analyses.
4. The contractor shall review vulnerabilities discovered with the agency, as required.
5. The contractor shall provide scan scheduling flexibility to the agency in order to minimize any interruptions in normal business activities.
6. The contractor shall provide the agency with non-destructive and non-intrusive vulnerability scans that will not crash the systems being analyzed, or disrupt agency operations. The scans shall not provoke a debilitating denial of service condition on the agency system being probed.
7. The contractor shall use other analytical means to ascertain the vulnerability of agency systems if a particular scan is potentially destructive or intrusive.
8. The contractor shall ensure that the scanning engine is regularly updated with new vulnerabilities information in order to maintain effectiveness of the service.
9. The contractor shall support networks of varying size and complexity.
10. The contractor shall support continuous monitoring, one of the six steps in the Risk Management Framework (RMF) described in National Institute of Standards and Technology (NIST) SP800-37 that can be supported by automated tools such as vulnerability scanners and real-time network scanners, in adherence to NIST 800-126 specified Security Content Automation Protocol (SCAP). These tools allow a real-time assessment of gaps in security controls and implementation of security controls in light of new attacks, and even allow these tools to remotely shut down threats before they take hold. These tools perform real-time scanning of the network, and like malicious scanning, send enough traffic to adversely affect network performance. In some cases, they can bring an agency network down in what amounts to a Denial of Service (DoS) attack if run during the business day. If run outside core business hours, they can adversely affect other applications such as database replication and backup functions.
[bookmark: _Ref405132815]Incident Response Service (INRS)
1. The contractor shall review the agency’s security infrastructure and develop the appropriate strategic plans in collaboration with the agency. These plans shall detail the incident response process, identify internal resources, assign duties to team members, describe policies, define severity levels, list escalation chains, and specify emergency/recovery procedures.
2. The contractor shall provide the agency with effective incident response support on a 24x7 basis. 
3. The contractor shall maintain a problem detection system for the diagnosis of alerts and violations.
4. The contractor shall analyze suspicious security alerts to determine the significance and scope of an event and immediately notify the agency when the event is deemed of high priority.
5. The contractor shall provide the agency with immediate access to vulnerability and severe alert information, which shall contain but not be limited to the following: Description, Target, Origin, Potential Incident Impacts, Remedies, Prevention Measures.
6. The contractor shall coordinate with the agency to handle potential security incidents according to the appropriate response procedures.
7. The contractor shall provide countermeasures to contain the security incident, limit its spread, and protect internal systems.
8. The contractor shall recommend the fixes necessary to eliminate identified vulnerabilities, and the appropriate procedures to guard against future attacks.
9. The contractor shall provide the agency with secure web access to incident analysis findings and recommendations.
10. The contractor shall assist the agency in containing the damage and restoring affected systems to their normal operational state.
11. The contractor shall assist the agency in testing restored systems in order to ensure that identified vulnerabilities have been corrected.
12. The contractor shall provide dedicated support until resolution of the problem.
13. The contractor shall provide post-incident investigative and forensics services. This includes isolating the impacted area, capturing and collecting data, categorizing malicious or illegal events, and performing reconstruction analyses. The contractor shall handle and preserve the data collected according to sound scientific and evidence rules, as the information may serve as evidence in administrative actions and legal proceedings. The contractor shall trace the offenders and assist in prosecuting attackers, as required.
14. The contractor shall provide telephone support to the agency, as required.
15. The contractor shall deploy cyber security personnel to agency sites to handle security incidents, as necessary.
16. The contractor shall provide security awareness training to agency personnel as required. This includes mock attack drills, emerging threats and vulnerabilities workshops, and new incident response tools and processes demonstrations. The frequency and nature of training activities may vary according to agency needs.
Features
The following Managed Security Services are mandatory, unless marked optional.
1. Managed Prevention Service
a) Firewall – The contractor shall provide, operate and manage hardware and software components to analyze packet headers and enforce policy based on protocol type, source address, destination address, source port, and/or destination port. The managed firewall solutions shall apply stateful protocol analysis to compare traffic to generally accepted definitions of benign protocol activity and identify deviations. The firewall will provide Network Address Translation (NAT) and Port Address Translation (PAT) in order to disguise internal IP addresses, and it shall enforce best-apractice and agency-specified security policies by blocking packets and terminating sessions that violate those policies.
b) Personal Firewalls – The contractor shall provide personal firewalls or personal firewall appliances in order to secure remote personal computers or small remote networks (i.e., home offices), as required by the agency.
c) Network Intrusion Prevention System – The contractor shall provide an inline deep-packet capability to monitor network traffic (http/s, ftp, etc.) and analyze the network and application protocol activity and content to identify and mitigate suspicious activity, and block or disrupt activity based on signatures and behavor. 
d) Endpoint Protection – The contractor shall provide host-based intrusion prevention capabilities, including application firewall, endpoint recording, threat detection, whitelisting, banning, and remediation in order to protect critical agency endpoints. 
e) Secure Web Proxy – The contractor shall provide an intermediary between end-points allowing URL- and domain-based filtering as well as obfuscation of sensitive internal IP addresses. The contractor shall support URL blocking.
f) Inbound Web Filtering – The contractor shall provide the ability to filter inbound web sessions to web servers at the HTTP/HTTPS/SOAP/XML-RPC/Web Service application layers from, but not limited to, cross site scripting (XSS), SQL injection flaws, session tampering, buffer overflows and malicious web crawlers.
g) Application-Level Gateway – The contractor shall provide an intermediary between end-points allowing for application layer control/data protocols (FTP, SIP, IM, etc.) to be proxied.
h) Network Behavior Analysis – The contractor shall provide a capability that develops a profile of 'normal' agency behavior and examines network traffic (including encrypted sessions) to identify threats that generate unusual traffic flows, such as DDoS attacks, scanning, and certain forms of malware. The contractor shall perform anomaly detection in order to identify atypical traffic trends and unusual behaviors that may indicate a potential attack. The contractor shall keep logs of at least the source, destination and size of the encrypted connections for further analysis.
i) Network Traffic Content Analysis and Sandboxing – The contractor shall provide capabilities that extract objects from network traffic and examines those objects using state-of-the-art real-time binary and execution engine analysis.
j) Email Forgery Protection and Filtering – The contractor shall provide capabilities for inbound and outbound forgery protection (domain-level sender forgery analysis equivalent to Domain Keys Identified Mail or Sender Policy Framework standards, digital signing procedures for outgoing email messages to ensure that they have been digitally signed at the domain level), as well as domain and header-based filtering, phishing and spam filtering, block attachments violating policy (e.g., size, file type), sanitize malicious content and quarantine messages, as well as measures that can conceal, limit, or change information about the agency’s networks or domains, reducing visibility to outsiders. 
k) Email Content Analysis and Sandboxing – The contractor shall provide capabilities that extract objects from Email traffic and examines those objects using state-of-the-art real-time binary and execution engine analysis.
l) User Authentication Integration - The contractor shall support the integration of the Email-based threat mitigation service with the agency's own authentication service, as specified by the agency. Examples include Kerberos, Lightweight Directory Access Protocol (LDAP), Microsoft Active Directory, Remote Authentication Dial-In User Service (RADIUS),RSA SecureID, Terminal Access Controller Access Control System (TACACS), Extended TACACS (XTACACS), or TACACS+.
m) DNSSEC – The contractor shall provide capabilities described in NIST SP800-81-2 for DNS security to ensure data integrity and source authentication.
n) DNS Sinkholing – The contractor shall provide capabilities to block or redirect network traffic based on manipulation of DNS query responses. 
o) Data Loss Prevention – The contractor shall provide capabilities to discover and identify sensitive data and to manage, monitor, and protect it from disappearing, being destroyed or divulged.
p) Demilitarized Zones (DMZs) Support – The contractor shall support connections to Demilitarized Zones (DMZs) which serve as buffers between the agency’s private networks and outside public networks. DMZs can apply to Web (HTTP), FTP, email (SMTP), and DNS servers.
q) Extranet Support – The contractor shall support connections to extranets which can facilitate inter-agency interactions, or enable the agency to interface with various trusted stakeholders, such as contractors or vendors for example.
r) Firewall-to-Firewall VPNs – The contractor shall support firewall-to-firewall VPNs which establish secure tunnels between agency firewalls, and also between firewalls and the contractor’s operation center.
s) Remote Client VPNs – The contractor shall provide remote agency users with secure access to the network, employing VPN encryption technology.
t) EINSTEIN 2 – The contractor shall interact with DHS to obtain indicators, establish USCERT event feeds, and provide EINSTEIN network flow and detection capabilities for agency-specified traffic
u) Short-Term Storage – The contractor shall provide storage capacity to retain at least 24 hours of agency-specific data generated by the MPS, traffic can be selectively filtered and stored, and retained data shall be made securely available to the agency.
v) Long-Term Storage – The contractor shall provide storage capacity to retain a year of agency-specific data generated by the MPS.
w) Agency-specified policy enforcement.
2. Vulnerability Scanning Service (VSS):
a) VSS Application Programming Interface (API):  The contractor shall provide the agency the ability to integrate the service into its own tools and applications, using for example, a standard Extensible Markup Language (XML) Application Programming Interface (API), as required by the agency. This will assist in-house security personnel with tasks such as scanning IP addresses, assessing the vulnerabilities of hosts, creating user accounts, exporting vulnerability data.
3. Incident Response Service (INRS)	Comment by TimothyHoran: So there are no features for INRS. Should we say ‘None’?	Comment by JohnAMigliaccio: Language added	Comment by JamesJRusso: This language was in the wrong section.  Now correct.
a) Advanced Analytics: The contractor shall provide and apply various statistical techniques from the modeling, machine learning, and data mining disciplines to analyze relevant observations for threat discovery, assessment, situational awareness, and prediction. Where applicable, the techniques provided must yield confidence intervals establishing the statistical significance of findings. When statistical significance cannot be established using rigorous, state-of-the-art techniques, the findings must include this caveat.

Interfaces
Managed Security Services shall support the following services as applicable:
1. Virtual Private Network Service (VPNS) as specified in Section C.2.1.1.1.
2. ETS as specified Section C.2.1.2.
3. Internet Protocol Service (IPS) as specified in Section C.2.1.7.
Performance Metrics
The performance levels and AQL of KPI for Managed Security Services in Section C.2.8.5.4.1 are mandatory:
[bookmark: _Ref405133089]Managed Security Services Performance Metrics
	KPI
	Service Level
	Performance Standard (Threshold)
	AQL
	How Measured

	Availability
	Routine
	99.5%
	≥ 99.5%
	See Note 1

	Event Notification (EN)
	Routine
	Next business day or within 24 hours for a Low category event
	≤ Next business day or 24 hours
	See Note 2

	
	
	Within 4 hours of a Medium category event
	≤ 4 hours 
	

	
	
	Within 30 minutes (for MFS) and 10 minutes (for IDPS) of a High category event
	≤ 30 minutes (MFS) and < 10 minutes (IDPS)
	

	Grade of Service 
(Configuration Change, Virus Protection Updates)
	Routine
	Within 5 hours (for MFS) and 24 hours (for VSS) for a Normal priority change
	≤ 5 hours (MFS) and < 24 hours (VSS)
	See Note 3

	
	
	Within 2 hours for an Urgent priority change
	≤ 2 hours
	

	Incident Response Time (Telephone) 
	Routine
	Within 1 hour of the notification for a Low category incident
	≤ 1 hour
	See Note 4

	
	
	Within 15 minutes of the notification for a High category incident
	≤ 15 minutes
	

	Incident Response Time
(On-Site) 
	Routine
	Within 36 hours of the notification for a Low category incident
	≤ 36 hours
	See Note 5

	
	
	Within 24 hours of the notification for a High category incident
	≤ 24 hours
	

	Time to Restore (TTR)
	Without Dispatch
	4 hours
	≤ 4 hours
	

	
	With Dispatch
	8 hours
	≤ 8 hours
	


Notes:
1. Managed Security Services availability is calculated as a percentage of the total reporting interval time that the Managed Security Services is operationally available to the agency. Availability is computed by the standard formula:
[image: ]
2. The Event Notification (EN) value represents the elapsed time between the detection of the event and the notification of the agency. Events are categorized as follows:
a) Low — Events in the Low category have a negligible impact on service. They include firewall incidents that do not significantly affect network security, as well as minor hardware, software and configuration problems.
b) Medium — Events in the Medium category have a more serious impact on service, and may indicate a possible security breach, threat or attack attempt. They may also cause the service to operate in a degraded state.
c) High — Events in the High category represent firewall violations that severely impact service and operations. They indicate a true compromise of network security. These events also include major hardware, software and configuration problems, and are immediately reported via email or telephone, as specified by the agency.
3. The Grade of Service (Configuration Change) value represents the elapsed time between the configuration change request and the change completion. Changes are initiated and prioritized by the agency, or may be implemented in response to an event. Changes initiated by the contractor require agency consent prior to implementation. Changes are categorized as Normal and Urgent (Emergency). Exceptions may be associated with agency-specified and agreed-upon maintenance windows that require pre-planned integration.
4. The Telephone Incident Response value represents the elapsed time between the agency’s notification to the contractor, and the contractor’s implementation of response procedures. These procedures, as well as what constitutes Low and High incidents, are detailed in the agreed upon strategic plan.
5. The On-Site Incident Response value represents the elapsed time between the agency’s notification to the contractor, and the contractor’s arrival to the affected site for implementation of response and investigative procedures. These procedures, as well as what constitutes Low and High incidents, are detailed in the agreed upon strategic plan.
[bookmark: _Ref405131324][bookmark: _Toc424648346]Managed Mobility Service
[bookmark: _Toc424648347]Audio Conferencing Service
[bookmark: _Toc424648348]Video Teleconferencing Service
[bookmark: _Toc424648349]

DHS Intrusion Prevention Security Service
The Intrusion Prevention Security Service consists of the use of classified and unclassified Government Furnished Information (GFI) within software, hardware, and service components that monitor, identify and mitigate potential cyber security threats. The service monitors Internet traffic bound for or originating from the Federal Government, detects signs of malicious cyber activity, and prevents that traffic from jeopardizing the confidentiality, integrity, availability, and control of Participating Agency networks (i.e., agencies who enter into a Memorandum of Agreement with the Department of Homeland Security (DHS) to authorize the application of intrusion prevention capabilities by DHS and DHS contractors to approved agency traffic). 
[bookmark: _Toc417366988]Service Description
[bookmark: _Toc417366989]Functional Definition
This service includes the following set of functions:
1. Indicator management
2. Detection
3. Response and Protection
4. Alerting and Reporting
Indicator management covers work necessary to manage and share cyber threat indicators and countermeasures. Detection covers access to network traffic and the application of a wide range of capabilities to inspect that traffic and identify malicious activity. Response and Protection functions cover capabilities that apply countermeasures to prevent and manage malicious activities. Alerting and reporting covers event notification and forensic artifact handling.
[bookmark: _Toc417366990]Standards
This service shall comply with the following standards and guidance:
· ICD 703 – Protection of Classified National Intelligence, Including Sensitive Compartmented Information
· NSA Security Guidelines for IPSS/ECS
· CNSSI 1253 – Security Categorization and Control Selection for National Security Systems, 27 March 2014
· NIST SP800-53 Rev 4, Security and Privacy Controls for Federal Information Systems and Organizations
· US-CERT Standard Operating Procedures (SOPs) SOP 108 – Identifying Sensitive Information: PII Handling and Minimization, and SOP 110 - PII Handling & Minimization
The offeror may propose alternatives at no additional cost to the government that meet or exceed required technical capabilities; DHS Network Security Deployment security representatives should be consulted.
[bookmark: _Toc417366991]Connectivity
DHS Intrusion Prevention Services shall connect with EINSTEIN Enclaves, examine Participating Agency traffic meeting the definition of “External Traffic” in TIC v2.0 and as described in Section C.1.8.8 paragraph 3, and connect to the DHS US-CERT data centers. 
[bookmark: _Toc417366992]Technical Capabilities
The DHS Intrusion Prevention Services require the following minimum, mandatory capabilities.
1. Establish and support a process that allows DHS to provide cyber threat indicators and define desired effects in the protection of covered network traffic.
2. Demonstrate to DHS that the Intrusion Prevention Services operates as intended when traffic is present that matches malicious indicators prior to the activation of new or modified indicators and their associated actions.
3. Support a process that allows DHS to direct actions on network traffic to gather additional information on cyber threats, stop cyber attacks, and/or respond to cyber incidents.
4. Provide for the ability to receive, accept, utilize, and secure GFI up to the Top Secret/Sensitive Compartmented Information (TS/SCI) level, including PII, such as cyber threat indicators signatures, and associated actions in accordance with DHS-approved security guidelines.
5. Provide an automated means for DHS to share GFI and utilize the GFI provided within the DHS Intrusion Prevention Services in as near real-time as possible.
6. Establish or leverage additional commercially available cyber threat information and/or DHS Intrusion Prevention Services functional capabilities to provide additional protections for Federal Systems.
7. Ensure only those indicators and associated actions that are approved and further specified by DHS are applied to Participating Agencies.
8. Provide the ability to apply different sets of mitigation capabilities to a Participating Agency’s traffic that does not affect which mitigations are applied to a separate Participating Agency’s traffic.
9. Ensure that GFI is not disclosed or shared with any third party or used for any purpose that DHS has not specifically authorized.
10. Gain access to approved Participating Agency Federal System network traffic that uses the contractor as their internet service provider.
11. Establish the ability to detect malicious network traffic to support the DHS Intrusion Prevention Services and to provide additional contextual information associated with alerts to support post-incident analysis.
12. Support signature-based, heuristic-based and/or other emerging detection methods.
13. Provide solutions that allow for the detection of malicious activity within encrypted traffic.
14. Support a wide-range of unclassified and/or classified protection measures. The kinds of protection measures the government expects to be available via a DHS Intrusion Prevention Service can best be described by referencing the National Institute of Standards and Technology’s Guide to Intrusion Detection and Prevention Systems. The guide defines typical IPS capabilities as providing the capability to:
a) collect more detailed information for a specific session after malicious activity has been detected
b) prevent or block a detected threat by terminating the network connection or blocking access to the target
c) change the attack’s content by removing or replacing malicious portions of an attack to make it inoperable
d) see evasion techniques and duplicate processing performed by a target
e) tune detection accuracy so that an organization can achieve an optimum mix of false positives to false negatives in line with that organization’s risk tolerance
15. Include the ability to redirect to a safe server.
16. Allow for the capturing and storing of analytically relevant data associated with potential harmful network traffic specific to some indicators but and not necessarily applied to all indicators.
17. Ensure that the DHS Intrusion Prevention Services technology does not retain traffic other than traffic associated with suspected malicious activity or as otherwise required by DHS.
18. Apply DHS-directed prevention services, as defined and approved by the United States Computer Emergency Readiness Team (US-CERT).
19. Apply DHS-directed prevention services through an approved traffic segregation solution to only designated, Federal System network traffic.
20. Operate as an in-line service (i.e., a service within the ISP network boundary that is capable of performing mitigation actions as traffic traverses the ISP network in the normal flow of traffic) that detects and mitigates malicious IP-based traffic. For the purposes of this contract and to maximize contractor flexibility, the term “in line” should not be construed as mandating a specific network architecture, rather, the service should ensure that the following two conditions are met:
a) All Internet traffic delivered to the Participating Agency’s service delivery point (SDP) shall be monitored and subject to mitigation by the Prevention Service prior to said delivery.
b) All Participating Agency traffic delivered to the Internet via the Participating Agency’s SDP shall be monitored and subject to mitigation by the Prevention Service prior to said delivery.
21. Define and apply the full range of existing and future DHS Intrusion Prevention Services functional capabilities (typically defined in a technology roadmap) at network speed to counter cyber threats and attacks.
22. Provide quarantined malware to Participating Agency and to DHS via the US-CERT malware lab or other specified DHS entity.
23. Prior to utilization of cyber threat indicators, signatures, and/or countermeasures, demonstrate to the Government that cyber threat indicators, signatures, and/or countermeasures provided operate as intended.
24. Provide DHS and Participating Agencies with detection alerts and associated contextual information around suspicious traffic sufficient to identify the facts of a particular incident or attempted incident for protected traffic in accordance with DHS specifications or guidance.
25. Provide DHS and Participating Agencies with data to support network traffic pattern assessments to detect and address anomalous patterns that may be indicators of malicious activity in accordance with DHS specifications or guidance.
26. Provide DHS and Participating Agencies with information related to indicators, signatures, associated actions, and/or alerts over a given time period.
27. Ensure that agency network traffic and other information are not disclosed to any party other than DHS and the agency and then only as specifically identified under this contract and task orders thereto, and take necessary steps to ensure Participating Agency data is secure from unauthorized access, use, disclosure, or retention.
28. Provide test results and support a process that allows for government participation and observation in tests.
29. Within 15 minutes of discovery, notify DHS of any unauthorized access, use, disclosure, or retention of Participating Agency data, and of any breach of any security or information handling requirements or additional instructions provided by DHS regarding the handling of Participating Agency network traffic, and provide relevant information to allow DHS to assess the scope of any such breach.
[bookmark: _Toc417366993]Features
The following features are mandatory:
1. Classified Email Threat Detection and Countermeasures - The contractor shall provide capabilities that apply sensitive and classified (up to TS/SCI) indicators and countermeasures offered by DOD/DHS to Email messages and with real-time secure exchange with DHS for global awareness.
2. Classified DNS Threat Detection and Countermeasures - The contractor shall provide capabilities that apply sensitive and classified (up to TS/SCI) indicators and countermeasures offered by DOD/DHS to DNS queries and responses and with real-time secure exchange with DHS for global awareness.
3. Additional countermeasures as specified by DHS.
[bookmark: _Toc417366994]Interfaces
[bookmark: _Toc417366995]The offeror shall support the User-to-Network Interface at the SDP to connect to the DHS Intrusion Prevention Service as Ethernet Access defined in Section C.2.1.2.
Performance Metrics
	KPI
	Service Level
	Performance Standard (Level/Threshold)
	AQL
	How Measured

	Availability
	Routine
Critical
	99.5%
	≥ 99.5%
	See Note 1

	Grade of Service (Monitoring and Correlation
	Routine
	Real Time
	≤ 4 hours 90% of the time
	See Note 2

	
	Critical
	Real Time
	≤ 4 hours 99.9% of the time
	

	Grade of Service (Configuration/ Rule Change)
	Routine
	Within 5 hours for a Normal priority change
	≤ 5 hours
	See Note 3

	
	
	Within 2 hours for a Urgent priority change
	≤ 2 hours
	

	Event Notification
	Routine
	Within 24 hours of a Low category event
	≤ 24 hours
	See Note 4

	
	
	Within 4 hours of a Medium category event
	≤ 4 hours
	

	
	
	Within 30 minutes of a High category event
	≤ 30 minutes
	

	Time to Restore
	Without Dispatch
	4 hours
	≤ 4 hours
	

	
	With Dispatch
	8 hours
	≤ 8 hours
	



Notes:
1. DHS Intrusion Prevention Service availability is calculated as a percentage of the total reporting interval time that the DHS Intrusion Prevention Service is operationally performing required functions and available to the agency. Availability is computed by the standard formula:
[image: ]
2. The GOS (Monitoring and Correlation) — The monitoring and correlation agents in the contractor’s SOC shall detect a security event within 4 hours of its initiation at (a) 90% AQL for Routine, and (b) 99.9% AQL for Critical service levels. The monitoring and correlation systems shall provide real time fusion.
3. The GOS (Configuration/Rule Change) value represents the elapsed time between the configuration/change request and the change completion. The value is measured by logs/reporting. Changes are initiated and prioritized by the agency, or may be implemented in response to an event. Changes initiated by the contractor require agency consent prior to implementation. Changes are categorized as Normal and Urgent (Emergency).
4. The Event Notification (EN) value represents the elapsed time between the detection of the event and the notification of the agency. Events are categorized as follows:
a) Low — Events in the Low category have a negligible impact on service. They include firewall incidents that do not significantly affect network security, as well as minor hardware, software and configuration problems.
b) Medium — Events in the Medium category have a more serious impact on service, and may indicate a possible security breach, threat or attack attempt. They may also cause the service to operate in a degraded state.
c) High — Events in the High category represent violations that severely impact service and operations. They indicate a true compromise of network security. These events also include major hardware, software and configuration problems, and are immediately reported via email or telephone, as specified by the agency.
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