This posting excerpts relevant revised sections of the draft Enterprise Infrastructure Solutions (EIS) RFP technical and companion pricing sections which focus on cybersecurity requirements. 
The United States government is increasingly integrating and coordinating its cybersecurity activities across Departments and Agencies.  GSA is performing a central role in this coordination and has been working with DHS to update and improve the cybersecurity requirements on the next generation of government-wide acquisition activities including EIS.
 
Security requirements in several areas of the EIS RFP have been enhanced and augmented since the draft RFP was released, infusing cybersecurity into specific services.  These modifications update terminology to reflect current market usage, increase flexibility for agencies when buying cybersecurity services, enable DHS and agencies to have broader visibility into cyber attacks, and provide DHS with options to enhance their own acquisition processes.
 
[bookmark: _GoBack]Please note the mandatory traffic identification and routing requirement called out in Section C.1.8.8 (sub paragraph 3) and obtained via the Traffic Aggregation feature of Managed Network Services (C.2.8.1.2,  feature 4 and B.2.8.1.5).   This requirement improves DHS's ability to achieve their mission.  The Traffic Aggregation Service is for purchase by DHS only.

Some infrastructure enhancements have been made in the interest of increasing security, robustness, and visibility.  In particular, the optional Internet Protocol Services (C.2.1.7.1.4  technical capability 6 ) now requires use of authenticated protocols (e.g., authenticated BGP) to secure the control plane. The entire Sections B.2.17 and C.2.17 are included for context.

Colocation Hosting Center Service (Sections B.2.4 and C.2.4) requirements have been augmented for power, cooling, management, and security.  This optional service is available to all potential EIS customers.

The optional Managed Trusted Internet Protocol Service (MTIPS) (Sections B.2.8.4 and C.2.8.4) has been revised from the draft RFP released in February to update terminology and include information that was inadvertently left out of that draft version.  The optional Managed Security Services (Sections B.2.8.5 and C.2.8.5) have been revised to consolidate similar capabilities and to better separate engineering, deployment, and event generation from monitoring, analysis, and incident response.  The previous Managed Firewall, Intrusion Detection and Prevention, and Anti-Virus services have been consolidated and expanded into a new Managed Prevention Service (MPS).  The MPS features break out, in detail, the various elements of an enterprise security stack for use in prevention up to and including event generation.  Monitoring, analysis, and incident response activities have been consolidated within the Incident Response (INRS).  The expanded set of features and the separation of functions will greatly increase customer flexibility under the EIS contract. 
 
Finally, DHS's mission is also being supported with the introduction of the optional DHS Intrusion Prevention Security Service (Sections B.2.8.9 and C.2.8.9).  This service consists of the use of classified and unclassified Government Furnished Information (GFI) within software, hardware, and service components that monitor, identify and mitigate potential cybersecurity threats. 
 
