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CDM Authority 
OMB M-10-28: Cla rifying Cybersecurity 
Responsibilitie s a nd Activitie s of the  Executive  Office  
of the  President a nd the  Depa rtment of Homela nd 
Security (DHS) 

“DHS will exercise  prima ry responsibility 
within the  executive  bra nch for the  

opera tiona l a spects of Federa l a gency 
cybersecurity…” 
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FEDSIM 

CDM Objectives 
▪ Esta blish consistent, government-wide  se t of 

informa tion security continuous monitoring tools to 
he lp protect .gov ne tworks 

▪ Levera ge  the  buying power of government 
orga niza tions to a chieve  sa vings for cybersecurity 
tools a nd se rvices 

▪ Provide  CDM Da shboa rds to improve  situa tiona l 
a wa reness, a nd enha nce  use rs’ a bility to identify a nd 
respond to emerging cyber threa ts 

3 



CDM Overview 

FEDSIM CDM Concept 

All Systems 
Scanned Every  

72 Hours 

Collect Results Fix Worst First  

Report 
Progress 

Install/Update 
Sensors 

Automated 
Search 

For Flaws 

Analyze/Triage 
Results 
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CDM Authority 
OMB M-14-03: Enha ncing the  Security of Federa l 
Informa tion a nd Informa tion Systems 

“DHS coordina ted with the  Genera l Services Administra tion 
(GSA) to esta blish a  government wide  Bla nke t Purcha se  

Agreement (BPA)…” 
 

“…provides a  consistent, government-wide  se t of informa tion 
security continuous monitoring (ISCM) tools to enha nce  the  
Federa l government's  a bility to identify a nd respond, in rea l-
time  or nea r rea l-time , to the  risk of emerging cyber threa ts.” 
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CDM/CMa a S BPA Ba sics 
▪ Structure  

• Multiple -Awa rd BPA under GSA IT Schedule  70 
• Ba se  plus four options 

▪ Awa rd: August 2013, BPAs a wa rded to 17 tea ms 
• Over 100 compa nies pa rtic ipa ting a s BPA tea m members 

▪ Scope  
• 15 tool functiona l a rea s (in three  pha ses)  
• 11 service  a rea s 

▪ Ceiling: $ 6,000,000,000 
• Agencies use  the  BPA through AAS or DPA 
• Fa ir opportunity provided to a ll BPA holders for a ll DOs/TOs 
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BPA Fea tures 
▪ BPA extended to sta te , loca l, regiona l, a nd triba l 

governments; consistent solutions; leveraged buying 
power 

▪ Comprehensive solution includes both tools and 
services 

▪ Flexible to keep pace with evolving technologies 
▪ Tiered price discounts on BPAs; additional negotiated 

discounts at order level 
▪ Quarterly reporting of sales; tracks usage and ensures 

volume discounts are available to all users  
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FEDSIM CDM Pha sed Ca pa bilities 
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CDM Authority 
OMB M-16-04: Cybersecurity Stra tegy a nd 
Implementa tion Pla n (CSIP) for the  Federa l Civilia n 
Government 
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“During the Cybersecurity Sprint, DHS identified 
the need to accelerate CDM implementation 
throughout Federal agencies and has since 

developed a plan to accelerate the deployment of 
CDM Phase 2.” 
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BPA Activity to Da te  
▪ Pha se  1 Delivery Order - 2014 

• Delivery Order 1 
• $ 60M in CDM Tools; 29 Agencies; 30% Cost Sa vings 

▪ CDM Cyber Da shboa rd - 2014 
▪ Pha se  1 Ta sk Orders - 2015 

• Ta sk Orders 2A through 2E 
 
 

▪ 30% Sa vings on Deliver Orders 
▪ 35%+ Sa vings on Ta sk Orders 

$ 219M Tota l 
Obliga tions 

through 2015 
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BPA Upcoming Activity 
▪ Pha se  1 Ta sk Order 2F - 2016 

• CDM a s a  Service  
• Includes Pha se  1 a nd Pha se  2 Products 

▪ Pha se  2 Ta sk Orders - 2016 
• PRIV MGMT 
• CRED MGM 

▪ Bounda ry Protection - 2017 
• BPA Mods in Process 

▪ Pha se  3 - 2017 
• RFI Relea sed  

 

$ 269.6M Tota l 
Pla nned 

Obliga tions in 
2016 
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FEDSIM 

Conta ct Informa tion 
▪ Questions on CDM Acquisition: CDM@GSA.GOV 
▪ Questions on the  CDM Progra m: 

CDM.FNR@HQ.DHS.GOV 
 

▪ Visit: 
• www.gsa .gov/cdm 
• https:/ /www.dhs.gov/cdm 
• https:/ /www.us-cert.gov/cdm/home 
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