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Take-Aways

• National Network for Manufacturing Innovation

o Manufacturing punches above its weight

o There’s innovation in manufacturing

o 7 Manufacturing Innovation Institutes so far

o Many topics remain for engagement

o Some manufacturing mega-trends

• Cybersecurity for Manufacturing

o Manufacturers received highest volume of spear-phishing attacks

o Companies of all sizes are at risk

o Attackers want manufacturers’ secrets

o Malware for industry control systems represent a notable shift in 
targets and techniques

o Manufacturers recognize threats, but struggle to respond

o Some starter resources… equivalent for manufacturers? 2



Bureau of Economic Analysis

Manufacturing Punches Above Its Weight

• Manufacturing: making something that can be “dropped on your foot”

• Advanced Manufacturing: when technology gives competitive advantage

• Manufacturing has the greatest multiplier effect: every $1 in manufacturing 
value added, $1.33 in additional value is created in other sectors

• Manufacturing has one of the highest job multiplier effects

Deloitte/Council on Competitiveness
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President’s Council of Advisors on 
Science and Technology

Market Failure in 
Pre-Competitive Applied Manufacturing R&D

National Network for Manufacturing Innovation 
creates the space for industry and academia to 
work on industry-relevant problems 

o Addresses the market failure of industry 
underinvestment in “pre-competitive” 
applied R&D

o Focuses on “de-risking” new technologies and 
materials to scale-up for U.S. manufacturers

There’s Innovation In Manufacturing



7 Manufacturing Innovation Institutes So Far
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America Makes
Additive Mfg.

Youngstown, OH

Power America
Power Electronics

Raleigh, NC

LIFT
Light/Modern Metals

Detroit, MI

IACMI
Adv. Composites

Knoxville, TN

DMDII
Digital Mfg.
Chicago, IL

• Over $500M Federal funding 
catalyzed over $1,214M 
from consortia

• Institutes have attracted 
hundreds of companies and 
universities as active partners 
from across the country

Smart 
Mfg.

NextFlex
Flex. Electronics

San Jose, CA

Fibers and 
Textiles

AIM Photonics
Photonics

Rochester, NY

Three more under way…

Topic
TBA
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Partnership: Industry – Academia – Government
Working better, together to create transformational technologies and build new products and industries

Each institute has:

1) Clear, unique institute focus

2) Clear industry value 
proposition

3) Strong Partnerships

4) Ability to address critical 
challenges

5) A balanced portfolio 
of projects

7 Manufacturing Innovation Institutes So Far

AMNPO
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Many Topics Remain For Engagement
Enabling Technologies 
bio-inspired manufacturing 
bioprocessing 
cryogenic techniques 
cyber security 
cyberphysical manufacturing 
manufacturing equipment (customizable) 
mechatronics 
MEMS/NEMS and embedded technologies 
nano/bio manufacturing 
nano/micro manufacturing 
surface engineering 
manufacturing facilities/wafer fab 

Industry Sectors 
chemical 
cyber security 
electronics (custom, assembly, flexible, nano, 
organic, printed)
electro-optical devices 
energy (clean/renewable/alternative, energy-
conversion equipment, biofuels, fuel cells, grid 
technologies and integration, natural gas, solar 
cells, wind)
energy storage/batteries
fluid power/pneumatics 
food 
healthcare (biomedical devices, nanomedicine, 
personalized medicine, pharmaceuticals, tissue 
engineering)
high-performance computing 
maritime technologies 
national security and terrorism 
optics and photonics (imaging, photonic 
integrated circuits)
thermal processing and HVAC 
transportation (natural gas vehicles)
water and water distribution 

Manufacturing Processes 
additive manufacturing 
assembly and joining (multi-material joining, solid 
state welding and joining)
coating and deposition (printing, roll-to-roll 
processing)
composites manufacturing 
electron beam processing 
laser processing (cutting, marking, sintering, 
tracking and welding)
machining and precision machining 
near-net shape technologies (casting, extrusion, 
forging, forming, hydroforming, molding, rolling)
polymeric-based web conversion 
powder metallurgy 
separations and purification 
surface finishing and peening 
wide bandgap manufacturing 

Manufacturing Systems 
automation technologies 
autonomy 
digital manufacturing 
digital model-based manufacturing 
dynamic machine tool management 
manufacturing strategy development 
robotics and autonomy 
sensors (for diagnosis and control, harsh 
conditions, remote sensing) 
servo technologies 
smart/intelligent manufacturing (sensor-
integrated manufacturing)

Materials 
"smart” materials, advanced magnets, 
amorphous metals, bio/biomedical, ceramics 
Chemicals, coatings, thin films/surface 
treatments, composites, electro-optical 
materials, lightweight materials, metamaterials, 
nanomaterials, next-generation 
semiconductors, photovoltaics, powder, 
superalloys

Metrology and Characterization 
advanced metrology 
in-situ metrology 
materials characterization (thin film and bulk 
stoichiometry)
non-destructive evaluation 

Product Development/Manufacturing 
Software/Tools 
"big data" 
design tools and informatics 
information technology systems 
modeling and simulation 
rapid prototyping 
mass customization/custom electronics 

Sustainable Manufacturing 
energy efficiency/shortage 
repair welding 
thermoplastic recycling 
reducing greenhouse gases 
wastewater reclamation and reuse 

RFI by AMNPO
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Some Manufacturing Mega-Trends

Service models

• Product + service

• Lean/Just-in-time manufacturing

• Supply chain innovation

• Small batches of personalized 

products

• Democratization of manufacturing 

equipment

• On-site manufacturing

Digitization

• Cloud computing

• Internet of things

• Cybersecurity

• Artificial intelligence/Robotics/ 

Virtual

Product Design

• Advanced materials

• Sustainability
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• National Network for Manufacturing Innovation

o Manufacturing punches above its weight

o There’s innovation in manufacturing

o 7 Manufacturing Innovation Institutes so far

o Many topics remain for engagement
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• Cybersecurity for Manufacturing
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Mfg’ers received highest volume of spear-phishing attacks

Risk ratio (Of all companies of a given industry)Distribution of attacks

Symantec Internet Security Threat Report (2015)
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Risk ratio (Of all companies of a given size)Distribution of attacks

Companies of all sizes are at risk

Symantec Internet Security Threat Report (2015)
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Attackers Want Manufacturers’ Secrets

Verizon Data Breach Investigations Report (2015)

Bars in each box depict data from 2012, 2013, and 2014
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Malware for ICS = Notable Shift in Targets, Techniques
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Metric Information Technology (IT) Operational Technology (OT)

Role Supports people Controls machines

Purpose Process transactions, provide
information

Control/monitor physical process 
and equipment

Lifetime ~5 years, updated regularly 15-30 years, little/no tolerance for 
delays or downtime required to 
update

Architecture Generic Custom: event-driven, real-time, 
embedded hardware/software

Interfaces GUI, web, keyboard Electromechanical, sensors, 
actuators, coded displays, hand-held 
devices

Ownership CIO, IT Engineers, technicians, operators, 
managers

Connectivity Corporate network (IP) Control networks (hard-wired 
twisted pair and IP)

Malware for ICS = Notable Shift in Targets, Techniques
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Mfg’ers Recognize Threats, But Struggle To Respond

DMDII Workshop, April 2015
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Some Starter Resources… Equivalent for Manufacturers?

• FTC: Start with Security

• NIST Interagency Report: Small Business Information Security: The 
Fundamentals (being updated)
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